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INTEGRATED ACCESS CONTROL

Installing and Using CENTAUR Software

What Will | Find?

CENTAUR Software is an advanced and powerful CENTAUR Software management software. The following chapter contains
important information concerning the installation and use of this software.
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CENTAUR SOFTWARE EDITIONS

LIS STANDARD PROFESSIONAL* ENTERPRISE* GLOBAL*

(FREE EDITION)

Sites 1 64 64 64 64
Serial Ports 1 1 1 4 4
Dial Up connection v v v v v
TCP/IP connection v v v v v
Cards (per site) 512 2,048 8,196 16,384 16,384
Controllers (per site) 16 32 64 256 256
Doors (per site) 16 128 512 2048 2048
Elevator Control v v v v v
Elevator Cabs (per site) 2 64 128 512 512
Floors per cab 64 64 64 64 64
Floor groups (per site) 128 128 128 128 128
Include built-in Integration v v v v v
Global Communication = = = = v
Global User Groups - - - - 2048
Global Access Levels = = = - 256
Global Schedules - - - - 256
Additional Workstation License = = 1 1 1

" FREE from our web site, www.cdvi.ca (Security dongle NOT required)

* Comes with one workstation license.

CENTAUR will run like the Starter Pack when no hardlock key is detected.

CENTAUR GLOBAL Multi-Site Management Software

CENTAUR GLOBAL edition software is for customers having to manage multiple sites at the same time. Now, it is possible to have
a centralized server that communicates simultaneously between sites to achieve globally your usual tasks. You can view events/
alarms/door status, lock/unlock doors, add/ delete/edit users and cards in real time on several sites at once. GLOBAL edition
includes all doors, cards and users of each site on the same server. Through global access levels and schedules, you save time
when you add a user by configuring it once.

cdvigroup.com 9
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INSTALLATION OVERVIEW

This section details how to install the CENTAUR software including the CENTAUR Software Server and Administration
Console (Workstation) available on the CENTAUR USB Key

Each edition of the CENTAUR software has two different applications - the Server and the Administration Console (Workstation).
Please note that the terms Administration Console and Workstation both refer to the same software User Interface, and are
used interchangeably.

CENTAUR SOFTWARE SERVER

The CENTAUR Software Server manages the controllers and maintains the CENTAUR Software system’s databases. The

CENTAUR USB Key Key includes the CENTAUR Software Server, the Administration Console, several software features, and the
reference manuals for these software features, which are all automatically installed together. The reference manuals for
CENTAUR Software hardware components are also available on the CENTAUR USB Key

Computer Requirements (CENTAUR Software Server)

The CENTAUR software is designed to operate with IBM or IBM compatible computers running a suitable Windows operating
system as detailed in the “Operating System Requirements (Centaur Server)”.

Processor Type:

* x64 Processor: AMD Opteron, AMD Athlon 64, Intel Xeon with Intel EM64T support, Intel Pentium IV with EM64T support
» x86 Processor: Pentium lll-compatible processor or faster

Processor Speed:

e Minimum: x86 Processor: 1.0 GHz, x64 Processor: 1.4 GHz

* Recommended: 2.0 GHz or faster

* 1GB RAM (2GB recommended for superior performance)

* 6GB of hard disk is recommended; more for larger installations

» Ethernet access either through physical 10/100 Mbps Ethernet port or WiFi

Operating System Requirements (CENTAUR Software Server)
The CENTAUR Software Server has been tested on the following operating systems:

» Windows 10 (CENTAUR software version 7.0 and up)
* Windows 8, Windows 8.1,

* Windows 7 Service Pack 1,

* Windows Server 2008 R2 SP1, Service Pack 2,

* Windows Server 2012 R2

Other software requirements (available on the USB key):
* .NET Framework 4.5.2
* MS SQL Server Express 2016 (x64 & x86)
» Microsoft Access Database Engine 2010
* VC++ 2015 Redistributable
* VC++ 2017 Redistributable
* Windows Installer 4.5
* DotNET4.6.1

cdvigroup.com
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Controller Requirements
» CT-V900-A Rev. 200/210/220/230/260 require firmware R2-C3-70 or higher.
* CT-V900-A Rev. 100/110 require firmware R1-01-79 or higher.

For more information on how to update the controllers, refer to “Online Controller Firmware Upgrades” on page CENTAUR
Software.

Free Technical Support

For technical support in Canada or the U.S., call 1-866-610-0102, Monday to Friday from 8:00 a.m. to 8:00 p.m. EST. For technical
support outside Canada and the U.S., call 00-1-450-682-7945, Monday to Friday from 8:00 a.m. to 8:00 p.m. EST. Please feel free
to visit our website at www.cdvi.ca.

cdvigroup.com 11
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Installing/Updating the CENTAUR Software Server

This section describes how to install or update the CENTAUR Software Server.

The CENTAUR Software Server software must be installed on the computer where all controllers are or will be connected.

@ For new installations of the CENTAUR software or when upgrading to the CENTAUR software from a previous
version, you need to upgrade the controller firmware version to R2-C3-70 or higher and use a new hardlock key.

A To install the CENTAUR software on Windows 2000/2003/XP/Vista operating systems, you must be logged on as
Administrator.

1. Insertthe CENTAUR USB Key Key into the computer’s USB port.

2. |Ifthe auto run feature is enabled, go to the step 3. Otherwise, click Run from the Start menu, type the appropriate drive
indicator (x:\) followed by setup.exe or click Browse to search for the setup.exe file. Click OK.

3. The CENTAUR Software Setup window will appear. If this is a new installation of the CENTAUR software, click Next and
go to the next step. To update previously installed CENTAUR software, select Update, click Next, follow the on-screen
instructions, and click Finish.

4. The License Agreement window will appear. To install the CENTAUR software, select | accept the terms of the license
agreement, and click Next.

5. The Type of installation window will appear. To install the CENTAUR Software Server, select System management
and communication with control panels (Server and Workstation). If you wish to select a different folder destination
for the CENTAUR Software or MSDE software, click the appropriate Browse button, choose the folder destination, and
click OK. Click Next.

installed by default to C:\Program Files\CDV Americas\'CENTAUR Software. The MSDE software is installed by default

% The Administration Console is installed with the CENTAUR Software Server by default. The CENTAUR software is
to C:\Program Files\Microsoft SQL Server.

6. The Selecting Languages window will appear. The CENTAUR Software Server supports three languages. English is
automatically supported by default. Select two other languages and click Next.

7. The CENTAUR Software Pre-Requisites window will appear. Setup automatically detects and lists which prerequisites
have and have not been installed on your computer. To install the required software components, click Next and follow
the on-screen instructions. If all prerequisites are already installed, the setup will skip this step (go to the next step).

8. When Setup has completed the installation of the CENTAUR software, the InstallShield Wizard Complete window will
appear. Select if you wish to restart your computer now or later. Click Finish.

12 | cdvigroup.com
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Before you can use the CENTAUR software, you must restart your computer.

An icon for the Administration Console is automatically added to your computer desktop.

The Centaur software manuals are automatically installed on your computer. To locate a software manual, click Start >
Programs > CDVI Americas > Centaur > Administration Console > Manuals.

The Centaur hardware manuals must be manually installed on your computer. To locate the hardware manuals on the
CD, open Windows Explorer. Click on the appropriate drive indicator (x:\) from which the Centaur CD is inserted.
Double-click the Manuals folder. Double-click the Hardware Manuals folder. Copy and paste the manual(s) to the
computer drive and folder of your choice.

@ @ G P

llations where remote workstations will access the Server through a network, DCOM must be configured on the CENTAUR
Software Server computer (refer to “DCOM Configuration” on page CENTAUR Software.
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CENTAUR SOFTWARE ADMINISTRATION CONSOLE
(WORKSTATION)

This section describes how to install a CENTAUR Software Administration Console on a networked workstation.

The CENTAUR Software Administration Console is installed on a networked workstation computer using the CENTAUR USB Key
The CENTAUR Software Administration Console allows operators to monitor and manage the CENTAUR Software system
remotely by accessing the CENTAUR Software Server’s databases and its controllers through a network.

& In order for a remote workstation to access the Server, DCOM must be configured on the Centaur Server
computer (refer to “DCOM Configuration” on page CENTAUR Software).

Computer Requirements (Workstation)

The CENTAUR software is designed to operate with IBM or IBM compatible computers running a suitable Microsoft Windows
operating system as detailed in the Operating System Requirements below.

Processor Type:

» x64 Processor: AMD Opteron, AMD Athlon 64, Intel Xeon with Intel EM64T support, Intel Pentium IV with EM64T support
» x86 Processor: Pentium Ill-compatible processor or faster

Processor Speed:

e Minimum: x86 Processor: 1.0 GHz, x64 Processor: 1.4 GHz

* Recommended: 2.0 GHz or faster

* 1GB RAM (2GB recommended for superior performance)

* 6GB of hard disk is recommended; more for larger installations

» Ethernet access either through physical 10/100 Mbps Ethernet port or WiFi

Operating System Requirements (Workstation)
The CENTAUR Software Administration Console has been tested on the following operating systems:

» Windows 10 (CENTAUR software version 7.0 and up)
* Windows 8, Windows 8.1,

» Windows 7 Service Pack 1,

* Windows Server 2008 R2 SP1, Service Pack 2,

* Windows Server 2012 R2

Other software requirements (available on the USB key):
* .NET Framework 4.5.2
* MS SQL Server Express 2016 (x64 & x86)
» Microsoft Access Database Engine 2010
* VC++ 2015 Redistributable
* VC++ 2017 Redistributable
* Windows Installer 4.5
* DotNET4.6.1
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Installing/Updating the Administration Console (Workstation)

This section describes how to install or update the CENTAUR Software Administration Console (Workstation).

1.

2.

- (&

& @ GP

Insert the CENTAUR USB Key Key into the computer’s USB port.

If the auto run feature is enabled, go to the next step. Otherwise, click Run from the Start menu, type the appropriate drive
indicator (x:\) followed by setup.exe or click Browse to search for the setup.exe file. Click OK.

The CENTAUR Software Setup window will appear. If this is a new installation of the CENTAUR software, click Next and
go to the step 4. To update previously installed CENTAUR software, select Update, click Next, follow the on-screen
instructions, and click Finish.

The License Agreement window will appear. To install the CENTAUR software, select | accept the terms of the license
agreement and click Next.

The Type of installation window will appear. To install the Administration Console (Workstation), select System
management only, will not communicate with control panels (Workstation only). If you wish to select a different
folder destination for the CENTAUR software, click the appropriate Browse button, choose the folder destination, and
click OK. Click Next.

The CENTAUR software is installed by default to C:\Program Files\CDVI Americas\'CENTAUR Software.

The CENTAUR Software Pre-Requisites window will appear. Setup automatically detects and lists which prerequisites
have and have not been installed on your computer. To install the required software components, click Next and follow the
on-screen instructions. If you already have all prerequisites, Setup will skip this step (continue with next step).

When Setup has completed the installation of the CENTAUR software, the InstallShield Wizard Complete window will
appear. Select if you wish to restart your computer now or later. Click Finish.

Before you can use the Centaur software, you must restart your computer.

An icon for the Administration Console (Workstation) is automatically added to your computer desktop.

The CENTAUR software manuals are automatically installed on your computer. To locate a software manual, click Start,

The CENTAUR Software hardware manuals must be manually installed on your computer. To locate the hardware
manuals on the CD, open Windows Explorer. Click on the appropriate drive indicator (x:\) from which the CENTAUR
USB Key is running. Double-click the Manuals folder. Double-click the Hardware Manuals folder. Copy and paste the
manual(s) to the computer drive and folder of your choice.
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SETTING CENTAUR SOFTWARE AS A SERVICE UNDER WINDOWS

These instructions pertain to Windows 2000/2003/XP/Vista operating systems, and will enable the Auto-start service when OS
starts feature in the CENTAUR Software Service Manager. This feature will automatically start the CENTAUR Software Server
when you start the computer. You will only need to start the CENTAUR Software Administration Console.

1. Ifthe CENTAUR Software Service Manager is already stopped and has been exited, proceed to step 5. Otherwise, click
Start gPrograms gCDVI Americas gCENTAUR Software CENTAUR Software Service Manager. The CENTAUR Software

Service Manager window will appear.

2. Click Stop. The Operator Logon window will appear.

@ The Operator Rights Validation window will not appear if CENTAUR Software is set as a service under Windows.

3. Enter your CENTAUR Software Logon ID and Password and click OK. The default Logon ID is Admin and the default
Password is Admin.

4. From the icon tray, right-click the CENTAUR Software Service Manager icon and click Exit.
—— CENTAUR Software Service Manager icon
(=)
5. To manually set CENTAUR Software as a service under Command Prompt, go directly to step 6. Otherwise, open

Windows Explorer and locate drive (C:). Double-click Program Files, double-click CDVI Americas, double-click CENTAUR
Software, double-click CENTAUR Software Server, and double-click Service.bat. Proceed to step 7.

6. Tomanually set CENTAUR Software as a service under Command Prompt, click Start gPrograms gAccessories
gCommand Prompt.
a) The Command Prompt window will appear. Type cd\program files\CDVI Americas\centaur\centaur server and
press Enter.

b) Type spxsvr.exe /service and press Enter. Close the Command Prompt window.

@ Ensure that there is a space between spxsvr.exe and the front slash (/).

mmand Prompt

icrosoft Windows XP [Version 5.1.2688]
{C> Copyright 1985-2881 Microsoft Corp.

C:*Documentz and Settings“fdugre cdwprogram filescdv americas’centaur’centaur servep

C:vProgram Files»CDU Americas“Centaur~Centaur Serverlspxsur.exe Sseprvice

C:nProgram FilessCDU Americas“Centaur~Centaur Server’_
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7. Click Start >Programs >CDVI Americas >CENTAUR Software >CENTAUR Software Service Manager.

8. The CENTAUR Software Service Manager window will appear.
Select the Auto-start service when OS starts check box.

0 Cantaur Service Managsr E._ E

__J ST ontnus
9. If you want the Service Manager to verify every 5 minutes if the service is running or not, ) j S
and then start it if it is not running, select the Auto-restart service when stopped check '
box. Close the window. ﬂ Shp
W Bubsalan sersce when OO shaty
10. Restart your computer. The CENTAUR Software Service Manager will now start I Pttt veivice when stopoed
automatically. To run CENTAUR Software you will only need to click Start >Programs oy

CDVIAmericas >CENTAUR Software >Administration Console >Administration Console.

PLUGGING THE HARDLOCK KEY

Ahardlock key is required to enable communication with CENTAUR Software’s controller. CENTAUR Software's software will run

in Starter Pack version when no hardlock key is detected. The hardlock key is available in two different configurations, one for
parallel port and one for USB port.

» The blue hardlock key is designed to be plugged into your computer USB port.
» The black hardlock key is designed to be plugged into your computer parallel port.

Plug the parallel or USB hardlock key identified as Server to the port of the computer used as the CENTAUR Software Server
(CENTAUR Software Service Manager).

Plug the parallel or USB hardlock key identified as Workstation to the port of the computer used as a workstation.

You must have the hardlock key plugged in the CENTAUR Software server/workstation port before starting the

The hardlock key is required on the computer used as the CENTAUR Software Server as well as on each workstation.
5 CENTAUR Software Service Manager otherwise the software will run in Starter Pack version.

/!\ The hardlock key version 5.2 will not work with the CENTAUR Software version 6.0 or 7.0.
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STARTING THE CENTAUR SOFTWARE SERVER AND SOFTWARE

This section describes how to start the CENTAUR software from the CENTAUR Software Server computer or a networked

workstation. Note that before starting the CENTAUR software from a networked workstation, the CENTAUR Software Service
Manager must be started.

Starting the CENTAUR Software Server

You must have the hardlock key plugged in the CENTAUR Software server port before starting the CENTAUR Software
Service Manager otherwise

1. From the CENTAUR Software server computer, click Start >Programs -»CDVI Americas »CENTAUR Software
—->CENTAUR Software Service Manager. The CENTAUR Software Service Manager window will appear.

2. From the CENTAUR Software Service Manager window, click the Start/Continue button. Once the CENTAUR Software
Service Manager is running, you can close the CENTAUR Software Service Manager window.

Service Manager Service Manager

CENTAUR Software _'Ir i_ MSDE (SQL Server)
El

D10}

The Auto-start service when OS starts and Auto-restart service when stopped check boxes in the CENTAUR
Software Service Manager window are only available when CENTAUR Software is set as a service under Windows,
refer “Setting Centaur as a Service Under Windows” on.page CENTAUR Software

(&

To stop the CENTAUR Software Service Manager, click Stop. If the Operator Rights Validation window appears, enter
your CENTAUR Software Logon ID and Password, and click OK. The Operator Rights Validation window will not appear
if CENTAUR Software is a service under Windows (refer to “Setting Centaur as a Service Under Windows” on page

CENTAUR Software).

(&
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Starting the CENTAUR Software Administration Console (Workstation) Software

1. From the CENTAUR Software server computer or from a networked workstation, click Start >Programs ->CDVI
Americas >CENTAUR Software »>Administration Console ->Administration Console. The CENTAUR Software
Logon window will appear.

If you are starting a software module, click Start >Programs - CDVI| Americas > CENTAUR Software
- Administration Console —>the appropriate software.

2. From the CENTAUR Software Logon window, type the appropriate Logon ID and Password. The default Logon ID is
Admin and the default Password is Admin. If you are trying to log on to a CENTAUR Software Server thatis on a
network, type the Server computer’s network name or IP address in the Computer text box. From the Language
drop-down list, select the desired language. Click OK.

A To allow access from remote workstations, DCOM must be configured on the CENTAUR Software Server
computer (refer to “DCOM Configuration” on page CENTAUR Software).

When starting CENTAUR Software for the first time, a dialogue box appears asking if you would like to use the site
configuration wizard. Refer “Adding a Site” on page CENTAUR Software for more information.
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SOFTWARE MODULES

All software modules listed below unless, are automatically installed with the CENTAUR Software Server or Workstation software.

* FrontDesk: This module provides an easy to use interface to program user properties and includes an advanced search
engine. For more information, refer to “FrontDesk” on page CENTAUR Software.

e Import/Export Application: This module imports or exports user infromation into/from Centaur. Supported file formats are
XML and CSV for the import, and XML for the export. The access level are not exported nor imported. See the CSVReadme.
txt file for more information on the CSV fields for the import. The CSVReadme.txt file is located in the C:\Program Files
(x86)\CDVI Group\Centaur\Administration Console folder.

+ Database Management (Server only): This feature allows you to control and manage the large and complex database files
of the CENTAUR software. You can back up and restore database files, purge events from selected sites during specific
periods, limit the size of database files and delete entire database files. For more information, refer to “Database
Management” on page CENTAUR Software.

* Database Backup Scheduler (Server only): CENTAUR Software’s database backup scheduler enables you to schedule
regular backups of the CENTAUR Software databases. You can back up the Main database and the Event database
separately, specify the location of the backup files and select how often (daily, weekly, or monthly) the backup will occur. For
more information, refer to “Database Backup Scheduler’ on page CENTAUR Software.

* FrontGuard: This module uses events generated in CENTAUR Software to retrieve a picture and/or video feed to help you
identify users or to view the location where an event has occurred. For more information, refer to “CENTAUR Software’s
FrontGuard” manual.

¢ Locator: Designed to function with the Global Anti-Passback, this allows you to monitor when users enter and exit
designated doors in real-time, retrieve user information and print customizable user access reports.

* WavePlayer: This CENTAUR Software feature is designed to enable a .wav file to be played on the computer when an
event that requires acknowledgement occurs. The sound can replay at programmed intervals until the alarm is
acknowledged. For more information, refer to “Centaur Wave Player” on page CENTAUR Software.

¢ Pro-Report: This module features a user-friendly wizard for generating system reports. Generate quick (one-time),
pre-defined and scheduled reports for up to 14 different report types. You can also search, group and sort your reports.

* FrontView: The real-time graphic interface gives you point-and-click control over doors, relays, inputs, outputs, and
controllers through a graphical floor plan. For more information, refer to “CENTAUR Software’s FrontView” manual.

» Diagnostic Tool: The Diagnostic Tool allows you to view your system information to ensure all of the components required
to run the CENTAUR software have been installed. Within the Diagnostic Tool’s menu, you may save or copy your system
information to a specific folder on your computer or send it directly to our technical support team in the event that you
require assistance. This tool is also helpful in assessing which prerequisites your computer may require when upgrading to
the latest version of the CENTAUR software.
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INTEGRATED ACCESS CONTROL

Understanding the Centaur User Interface

What Will | Find?

The following chapter presents the structure of the Administration Console main window including the different windows, menus,
and buttons.
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USER INTERFACE OVERVIEW

The following picture demonstrates the Centaur User Interface structure.
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Menu Bar

The menu bar gives access to the File, View, Options, Modules, and Help menus.

« The File menu gives access to the Exit sub-menu allowing to close the Centaur Administration Console application.

» The View menu gives access to the following:
» Toolbar: Allows to show or hide the Toolbar.
» Status Bar: Allows to show or hide the Status Bar.

* Refresh: Allows to refresh the Tree View and the Status windows.

The following sub-menus allow to select what events will be displayed in the Events/Status window. The following
selections are also available from the Toolbar.

+ All events: Refer to “Display All Events” for more information.
* Access events: Refer to “Display Access Events” for more information.
« Abnormal events: Refer to “Display Abnormal Events” for more information.

* Acknowledged events: Refer to “Display Acknowledged Events” for more information.

The following sub-menus allow to select what devices will be displayed in the Events/Status window. The following
selections are also available from the Toolbar.

* Door status: Refer to “Displaying and Controlling the Status of a Door” for more information.

* Relay status: Refer to “Displaying and Controlling the Status of a Relay” for more information.
« Controller status: Refer to “Displaying Controller Status” for more information.

+ Input status: Refer to “Displaying and Controlling the Status of an Input” for more information.

+ Output status: Refer to “Displaying and Controlling the Status of an Output” for more information.

» The Options menu gives access to the following:
» Options: Refer to “General Centaur Options” for more information.
« Events Colours: Refer to “Event Colour Definitions” for more information.
* Operator Timeout: Refer to “Operator Timeout” for more information.

* Log File: Refer to “Log File” for more information.
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* The Modules menu gives access to the following:
+ FontDesk: Refer to “FrontDesk” for more information.
¢ Import/Export Application
» Database Management: Refer to “Database Management Module” for more information.
+ Database Backup Scheduler: Refer to “Database Backup Scheduler” for more information.
* FrontGuard
* Locator
* WavePlayer: Refer to “Centaur Wave Player” for more information.
* Pro-Report
* FrontView
» Diagnostic Tool
¢ CMPP card enrollement utility

» The Help menu gives access to either the Centaur help file or the about Centaur page. The help window is always on top of
the application.
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Toolbar

The Toolbar is divided in different categories as described in the following example.

Events
Selected Site DVR Video System Software Modules About
L
— . —— |
[ [ L

IEEIENW B 9 @ 4 b | & € P |ov " moL ea® 2 iS00 @ E
[ | |
[

Component Status
Selected Site
Select which site to view and/or act upon.

Toolbar Buttons

The following table describes each Toolbar button.

KEYBOARD
CATEGORY | BUTTON DESCRIPTION SHORTCUT MENU
Events All events
£ Refer to “Display All Events” on page 218 for 1 View -> All

more information.

Access events
Refer to “Display Access Events” on page 218 2 View -> Access events

for more information.

|

Abnormal events
Refer to “Display Abnormal Events” on page 218 3 View -> Abnormal events

for more information.

[ |
]

Acknowledged events
1% Refer to “Display Acknowledged Events” on 4 View - Acknowledged events

page 218 for more information.
Guard Tour Events N/A N/A
EI;IEI Refer to “Display Guard Tour Events” on
page 218 for more information.

26 | cdvigroup.com



REFERENCE MANUAL

CENTAUR

Integrated Access Control V7.0

CATEGORY

BUTTON

DESCRIPTION

KEYBOARD
SHORTCUT

MENU

Status

Door status
Refer to “Displaying and Controlling the Status
of a Door” on page 219 for more information.

View -> Door status

Relay status
Refer to “Displaying and Controlling the Status
of a Relay” on page 220 for more information.

View -> Relay status

Controller status
Refer to “Displaying Controller Status” on
page 221 for more information.

View -> Controller status

Input Status
Refer to “Displaying and Controlling the Status
of an Input” on page 222 for more information.

View -> Input status

Output Status
Refer to “Displaying and Controlling the Status
of an Output” on page 223 for more information.

View -> Output status

Guard Tour Live Rounds
Refer to “Displaying Guard Tour Live Rounds”
on page 224 for more information.

N/A

N/A

Display Visitor Status
Refer to “Displaying Visitor Status” on page 225
for more information.

N/A

N/A

Display Global Parking Status
Refer to “Displaying Global Parking Status” on
page 226 for more information.

N/A

N/A

Video

Display DVR Settings
Refer to “Modifying DVR Settings” on page 200
for more information.

N/A

N/A

Display Live Video
Refer to “Display Live Video” on page 204 for
more information.

N/A

N/A

Search Video
Refer to “Show Archived Video” on page 203 for
more information.

N/A

N/A

cdvigroup.com
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KEYBOARD
CATEGORY | BUTTON DESCRIPTION SHORTCUT MENU
Modules Open Badge Editor N/A N/A
G Refer to “Badge” on page 50 for more informa-
tion.
Open FrontDesk
@ Refer to “FrontDesk” on page 62 for more Ctrl-F1 Module -> FrontDesk
information.
Open Import/Export Application Ctrl-F2 Module -> Import/Export Application

“ Open Card Import/Export
7 Refer to “Centaur Card Import/Export Feature” Ctrl-F2 Module -> Card import/Export
on page 134 for more information.

Open Database Management Module
'tl)' Refer to “Database Management Module” on Ctrl-F3 Module -> Database Management
page 231 for more information.

Open Database Backup Scheduler
Refer to “Database Backup Scheduler” on Ctrl-F4 Module -> Database Backup
page 238 for more information. Scheduler

&

Open FrontGuard
Ctrl-F5 Module -> Front Guard

Open Locator
Ctrl-F6 Module -> Locator

= JRRC)

Open WavePlayer
il Refer to “Centaur Wave Player” on page 241 for Ctrl-F7 Module -> WavePlayer
more information.

Open Pro-Report
4Ty Ctrl-F8 Module -> Pro-Report

Open FrontView
E Ctrl-F9 Module -> FrontView

Open Diagnostic Tool
Ctrl-F10 Module -> Diagnostic Tool

Open Headcount
%3 Ctrl-F11 Module -> Headcount

Open CMPP
E Allows loading or adding a card using a CMPP Ctrl-F12 Module -> CMPP
card enrollment station.

Open Parcel Pick Up
L& Issue a one-time usage PIN code to unlock one N/A Module -> Pick Up
storage locker.

Search
s} Allows to perform advanced search. Refer to Ctrl-F N/A
page 64 for more information.
About About
74 Gives information about the Centaur Administra- N/A N/A

tion software, and CDVI contact information.
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Database Tree View Window

The Database Tree View window located in the left-hand portion of your screen allows to create and configure a site including all
its objects. From the Database Tree View window you can create and/or modify:

» “Sites” on page <OV>

» “Users and User Groups” on page 58
» “Visitors and Visitor Groups” on page 78
» “Holidays” on page 88

» “Schedules” on page 92

» “Controllers” on page 98

* “Doors” on page 116

* “Access Levels” on page 134

» “Cards” on page 138

» “Elevator Control” on page 146

* “Relays” on page 150

* “Inputs” on page 156

* “Outputs” on page 166

+ “Events” on page 174

» “Groups” on page 184

» “Security Levels” on page 199

» “Permissions” on page 200

» “Operators” on page 196

+ “CCTV Commands” on page 204

* “Macro” on page 218

Real-Time Events/Status Window

The Real-Time Events/Status window lists all the events or device status for the selected site (see “Selected Site” on page 26).
Use the View menu (See the View menu on page “Menu Bar” on page 24) or the Toolbar button (See “Toolbar” on page 26)
to select what you want to display in the Real-Time Events/Status window.

When All events, Access events, Abnormal events, or Acknowledged events is selected, the Real-Time Events/Status
window displays the following: Event Name, Description, User/Card, Field Time (date and time), and Logged Time.

When Door/Relay/Input/Output/Visitor/Parking status is selected, the Real-Time Events/Status window displays the following:

Door/Relay/Input/Output Name, Address, and Status.

When Controller status is selected, the Real-Time Events/Status window displays the following: Controller Name, Address,
Status, Number of Cards, and Number of Errors.

cdvigroup.com

29



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

Alarms Window

The Alarms window lists all the alarms related to all sites. The Alarms window displays the following: Site, Alarm Name,
Instructions, Description, and Field Time (date and time).

Status Bar

The status bar is located at the bottom of your screen displays the following:
« Status: Indicates the status of the Administration Console.
« System Operator: Displays the current system operator login name.
+ Server name: Indicates the name of the server.

+ Communication: Indicates the site communication status. Refer to “Communicating with a Site” on page <OV> for more
information.

» Keyboard: Indicates the status of your computer keyboard Caps Lock, Num Lock, and Scroll Lock keys.

|Rea_dy Administrator Local Comms Ok HUM I

Status System Operator Server name Communication Keyboard

TYPING NAMES AND NOTES

1. When changing the name of a system component in the Database Tree View window (i.e. controllers, events, doors,
etc.), Centaur willimmediately refresh the screen. Press F5 to manually refresh the screen.

2. Please note that Centaur does not support more than 50 characters for Name fields and 255 characters for Notes fields.

3. Use the drop-down list on the right of certain text fields to type the text in more than one language (see Languages below
for more information).

Languages

The Centaur software is a trilingual software. Many of the text fields in the property windows (when programming sites, doors, etc.)
will have a drop-down list available. Use these drop-down lists on the right of certain text fields to enter item names and notes in
more than one language. When a Centaur Administration Console is installed on a workstation computer, you will be asked to
select one language. The Administrator Console will display the item names and notes in the language selected from the
Administrator Console’s login window.
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Sites

What Will | Find?

Each site can monitor and operate a specific number of cards, controllers, inputs, relays, and multi-function outputs, depending on
the Centaur software edition being used.

The first step in setting up your system is creating and defining your sites. Once your sites have been defined you can begin
programming the remaining items such as controllers, users, visitors, schedules, and doors. In the Sites branch, local sites will be
represented by a traffic light icon, remote (dial-up) sites will be represented by a telephone icon, and TCP/IP sites will be
represented by a network icon depicting five computers.
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ADDING A SITE

Perform the following to add a site:

1. From the Database Tree View window (left-hand portion of your screen), right-click the Sites branch and click Add Site.
You can also click the Sites branch and press the keyboard Insert key.

2. Adialogue box appears requesting if you would like to use the site configuration wizard. The site configuration wizard guides
you through the minimum required settings to get the site communicating with its controllers. If you want to use the site
configuration wizard, click Yes and follow the steps detailed in “Using the Site Configuration Wizard (Recommended)”. If you
do not want to use the site configuration wizard, click No and go to step 3. If you do not want to add a site, click Cancel.

3. Inthe New Site window, type the desired site name. We recommend using a name that is representative of the site such as
“Manufacturing Plant (Montreal)”.

4. Click OK.

Using the Site Configuration Wizard (Recommended)

Sitle # Communicalbon Selup El

The site configuration wizard guides PRCARS e, TE A Jic i 4 A KRl CcCN o AT ON

you through the minimum required

St Miaree [Maradaciunng Pland [Monkeal]

settings to get the site communicating Benerd Seting: Serial Setings
with its controllers. When starting CommurscationType | Dancl Senal Fo] = i
Centaur’s Administration Console Boud Rl [15200 - 2 oad e B Ll ol

for the first time or when adding a EOM Pot 2 CTL 651211 |

site, a dialogue box appears asking if

Dishup Setingt 2
COH Port ZICTL 128132

you would like to use the site COm Pl & KL T35 |
configuration wizard. If you click Yes,
the Site & Communication Setup
window appears.
I Kt s Cancel |

1. Inthe Site Name text field, type the desired site name. We recommend using a name that is representative of the site such as
“Manufacturing Plant (Montreal)”.

2. From the Communication Type drop-down list, select the desired connection method. For more detailed information on the

available types, refer to “Selecting the Site Communication Type” on page 36. The site configuration wizard is dynamic,
therefore only options corresponding to the selected communication type will be available. Other options will be unavailable.
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3. Setthe remaining available

Controdler & Door Selup El

options as required and click
Next. For more information on : z
these o tiOI’]S WhICh include Pleasd anded the rambel of Contiolias woa woukd Bos be 533 16 e Sie = Fpply dslaul weitinga Ao all contolory
p g Murber of Cortioberr: (RO = Ineieadusdy trei rach roniinde

Baud Rate, Phone Number,

. . C £ h T L4 1
Modem, and Serial Settings et s Ratiops 5 Digweiast Satios

. _ciren L

(COM Port Assignment), refer : g d -

“Qj H : . u (] b1
to “Site Communication il o =
Settings” on page 36. | C _ nces N

|mget Comlig | MU Brpuits | Resds Type | Standad 250k ¥
Muss Dioees 1002 x| Lexch Cmbead. | De-enerize =]
4. From the Number of
Controllers drop-down list,
select the number of controllers
you would like to add to this ek b ot
site.

5. If you would like to apply the same controller and door settings to all controllers, select Apply default settings to all
controllers and go to step 6. If you would like to apply different controller and door settings to each controller, select
Individually setup each controller and go to step 7.

6. If you have selected the Apply default settings to all controllers check box:

a) Under Controller Default Settings, set the available options as required. For more information on these options, which
include IP Address, Port Number, and Input Config, refer to “Setting the Controller Input Configuration” on page 106
and “Configuring the Controller Communication Settings” on page 106. Num Doors allow selecting the number of doors
to be created for each controller.

b) Under Door Default Settings, set the available options as required. For more information on these options, refer to
“Unlock Time” on page 123, “Lock Control” on page 123 and “Reader Type” on page 122. Please note that the Door
Type option is not yet supported and therefore will be set to Access by default. Refer to “Door Type” on page 120 for more
information.

c) Click Finish.
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7. Ifyou have selected the
Individually setup each
controller check box:

a) Click Next.

b) Setthe available options as
required for each controller
and click Next. For more
information on these
options, refer to “Controller
Configuration” on page 91.
To change the name of a
controller, double click on
the name of the controller
that you want to edit and
type the new name. Num
Doors fields allow selecting
the number of doors to be
created for each controller.

c) Setthe available options,
which includes Door name,
Reader Protocol, Lock Ctrl,
and Unlock Time, as
required for each door. For
more information on these
options, refer to “Door
Settings” on page 107. To
change the name of a door,
double click on the name of
the door that you want to edit
and type the new name. To
change the Unlock Time,
double click on the value to
be changed, and enter the
new value in seconds. To
change the Reader

Pleasd anded the rambel of Contiolias woa woukd Bos be 533 16 e Sie

Mok of Corbipls fom— _:' = Inieaniundy srei fach rominles
Coimober Did sk Sattinga oo Dl Sntting
IP Addese [f 9 n 0 Ulrkgsck Tine .r.- e
Pt bt : =]
It Cemlie [117 0 =% Repde Typee [1cwn i =]
i Dioaes: |72 =] Lesk Corbd. | = -]

Cantrodler I Doar Selup

Egply delnul seitings 10 all confoliers

« Back M 5 I Cancel |

Custom Contrallor Salup

" Contioles Hame. | Addets

Ingot Canifiy M Diated
Cigetrpdian L1 i ] W fusdeem MAT a
Cowiolls 02 ooz ¥ brive M 2
ool (03 LLvEs W hotve HAC Z

Midte. Droubiie chick, on e name of e conbolel thal you want b edt

Custom Door Salup El
" CorbodeiMame | Doohame | DootAddes | | MeadsPiodicol | LockDH | Unksck Teme | Do Conthel|  Rexings
Coetrodien 01 Doece OFS: [y} Crandud 25 B3 [ie erasgoe B [i] i)
Corhiodes 1001 oz Standard 26 Bdt Dh-enenne 5 {14} 11
oyl (02 o Stardand 26 B4 Dre-arenaoe 5 ] 03
Cmahiollen (KLY m Sharclad 25 Bl Dhaemramiians 5 1] n
Cirambyodiest (N0Y D (L% 0N m Standand % Ba [he-mnenoms 5 m e
Ciomiypler 000 Door DX 02 o2 Srandard 26 Dt D-enenaioe 3 i} 1
Mide Dhoidie chck, on e narms of B dool that fou wanl bo ekl
« Back Firisk Cancel

Protocol and/or the Lock Ctrl, click on the desired controller and select the new settings from the drop lists.
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MODIFYING A SITE

To modify an existing site, from the Database Tree View window, right-click the

desired site from the Sites branch and click Properties. You can also select the
desired site and press the keyboard Enter key. The Site Properties window will
appear, allowing you to configure the site.

General Site Properties
Select the Site tab from the Site Properties window. The Site tab will allow you to
view the site address as well as record the site name and any additional notes.

Changing the Site Name

Use the Site text field to identify the site location. We recommend using a name
that is representative of the site such as “Manufacturing Plant (Montreal)”. Also,
refer to “Typing Names and Notes” on page 30.

Typing the Site Notes

Use the Notes text field to record any additional notes that may be required. We
recommend that you keep a log of what settings were changed and when they
were changed. Also, refer to “Typing Names and Notes” on page 30.

Site Communication Settings

Select the Comms (Communications) tab from the Site Properties window.
Each site can be connected either locally, remotely, or through a TCP/IP
connection.

%

Selecting the Site Communication Type

When a site is communicating (online) with the Centaur Server computer,
you will not be able to modify the site communication settings. This is to
prevent any accidental disconnection from the Centaur Server computer.

From the Type drop-down list, select the method of communication between the
site controllers and the Centaur Server computer. Use one of the following three
methods:

cdvigroup.com

Site Properties

&

Vistors & Parking | Flos | CCTv | oMPP |
Site l Cormms ] Users/Cards ] Custom Fields ]
Site: 1
Site: j
Motes:
3
(] 8 | Cancel

Site Properties E

Vistors & Parking | Flos | CCTv | oMPP |
Site Camrmz l Users/Cards ] Custom Fields ]
LTS Dhirect (Serial Port]
Baud Rate: 19200 -
Speed: |Fast -
Schedule: |Mever -
COM Port 1 [CTL 1-54): |COM 1 -
COM Port 2 [CTL B5-128]: |Mone -
COM Port 3 [CTL 129192); |Mone -
COM Port 4 [CTL 193-256); |Mone -
Phone Mumber: ’—
Modenm: | J
Iv Update CTL time automatically every 15 minutes
™ Enable Offline Buffering [Outhox)

(] 8 | Cancel
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Direct (Serial Port)

Select this method if this is a local site that will communicate with the Centaur Server computer through the COM or USB
port. After selecting Direct (Serial Port), you are required to further set the site properties. See “Selecting the Site Baud
Rate” on page 40, “Selecting the Site Speed” on page 40, “Selecting the Site Communication Schedule” on page 40
and “Assigning COM Ports to Controller Addresses” on page 40. All other settings will be unavailable.

USE cable * CT-VI00-A
1 2-Door Controller
(First controller of a site)

INTEGRATES ALCESS CONTAOL DE9 cable (included with converter) *

SERVER WS

CA-A360-USBRS
USB or RS-232 to
RS-485 converler

Mull Modem DBE9 cable * .

* 7.6m (25 ft) max.

Start point of the RS-485 /

conlroller network. Furthest
controllers can be up 1o
1220m (4000 ft) from start point

To other contraller

CT-V900-A
2-Doar Controller
(First controller of a site)

Start point of the RS-485 E :
cantroller metwork. Furthest
controllers can be wp to 1220m il
{4000 1) from start point
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Dialup (Modem)

Select this method if this is a remote site that will communicate with the Centaur Server computer through a modem. After
selecting Dialup (Modem), you are required to further set the site properties. See “Selecting the Site Speed” on page 40,
“Selecting the Site Communication Schedule” on page 40, “Assigning Dial-up Site Telephone Number” on page 41
and “Assigning the Dial-up Site Modem Type” on page 41. If you do not set these properties, you will not be able to exit
the Site Properties window. All other settings will be unavailable.

Figure 1: Dial-up Site

REMOTE SITE

CT-V900-A
2-Door Controller
(First controller of a site)

- gl Modem _
INTEGRATED RLCESS CONTROL ! e e

To next controller =il '

: |

. DB25 to DBY cable

. 7.6m (25 ft) max.

or
: REMOTE SITE
Modem CT-V900-A

2-Door Controller
(First controller of a site)

. 7.6m (25 1)
. X,

: CA-A360-USBRS
N USB or R5-232 to

f RS-485 converter

To other s
remote site d -
Start point of the RS-485 To next controller
controller network. Furthest

conftrollers can be up to
1220m (4000 ft) from start point

@ Using the Dialup connection method limits the amount of controllers to 64.
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TCP/IP (LAN/WAN)

Select this method to have a site that communicate over a TCP/IP network. To do so, you must connect one or more TCP/
IP converter (CA-ETHR-A) as shown in “Figure 2”. The CA-ETHR-A converts the RS-232 communication protocol into the
TCP/IP protocol. After selecting TCP/IP (LAN/WAN), you are required to further set the site properties. See “Selecting the
Site Speed” on page 40, “Selecting the Site Communication Schedule” on page 40 and you must also set the TCP/IP
communication settings of each controller as detailed in “Configuring the Controller Communication Settings” on page
106. All other settings will be unavailable.

The CA-ETHR-A converter is recommended as it has been tested with our products. Visit our website at www.cavi.ca for
more information.

Figure 2: TCP/IP Connection

REMOTE SITE

CA-ETHR-A CT-Va00-A
TCP/IP Converter 2-Door Confroller
{First contralter of a site)

LAN /| WAN

To next -

controller

RS5-232 CABLE
T.6m (25f1) max

REMOTE SITE

CA-ETHR-A CT-Va00-A
TCPR/IP Converter 2-Door Controller
{First controller of a sita)

7.6m (25f)
max.

CA-A3E0-USBRS
RS-232/RS-485 Converter
To next

contraller
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Selecting the Site Baud Rate

It is important that the baud rate be set to the same value that is defined by the dip switch settings (#7) of the controllers (the
controller default setting is 19200 baud) in the site. Click the Baud Rate drop-down list, and then select the appropriate baud
rate from the list. This setting will only be available if the selected communication type is Direct (Serial Port) and the site is not
connected.

Selecting the Site Speed

Click the Speed drop-down list, then select the appropriate speed from the list. This setting defines the speed of data transfer
between the Centaur Server computer and the site controllers. During normal operation, the speed should be set to Fast.

Selecting the Site Communication Schedule

A site can be programmed to automatically communicate with the controllers (go online) according to a schedule. When the
schedule becomes valid, the Centaur Server computer will automatically connect with the site until the schedule expires. Click
the Schedule drop-down list and select the desired schedule from the list. For more information, refer to “Schedule Periods” on
page 94.

Assigning COM Ports to Controller Addresses

Each site can support up to 256 controllers (Enterprise edition). The 256 controllers are divided into four controller loops of up
to 64 controllers each. Each of these loops must be assigned to a specific COM port.

* Fromthe COM Port 1 (CTL 1-64) list, select a COM port. Controllers connected to the selected COM port will be
assigned addresses 1 to 64 (controller’s DIP switch setting).

* Fromthe COM Port 2 (CTL 65-128) list, select a COM port. Controllers connected to the selected COM port will be
assigned addresses 65 to 128 (controller’s DIP switch setting + 64).

* From the COM Port 3 (CTL 129-192) list, select a COM port. Controllers connected to the selected COM port will be
assigned addresses 129 to 192 (controller’s DIP switch setting + 128).

* Fromthe COM Port 4 (CTL 193-256) list, select a COM port. Controllers connected to the selected COM port will be
assigned addresses 193 to 256 (controller’s DIP switch setting + 192).

Refer to “Viewing the Controller Address” on page 88 for additional information on controller DIP switches and addresses. This
setting will only be available if the selected communication type is Direct (Serial Port) and an Enterprise hardlock key edition
is detected.
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Figure 3: Example of COM Port Assignment
COM Post 1 JCTL 1:54) |COM 3 =

Used by another Up To 64 Contrallers
applicaton | 00 L D e e e = -+
CT-Va00-A . CT-V00-A
cou 8] Controller RS ‘“?5 Coniroller
cou 8} Address network up to Address
cou 38| D 1 1 220m (4000ft) B4
cou o B2 ) jm—
Sarver RS-232
COM Ports T
™~ Does not require RS-485
Converter (CA-A350-USB)
MNull Modem Cable
Up to 8m (25ft)
COM Fest 2 [CTL 65128¢ |00 ¢ -
Up To 64 Contrﬂlleri
CT-Va00-A CT-Vo00-4
Controller RS-4835 Confroller
Address netwark up 1o Address
65 1 220m (4000ft) 128
RS-23
‘-\--\-"'-\.
; T~ Dpes not requine RS-485

Converter (CA-AE0-USBE)
Mull Modem Cable
Up to 8m (25ft)

Assigning Dial-up Site Telephone Number

If the selected communication type is Dialup (Modem), type the dial-up site telephone number in the Phone Number text box.
When attempting to connect, the Centaur Server computer will dial the number recorded here and will try to communicate with
the remote site through a modem.

Figure 4: Example of Dial-up Site

—_—

F

ENTRGRATED {CESS CONTROL

SERVER

O

(Controller Network)

Modem

Assigning the Dial-up Site Modem Type

R, Remote site telephone
Remote oy number: 555-1234. This
Dial-up Site ,,./ is the number you would

enter in the Phone
Number text box.

If the selected communication type is Dialup (Modem), from the Modem drop-down list, select the Centaur Server computer
modem that will be used to communicate with the controller network. We recommend to use US Robotics 56k hardware

modems (WIN modem are not supported).
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Updating the Controller Time Automatically

Select the Update CTL time automatically every 15 minutes check box to download the date and time from the PC to all
controllers in the site every 15 minutes. Clear the check box if you wish to disable automatic date and time update. This check
box is selected by default.

Enabling Offline Buffering (Outbox)

Select the Enable Offline Buffering (Outbox) check box if you want Centaur to automatically store any system modifications
performed while disconnected from the site (controllers offline) to an outbox table. Stored modifications are automatically
downloaded to the controller(s) when communication is established with the site (controllers online).

Site User/Card Settings

Select the Users/Cards tab from the Site Properties window. . - e — ~

Each site can be programmed with different user/card settings.

Vistors & Parking | Flos | CCTv | oMPP |
. Site ] Comms Users/Cards l Custom Fields ]
Hexadecimal Card Numbers
™ Hexadecimal Cards ’W
When the Hexadecimal Card Numbers check box is selected, the card I LUrique PIN Numbers
numbers are entered using the hexadecimal format. When this check box is I Distibuted Card Programming
cleared, the decimal format is used. This setting will also be used when [ Estended Access Levels [Levels 3/4)
displaying the card numbers in the Real-Time Events/Status window. From Lo | 65535 =
the list beside the Hexadecimal Card Numbers, select the type of the card [26 Gilobal Anti-Passhack Reset Schedule:
Bits (6 Digits) or 30 Bits (7 Digits)] that will be used by the controller. |Never =
Fieset Anti-passback
Enabling the Use Of Unique PIN Numbel’s + Order by: First Mame, Last Name
" Order by: Last Mame, First Name
When you select the Unique PIN Numbers check box, Centaur will not allow DefauItAc;ess Level
you to create a duplicate PIN. If you wish to use duplicate PINs, clear the [More |
Unique PIN Numbers check box. Also refer to “P.I.N.” on page 143. Default Access Level Schedule:
|Never j
Enabling Distributed Card Programming
ak. | Cancel
Select the Distributed Card Programming check box if you want Centaur to |

download only the cards that are required by each controller, which is

determined by each card’s assigned access level. This increases the number of cards available in your controllers since less
data is being stored in the database. For example, if your system has 50 controllers and a card’s assigned access level
contains only two doors—both from the same controlle—then Centaur only downloads that card to one controller instead of all
50 controllers. If you clear the Distributed Card Programming check box, Centaur sends all cards to all controllers in the
system.

Extended Access Levels (Levels 3/4)

By default, up to two access levels can be assigned to each card. If two access levels are assigned to a card, access is granted
as long as one of the two access levels is valid when the card is presented (refer to “Access Level” on page 134. Selecting
Extended Access Levels (Levels 3/4) check box will allow up to four access levels. The extended access levels feature
requires firmware R2-C3-70 and higher in order to function correctly.
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Selecting the Cards Maximum Family Number

Each access card has a unique number consisting of two parts. The Family Number is always the first part of the number and is
usually followed by a colon (e.g. 247:1234) and the card number. The family number can be found printed directly on the card
or written on the box label. From the Maximum Family Number drop-down list, select the appropriate value as detailed below.

Table 1: Selection of the cards maximum family number

MAXIMUM FAMILY NUMBER VALUE | LENGTH OF THE FAMILY CODE
0 No family code
255 Family code at 1 Octet
65,535 Family code at 2 Octets

16,777,215 Family code at 3 Octets
4,294,967,295 Family code at 4 Octets

Selecting a Site’s Global Anti-Passback Reset Schedule

In the Global Anti-passback reset schedule list, select the schedule that will reset the global anti-passback status of all users
to unknown. This applies only to doors set as Global Entry or Global Exit (see “Global Entry or Global Exit” on page 108) and
does not apply to the local anti-passback status of the controller (see “Controller Anti-passback Settings” on page 96). The
reset occurs at the start of every period in the selected schedule (refer to “Schedule Periods” on page 81) or when clicking on
the Reset Anti-passback button.

Reset Anti-passback

The Reset Anti-passback button is used to manually reset the global anti-passback status of all users to unknown. This
applies only to doors set as Global Entry or Global Exit (see “Global Entry or Global Exit” on page 108) and does not apply to
the local anti-passback status of the controller (see “Controller Anti-passback Settings” on page 96).

Selecting the User Ordering criteria

The Order by: First Name, Last Name and Order by: Last Name, First Name radio buttons are used to set how the users will
be displayed in the Database Tree View window and in FrontDesk. The default setting is Order by: First Name, Last Name.

Default Access Level

The Default Access Level allows the selection of an access level that will be automatically assigned when a card is added to
this site. See “Cards” on page 125 for more information. The default setting is None.

Default Access Level Schedule

The Default Access Level Schedule allows to select the schedule that will be automatically assigned when a new access
level is added to this site. See “Access Levels” on page 121 for more information. The default setting is Never.
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Custom Fields

Defining the User Custom Fields

Customize the text field headings that appear in the Custom Fields tab of the User Properties window. Refer to “Custom
Fields” on page 50 for more information.

* The text you type in the Text 1 to Text 12 text fields will appear next to the first twelve text fields, respectively, in the
Custom Fields tab of a user.

» The text you type in the Date 1 to Date 4 text fields will appear next to the four date fields respectively, in the
Custom Fields tab of a selected user.

* The text you type in the T/F 1 to T/F 4 text fields will appear next to the four check boxes respectively, in the Custom
Fields tab of a selected user.

@ Example: The “Figure 5” shows the results of the defined User Definable Card Fields on the User Properties - Custom
Fields window.

Figure 5: User Custom Fields

Site Properties E

Vistors & Parking | Flos | CCTv | owPP |
i Custom Field : | . . . . : .
itz ] Cams ] UseriCas Hstam Fies Personal Information  Custom Fields | Badge ] Cards | Dioor Access Rights | Last Access | Visitors | Assets | Motes |
5 [ Tetd | | Tee2 | v
Text1:  |Mame F| Text2 |Addess j Text 3 | j Text d | j
;| Cib 3 : |Add »
Text 3 ity J Teut 4 ress J o | j T | j
Text& |Ciy F| TextE |Zip j Text 7 | j Text 8 | j
Text 7. |Phone Mumber j Text8  |Cel Mumber j Text 9 | j Test 10 | j
TextS:  |Fax Mumber j Text10: |Title j Tet 11 | j Text 12 | j
Text11: E-.mall‘l j Text12: E.-mall 2 j 1 F Date 1 | i 2510 ﬂ Date 2 | i 2510 ﬂ
Date: [HiedOn — »| paea [BihDae )] | Dae3 [ horl 2510 ~| Daes [ Rprl 2510 4
Date 3 |Date 3 j Date 4 |Dated j - - -
A Check 1 Check 2
1 [FulTme | T#2  [DaySh ¥ = =
= [~ Check 3 [~ Check 4
T3 [Might Shitt j T/F 4 [Contractor j N
(] 8 | Cancel
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Visitors & Parking
The Visitors & Parking tab allows to set the default site visitor sign-out rules and parking capacity rules.

Visitor Options:

Site Properties gj
Disable visitor’s card(s) upon departure Ste | Comms | UsersfCads | CustomFields |
Vistors & Parking | Floars | CoTV | CPR |
Visitor’s cards will be denied access upon departure. Visitor's cards must be istor Options
re-enabled to grant access upon the next sign-in. The card remains with the B Gl o ceneli) vpam dhpeivme
visitor when he leaves. ™ Unassign visitar's card(s] upon departure
™ Require signature upon departure
Unassign visitor’s card(s) upon departure Defaul Host
|Unassigned j
Visitor’s cards will become available to new visitors. A card must be assigned
at next sign-in. The card is returned to the host or security guard. Parking Options
™ Activate Parking Counter
Require signature upon departure et Gl
. X . i . . Activate relay when capacity iz reached:
Visitors must electronically sign out when leaving (returning visitor card). I
Default Host
Allows the selection of the user that will be assigned as the default host for all
visitors that will be created. T

Parking Options:

Activate Parking Counter

Allows to keep track of the number of cars present in the parking.

Maximum Capacity

Allows to limit the number of cars present in the parking.

Activate relay when capacity is reached

Allows the selection of the relay that will be activated when the capacity of the parking is reached.
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Site Floor Settings
Select the Floors tab from the Site Properties window. The first step in setting up P— X
elevator control is to define the number of floors in each site and to give a name to _ _
each of these logical floors. Up to 64 floors can be controlled per site. f;:m &]Paﬂi:;“m ] — Ela[dSEE']I'V ET‘”“‘E:;EF'? {
Number Of F|OOI'S Mumber of flaars:
Define the number of floors that need to be controlled for the selected site by Floor Name Floor Humber ~
typing a value between 01 and 64 in the Number of floors text field. Foor? ;
Floor 3 3
Floor 4 4
Floor Name Floar § :
Floor 7 7
Right-click the desired floor, select Rename, type the desired name and press Floor 8 8
the keyboard Enter key. Please keep in mind that when setting up elevator Poord i
control, the floors always refer to a building’s logical floors and not their named poor’] N
floors as shown in “Figure 6”. Floor 13 13
Floor 14 14 2
ak. | Cancel

Figure 6: Building’s logical floors

Logical Floor #8 (5) Fifth Floor e B T e
; (4) Fourth Floor
(3) Third Floor |
(2) Second Floor Forane ] Flo Honbe =
(1) First Floor E‘EH«H 1 z
(G) General Floor Fret Flo 4
Second Floor ]
: (SB1) Parking Level 1 r;ﬁhr‘ﬁgm €
Logical Flodr #1 (SB2) Parking Level 2 ::j:f;'-'f' ﬁ
Flsr 100 10
Flsn 11 )
Flee 12 12
Flee 13 13
Fhe 14 i 3
OF. Cancel
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Site CCTV Port Settings
If a site requires CCTV control, you must activate CCTV control to define through > — T ‘E
which COM port the CCTV commands will be sent and what communication settings
the COM port will use. Select the CCTV tab from the Site Properties window. Ste | Comms | Users/Cards | CustomFiekds |
Wigitars & Parking ] Floors CCTY l ChPP ]
Activating CCTV COhtI’Ol fOI’ a Site Activate CCTY Contral v
Select the Activate CCTV Control check box if you want Centaur to process COMPort— [Nore =l
CCTV commands. Whenever an event occurs that is assigned a CCTV Boudtate 3600 -
command (refer to “Selecting the CCTV Command for an Event” on page 182), Detafis: I8 |
Centaur transmits the CCTV command to the video switcher connected to the Parity: Ddd =
selected COM Port. If you do not activate CCTV Control, Centaur ignores any Sl 1 =]
CCTV command assigned to system events. Flow Cantiok: | None =
Selecting a Computer COM Port for CCTV
From the COM Port drop-down list, select the computer COM port used to
communicate the CCTV commands to the video switcher. Connect the video
switcher to the selected COM port. The selected COM port will use the
communication settings defined by the Baudrate, Data Bits, Parity, Stop Bits,
and Flow Control lists. [ ok | Cancel

Selecting a Video Switcher Baudrate

In the Baudrate list, select a baudrate that is compatible with the video switcher connected to the selected COM port.

Setting the COM Port Communication Parameters

Select the required data bits, parity, stop bits, and flow control settings to communicate with the video switcher connected to the
selected COM port. Set the following parameters as required:

Data Bits

From the Data Bits drop-down list, select the number of data bits required to communicate with the video switcher connected
tothe selected COM port. This value is the number of bits used to represent one character of data. Most forms of data require
eight bits.

Parity

From the Parity drop-down list, select a parity value that is required to communicate with the video switcher connected to
the selected COM port. Parity check is an error detection technique that tests the integrity of digital data within the computer
system or over a network. Each time a byte is transferred or transmitted, the parity bit is tested.

Stop Bits
From the Stop Bits drop-down list, select the number of stop bits required to communicate with the video switcher connected
to the selected COM port. The stop bit is transmitted after each character.

Flow Control

From the Flow Control drop-down list, select the flow control type required to communicate with the video switcher
connected to the selected COM port. Flow control determines the timing of signals and enables slower-speed devices to
communicate with higher-speed devices. There are various techniques, but all are designed to ensure that the receiving
station is able to accept the next block of data before the sending station sends it.
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Activating and Configuring CMPP Card Enroliment Station

The CMPP feature allows using a card enrollment station that reads a card/badge and g T ‘E
automatically shows the card number (“Hexadecimal Card Numbers” on page
42). If a site requires CMPP, you must activate CMPP to define the card type and
through which COM port the CMPP commands will be sent and what
communication settings the COM port will use. Select the CMPP tab from the Site
Properties window.

Site Properties

Site ] Comms ] Uszers/Cards ] Custom Fields ]
Visitors & Parking | Floors | CCTY CHPP

Activate CMPP v

COM Part: COMA1 -

B audrate: 9600 -
Activating CMPP for a Site e
Select the Activate CMPP check box to allow Centaur to use CMPP card P None v
enrollment station capability. Stop Bt 1 -

Flow Control: ’m
Selecting a Computer COM Port for CMPP

From the COM Port drop-down list, select the computer COM port used to
communicate the CMPP commands to the card enroliment unit. Connect the
card enrollment unit to the selected COM port. The selected COM port will use
the communication settings defined by the Baudrate, Data Bits, Parity, Stop
Bits, and Flow Control lists.

(] 8 | Cancel |

Selecting a card enroliment unit Baudrate

In the Baudrate list, select a baudrate that is compatible with the card enroliment unit connected to the selected COM port.

Setting the COM Port Communication Parameters

Select the required data bits, parity, stop bits, and flow control settings to communicate with the card enrollment unit connected
to the selected COM port. Set the following parameters as required:

Data Bits

From the Data Bits drop-down list, select the number of data bits required to communicate with the card enroliment unit
connected to the selected COM port. This value is the number of bits used to represent one character of data. Most forms
of data require eight bits.

Parity

From the Parity drop-down list, select a parity value that is required to communicate with the card enroliment unit connected
to the selected COM port. Parity check is an error detection technique that tests the integrity of digital data within the
computer system or over a network. Each time a byte is transferred or transmitted, the parity bit is tested.

Stop Bits
From the Stop Bits drop-down list, select the number of stop bits required to communicate with the card enroliment unit
connected to the selected COM port. The stop bit is transmitted after each character.

Flow Control

From the Flow Control drop-down list, select the flow control type required to communicate with the card enrollment unit
connected to the selected COM port. Flow control determines the timing of signals and enables slower-speed devices to
communicate with higher-speed devices. There are various techniques, but all are designed to ensure that the receiving
station is able to accept the next block of data before the sending station sends it.
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DELETING A SITE

To delete an existing site, from the Database Tree View window, right-click the desired site from the Sites branch, and select
Delete. You can also select the desired site and press the keyboard Delete key.

COMMUNICATING WITH A SITE

In order to communicate with a site, you must first successfully connect to the site (go online). To do so successfully, the

appropriate connections between the controllers and the Centaur Server computer must be completed. Also, the site’s
communication settings must be programmed appropriately as described in “Site Communication Settings” on page 36. The
communication settings of each controller in the site must also be programmed appropriately as detailed in “Configuring the
Controller Communication Settings” on page 106.

Connecting to a Site or Disconnecting from a Site

Perform the following to connect (go online) to a site or disconnect (go offline) from a site:

1. From the Database Tree View window, right-click the desired site from the Sites branch, and click Connect or
Disconnect.

2. Observe the communication status as demonstrated by the colour of the site Direct, Dial-Up, or TCP/IP icon in the
Database Tree View window and the colour of the message in the status bar.

STATUS DICATOR g AR
Direct Dial-Up TCP/IP

Disconnected
(Offine) Red ¥ = 83  Comms OFf

Communication £ =] .
iy

sl Yellow - 4 = 88 Comms Fail

Connected . &

{Online) Green ﬁ 7 28 Comms Ok

If you wish to connect to a site for continuous communication, select the Always schedule in the Commes tab of the Site
Properties window. Refer to “Selecting the Site Communication Schedule” on page 40
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Using SAP Integration

Each site may be configured to use SAP integration which will allow automatic user/visitor import from SAP generated file.

To enable and configure the use of SAP integration, from the Database Tree View window, right-click the desired site from the
Sites branch, and select SAP Integration.

SAP Integration Settings @

[¥ Enable automatic user/visitor import fram SAP generated file

File:

L

Delimiter

" Comma & Tab " Semicalon I First raw containg field names

Available Fileds Selected Fields

Action [J=add,1=mod,2=... =
Tupe [O=user,]=visitor]
First Mame

Last Mame

Title

Initial Add s

Company

Department M
Jobtitle

Uszer Group

Statug

Address

City

State/Province &

m

™ Emp Mum as Key |N0ne J
[” Create Cards |N0ne J
|N0ne J

Motes:
J
(] 8 | Cancel |

Enable automatic user/visitor import from SAP generated file
Selectthe Enable automatic user/visitorimport from SAP generated file check box to enable the use of SAP integration.

File

Select the CSV File that will contain the new user/visitor informations.

Delimiter
Select the delimiter format use to separate field within the CSV file. Choices are Comma, Tab or Semicolon.

First row contains field names
Select the First row contains field names if the first row of the CSV file contain the name of the fields.

Available Fields and Selected Fields

Select the desired fields from left column by either double-clicking on each field or by clicking on each field then on the Add
button to add the field to the selected fields column. Only field appearing in the right column will use for user/visitor import
from SAP file. To remove a field from the selected list, click on the field from the selected field column then on the Remove
button. Selected fields must be in the same order as in the SAP generated file.
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Emp Num as Key

Select the Emps Num as Key check box to assign a unique employee number for each user/visitor.

Field containing Emp Num
Select the field that will be used to contain the employee number (Emp Num as Key). Available when the Emp Num as
Key check box is selected.

Create Cards
Select the Create Cards check box to automatically create a card number for the user/visitor.

Field containing card number
Select the field that will be used to contain the employee card number. Available when the Create Cards check box is
selected.

Access Level
Select the field that will be used to contain the employee card access level. Available when the Create Cards check box is
selected.

Notes
Use the Notes text field to record any additional notes that may be required. We recommend that you keep a log of what

settings were changed and when they were changed. Also, refer to “Typing Names and Notes” on page 30.
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-
v
INTEGRATED ACCESS CONTROL

SMTP

What Will | Find?

The Simple Mail Transfer Protocol, commonly abbreviated SMTP, is the communications protocol used to transfer email to the
email servers with CENTAUR.
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SMTP CONFIGURATION

In the Centaur database tree, right-click on the Centaur Administration Console: All Event

Site Name and select SMTP Settings File View Options Modules Help
I=EEIEWV|E 9 @ b|hHeék| QP
E‘&. Centaur -

E| Servers
EQ Local S5erver 3
=- il Sitg

Site Connect

2k Disconnect
S 82 Vi Delete [Del]
1%! A SAP Integration
@ C Properties [Enter]
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USING A GMAIL ACCOUNT TO SEND AN EMAIL

SMTP Settings 29
. . i _ I
User Information section Use Infarmation
Marne: |John Coe
Name: Person responsible for the email account used to | Bl Adhzas |i0hndoe@gmail.com |
send emails (e.g John Doe)
Server [nformation
!E-hmcajll Addres'ls: Email address/account to send emails (e.g Outgoing mail server (SMTP}  [smtp.gmaiLcom
ohndoe@gmail.com
] @g ) Port; 587 ¥ Secure Connection [SSL/TLS)
Logan [nfarmation
User Marme: |i0hndoe@gmail.com
. . Pazsward: | ””””””””””

Server Information section . -

I [v Requires Authentication I
Outgoing mail server (SMTP): smtp.gmail.com

I Custorn Header: I
Port: 587
Secure Connection (SSL/TLS): enabled ¥

n] 4 Cancel |

Logon Information section
User Name: your Gmail email address (e.g johndoe@gmail.com)
Password: your Gmail account password

Requires Authentication: enabled ¥

Custom Header Section (optional)

By default, the first line of text in an email sent by Centaur is as follows: This e-mail was auto-generated by the Centaur
Access Control Server.

This can be modified. To do so, enter the text that will appear at the beginning/top of the email (e.g service company name and
telephone number).
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USING A YAHOO ACCOUNT TO SEND AN EMAIL

-

SMTP Settings — X

User Information section

Name: person responsible for the email account used to
send emails (e.g John Doe)

E-mail Address: email address/account to send emails (e.g
johndoe@yahoo.com)

Server Information section
Outgoing mail server (SMTP): smtp.mail.yahoo.com

Port: 587

Secure Connection (SSL/TLS): enabled M1

User Information

Mame:

E-mail Address: liohndoe @yahoo. com

Server Information

Outgoing mail zerver [SMTP): |Smtp.mail.yah00.com

Part: 587 [¥ Secure Connection [SSLATLS)

Logon Information

Uszer Marne: |i0hndoe@yahoo. com I

xxxxxxxx

Pazsward: |

IV Requires Authentication

Custorn Header:

ak. | Cancel |

Logon Information section
User Name: your Yahoo email address (e.g johndoe@yahoo.com)
Password: your Yahoo account password

Requires Authentication: enabled ¥

Custom Header Section (optional)

By default, the first line of text in an email sent by Centaur is as follows: This e-mail was auto-generated by the Centaur

Access Control Server.

This can be modified. To do so, enter the text that will appear at the beginning/top of the email (e.g service company name and

telephone number).
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USING A HOTMAIL/WINDOWS LIVE ACCOUNT TO SEND AN EMAIL

SMTP Settings
User Information section User Information
Marne: |J0hn [ioe
Name: person responsible for the email account used to ) - -
f E-rnail Address: ||ohndoe@hotma|l. com
send emails (e.g John Doe)
. . . Server Infarmation
E-mail Address: email address/account to send emails N ,
Using a Hotmail/Windows Live account to send an email Dutgoing mal server (SMTF)  [smipive.cam
Part; 587 W Secure Connection [S5L/TLS)
Logon Infarmation
Server Information section User Name: [iohnoe @hotmai. com
| Password: | xxxxxxxx
Outgoing mail server (SMTP): smtp.live.com I ¥ Requires Authentication
Port: 587 ! Custorn Header:
Secure Connection (SSL/TLS): enabled M1 I

ak. | Cancel |

Logon Information section
User Name: your Hotmail/Windows Live email address (e.g johndoe@hotmail.com or johndoe@live.com)
Password: your Hotmail/WWindows Live account password

Requires Authentication: enabled 4

Custom Header Section (optional)

By default, the first line of text in an email sent by Centaur is as follows: This e-mail was auto-generated by the Centaur
Access Control Server.

This can be modified. To do so, enter the text that will appear at the beginning/top of the email (e.g service company name and
telephone number).
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EMAIL NOTIFICATION CONFIGURATION

Let CENTAUR send an email when an event happens! Alarm
events such as door forced open, door open to long, controller
communication failiure, low battery, input in alarm, etc. In effect,
an email can be sent when any event occurs. Additionally, you
can choose when an email will be sent. For example, send an
email if an event occurs at night or on the weekend but not
send an email if the event occurs on week day.

These settings are also used with the new “Pickup” feature
now available in CENTAUR.

In the CENTAUR database tree, expand “Events” and

right-click on the specific event you want to receive an email
and select “Properties”

EVENT PROPERTIES

AL ENLIUT O MM T LI A VTS . — -
File View Optiory Medules Help
EEEE N B e k| A P |ow deo R

. "__'ﬂj_ﬁ.:-.--. [¥1] - | Bt Mo
-4 v
v g Uest {1) Server S
i Wk waiters
i @ Unapiagred Cardy Liser Dely
o3 A eeess Levels (1) Weaw Mai
B Hofda [ XTI
G- Sehedules (2) Usad Add
= e (1) User Dt
Fwant del
wrTeit danied - Card supinsd Uger Dkt
& Aeress denied - Card imvaled Fuant dal
@ Acesuy denied - Caid lont Uger Mt
& Beeess denied - Card number unknewe - - ¢
§ Aceeit danied - Card poben Uyer L
& fogess denied - Coumier Empay Sae mad
& Boeest denied - Dose maswally ditakled U M
& Bogess denied - Imerieck schve B - 1
@ Aeeect danied - bvaahid socaee nghts Uger B
§ Acoess denied - bvelid fioer group schedule Event de
LY Aot ceniad - Pasking User Mot
% Rooess denied - Parking g Feset Settings o= | =
& Mhecest denind - Parking | e Al
& Bogess denied - Passback WOTID
& Boeest denisd - Paishack vislitian aut
& Apgess denied - Schedole invalid
O e T L R

Settings for: Select from which device the email should be
send (Default= any devices).

Card Holders: Select from which card holder the email
should be send (Default= any card holder).

Email Tab
Send E-Mail: enabled

Schedule: Select from which schedule the email should be
send.

T T —— ]
Satrguiw [Oniad =] Cardbodins [Berad =] G| s i | b L St |
S e R Sl

Schutite: [l =
A Tr——
g Spp————
[
T OHEML T St b Pty
T—
e
o e duly

To: Enter the email of the person who will receiverthe notification (e.g johndoe@gmail.com)

Cc: Enter the email of the person who will receive a carbon copy of the notification(e.g marydoe@gmail.com)

Bcc: Enter the email of the person who will receive a blind carbon copy of the notification. “To” and “Cc” won’t know that person

receive the notification.

HTML: When enable will send email in HTML format

Short format (Mobile): When enable will send email in short format (SMS). By default none of them are check and will send email

in “Rich Text” format

Message: Enter an optional message
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INTEGRATED ACCESS CONTROL

Users and User Groups

What Will | Find?

Programming a user allows you to define the details pertaining to the user. Any individual that needs to access a door must be
defined in the system as a user. Once defined, a card can be assigned to a user.
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ADDING USERS

In the Database Tree View window,

User Properties @
right-click Users from the desired Site branch
. First Mame: Joe Group: u igned -
and click New User. You can also select | _ _ |Unassigne =
Last Mame: |Sm|th Location: | Unknown j
_Ilf:ers and pres;lthe Ke)éboarql:“se” key. Tite: [ | sl | Status: [alid =]
e ulser prope |es.W|n ow will appear, . Compary:  [CDWI | StatDate: [z504200 | | 12086 P =
allowing you to configure the user properties.
2 o Y Department: | Default Department | ErdDate: [z504200 | | 12086 P =
Refer to “Modifying a User” on page 60 for
. . Jobtitle:  [Default JobTitle =] Teat | M
more information.

« » Personal Information | Custom Fields Badge | Cards | Door Access Rights | Last Access | Visitors | Assets | Notes |
Also, refer to “FrontDesk” on page 75. | ] ] | | | ! | |

Address: | =
Ciy: [ P
State/Province: |

Country/Region: | &7
ZIP/Fostal Code: | %
Phone: | j 5
E-Mail | o J"s’
Signature: >3§’

Frint | QK | Apply Cancel
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MODIFYING A USER

From the desired Site branch in the Database Tree View window, right-click the user you wish to modify and click Properties from
the drop-down list. You can also select the desired user and press the keyboard Enter key. Also, refer to “FrontDesk” on page

75.
General User Properties

First Name and Last Name

The First Name and Last Name are
used to identify the user and will be used
in the Users branch of the

Database Tree View window for user
identification.

Title

Allows the selection of the user title.

Initial

Allows to enter the user initials.

Company

Allows the selection of the user company
group. Refer to “Groups” on page 184
for more information.

Department

Allow the selection of the user
department. Refer to “Groups” on page
184 for more information.

Jobtitle

User Properties

First M ame: |J o]

Last Mame: |Smith

Title: [ M. | niat |
Company: | CO| j
Department: | Default Department j
Jobiite: [Default JobTitle =l

=
Group: | Unassigned j
Location: | Unknown j
Status: |Valid j
Start Date: [z504200 | | 12086 P =
End Date: [z504200 | | 12086 P =
Text1 | j

Personal Information | Custom Fields ] Badge ] Cards | Door Access Rights | Last Access | Visitors | Assets | Notes |

Address:

City:
State/Province:
Country/Region:
ZIP/Postal Code:
Phone:

E-Mail:

Signature:

==

o[ [o 8 [0

Pint | ok |

Apply Cancel

Allows the selection of the user jobtitle. Refer to “Groups” on page 184 for more information.

Group

Allows the selection of the group the user belongs to. Refer to “Groups” on page 184 for more information.

Location

The Location drop list is used to indicate or change the global anti-passback status of a user: In, Out or Unknown. All user’s
location is set to Unknown after a reset of the anti-passback. Refer to “Controller Anti-passback Settings” on page 109 for

more information.
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Status

Allows the selection of the user status. Changing the status of the user will change the status of all cards associated to this user
except for cards that are lost or stolen; the new status takes effect when clicking on the Apply button.

Valid

The user is valid and the user can begin using their card until the status is changed.

Invalid
This status allows you to indefinitely disable the user without having to delete the user from the database. As soon as you
click OK, the user is no longer valid until their status is changed.

Temporary

You can use this status level to create a user prior to the date the user becomes valid or for personnel on contract which
would require an access for a specific period of time. When you select Temporary from the Status drop-down list, the Start
Date, End Date options become available. Use the Start Date and End Date drop-down lists to select the day, month, and
year the user becomes valid and the day, month, and year the user expires. The user becomes active at 00:00 of the
selected Start Date and expires at 24:00 of the selected End Date.

Start Date and End Date

See “Temporary” above for more information.

Text 1

Use the Text 1 field to display one of the custom fields (see “Custom Fields” on page 63) that you would like to see in the
general section of the user properties window. Once selected, the field name Text 1 will be replaced by the selected field name.
The information contained in the selected text field will be displayed here.

Personal Information

From the User Properties window, select the Personal Information tab and use these fields to record any personal information
about the user.

Personal Information | Custom Fields ] Badge ] Cards | Door Access Rights | Last Access | Visitors | Assets | Notes |

Address: | [& |—— Browse your computer for an existing picture
City:

: & [—T— Acquire the user’s picture via a camera
State/Province:
Country/Fegion: | € |—T— Crop the user’s picture
ZIP/Postal Code: | 3% [T Delete the user’s picture from the database
Phone: | ﬂ [ : 'S ai i i

| J w5 =T Acquire the user’s signature via a signature pad
E-Mail: 3

. %5 |—— Delete the user’s signature from the database

Signature:

61
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62

User’s Personal Information

Enter the user’s Address, City, State/Province, Country/Region, ZIP/Postal Code, Phone, and E-mail information. Up to
three Phone and E-Mail entries is available using the arrow at the right of the specific field. These fields are optional.

User’s Signature

You can associate a signature to a user which can be used for visual verification.

Acquire the user’s signature via a signature pad
Click on this button to acquire the signature using a signature pad. Compatible signature pads are: Topaz Signature Gem
and others...

Delete the user’s signature from the database
Click on this button to remove the signature from the database.

User’s Picture

You can associate a picture to a user, which is commonly used with Centaur’s visual authentication feature. When a user card
is presented to a reader, Centaur’s visual authentication software can display the user’s picture. Use one of the following
methods to associate a picture to the user.

Browse your computer for an existing picture
Allows selecting a picture on disk. Click on this button and select the picture file and click on Open.

Acquire the user’s picture via the camera
Allows acquiring a picture from a camera or a scanner. Click on this button and select either Video (Direct Show) or Scan
(Twain).

Crop the user’s picture
Allows cropping the picture proportionally. Click on this button and click-and-drag the appropriate corner(s) to reduce the
picture.

Delete the user’s picture from the database

Allows removing the user’s picture from the database. Click on this button to remove the user’s picture and replace it by the
default picture.
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Custom Fields

From the User Properties window, select the Custom Fields tab and use these fields to record any additional information about
the user. For information on how to customize the titles of these fields, refer to “Custom Fields” on page 63

" Personal Information  Custom Fields Badge ] Cards | Dioor Access Rights | Last Access | Visitors | Assets | Motes |

Text 1 [ | Tee2 | H
Test 3 [ | Tees | H
Text5 | | Texs | Y
Text 7 | | Tees | v
Text 9 | | Tetio | v
Tesxt 11 | j Teat 12 | j
Date 1 | Apil 2510 x| Date2 | Apil 2510 -l
Date 3 [ April  -25-10 | Dates | Apil  -25-10 |
I~ Check 1 I~ Check 2
I~ Check 3 I~ Check 4
Badge

The badge is used to define what will be printed directly on the front and back sides of the user access card.

1. From the user properties window, select the Badge tab.

" Personal Information | Custom Fields Badge | Cards | Door Access Rights | Last Access | Visitors | Assets | Motes |

Template: |General j Joe =
Language: | English j Smith 9
(* Front Side
" Back Side covi E
»
— Launch the badge template editor
& = Printthe selected badge

2. Select a Template from the list or use the Launch the badge template editor button to create a new template

3. Select the language to be used from the Language of user defined text drop list.

4. Select the front or back side preview to be displayed using the Front Side or Back Side radio buttons.
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Buttons

Launch the badge template editor
Allows defining the front and back side of the badge. See “Badge” on page 63 for more information.

Print the selected badge
Allows printing the defined user’s badge layout.
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Launching the Centaur Badge Editor

The Centaur Card Template Designer allows defining the front and back side of the badge.

5. Tolaunch the editor, click on the Launch Editor button.
Select Template
a) Selectatemplate and click Load to open the selected Template:  [feneral =l
template.
p Load | Hew Bename Delete | Lancel |
b) Click New to create a new template, enter the name of the Import/E xport
template, and click OK.

c) Selectatemplate and click Rename to rename the selected template.

d) Selectatemplate and click Delete to delete the selected template.

e) Click Cancel to quit the editor.

f)  Click Import/Export to import or export a card template to or from the Centaur’s database. Click the Import/Export
button, select Export or Import, and click Next. For export, select the file name to export to, press Next, select the
template, and click Finish. For import, select the file name to import from, press Next, select the template, and click

Finish.

The Centaur Card Template Designer editor is displayed when you have selected to Load the selected template.

Menu B Ciettaeir Caed Tesmplate Designer [ %
T Lt e Chasng e

EE o EmTESl =
= =%
Toolbar J_ — =2 ; . -
[First name|
[Last name]
Front Side Badge ——— Back Side
@ covi
[Compasmy|
Status BarCentaur ————..4 i
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Menu
The menu gives access to the File, Edit, Card Settings, View, and Help menus.
» The File menu gives access to the Template selection, Save, Print, and Exit.

» The Edit menu gives access to the following to add items to the template. For each item selected, click on the screen where
the field needs to be located. Click and drag the inserted field to change its location on the badge.

* Add Photo: Allows to add the photo to the badge template.

» Add Card Info: Allows to add predefined card fields from the “General User Properties” on page 60 and “Per-
sonal Information” on page 61. Select a field from the Card Data drop list, and click OK.

+ Add Static Text: Allows to add static text to the badge template.
+ Add Barcode: Allows to add a barcode.
» The Card Settings menu gives access to the following:

« Background Image: Allows to add a background image to the badge template. Select the background image for
the Front and/or the Back of the badge, and click OK.

« Default Font: Allows the selection of the font that will be used for the card fields inserted after the font selection. The
Default Font does not affect the fields that are already inserted to the badge template.

» Flip (Portrait / Landscape): Allows to switch the editor layout from portrait to landscape or vice versa.
» The View menu gives access to the following:

» Toolbar: Allows to show or hide the Toolbar.

+ Status Bar: Allows to show or hide the Status Bar.

» Show/ Hide Front Side: Allows to show or hide the card badge front side.

» Show/ Hide Back Side: Allows to show or hide the card badge back side.

» Tile Horizontally: Allows to display the front side of the badge on top of the back side.

« Tile Vertically: Allows to display the front side of the badge beside the back side.

* 1 Front Side and 2 Back Side: Allows the selection of either the front side or the back for edition.

» The Help menu gives access to About Centaur Badge Editor window.

66 | cdvigroup.com



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

Toolbar
The Toolbar is divided in different categories as described in the following picture.

File Edit

|
% 4] @[T]TJ@ HEE

|
Card Settings
CATEGORY | BUTTON DESCRIPTION SH?(FETYCUT MENU
File Template Ctrl+L File -> Template...
Allows selecting a template.
Save Ctrl+S File -> Save
= Allows saving the template.
Print File -> Print
= Allows printing the template layout.
Exit File -> Exit
Allows to quit the Centaur Card Template
Designer.
Edit Add Photo Ctrl+P Edit -> Add Photo
(4]
7] Add Card Info Ctrl+l Edit -> Add Card Info
T Add Static Text Ctrl+T Edit -> Add Static Text
Add Barcode Ctrl+B Edit - Add Barcode
=
y Add Signature
we
Card Background Image Ctrl+G Card Settings -> Background Image...
Settings &=
Default Font Ctrl+D Card Settings -> Default Font
RED
Flip (Portrait / Landscape) Ctrl+F Card Settings -> Flip (Portrait / Landscape)
Status Bar

The status bar is located at the bottom portion of your screen and allows to display the Centaur Card Template Designer status.
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Cards

The Cards tab allows to assign card(s) to the user. From the user properties window, select the Cards tab. The card(s) associated
to the user are listed in the Cards tab with its Description, Family Number, Card Number, Status, and Access Level. When a
card is added, its status becomes the same as the one defined for the user.

Personal Information | Custom Fields ] Badge Cards

Dioor Access Rights | Last Access | Visitors | Assets | Motes |

Diescription | Family Number | Card Number | Status | Access Level 1 |
4 2

Mew | Modify Delete Enroll Assign Unassign
New

Allows to add a new card. See “Adding Cards” on page 140 for more information.

Modify

To modify the card information, click on Modify and see “Modifying a Card” on page 141 for more information.

Delete

To permanently delete the selected card from the database, select a card from the list and click Delete.

Enroll
Allows to select the bioscrypt reader and scan the use’s finger print.
» To select the bioscrypt reader either enter its IP address or click Find to select from the detected list. The Serial
Number, Unit Type and Wiegand Format of the selected Bioscrypt are displayed. Click on OK.
» From the Finger drop list, select which finger will be scanned.
* Click Enroll.

Assign
To assign unassigned card(s) to the user, click the Assign button, select one or more cards that need to be assigned to the

current user, and click OK.

Unassign
To unassign a card, select a card from the list and click Unassign.
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Door Access Rights

Gives the list of all doors the user has access to. The door’s Access Level, Schedules, Description, Status, Family Number,
and Card Number are also displayed.

Personal Information | Custom Fields | Badge ] Cards Door Access Rights | Last Access | Visitors | Assets | Motes |

Cioars | Access Level | Schedules | Diescription | Status |

a '

Refrash

Last Access

Lists the user’s last 25 access events. The Events, Field Time, and Doors information are displayed.

Personal Information | Custom Fields | Badge | Cards ] Door Access Rights  Last Access | Visitors | Assets | Motes |

Events | Field Time | Cioars

Printt Get Data
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Visitors

List the visitors, for which the user is responsible, that are still in the building. The Visitor Name, Company, Arrival Time, and
Schedule Departure Time information are displayed.

Personal Information | Custom Fields | Badge | Cards | Dioor Access Rights ] Last Access Vistors | Assets | Motes |

\isitor Name | Company | Anival Time Scheduled Departure Time |

Sign-n Sign-Out Modify
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Assets

List the assets assigned to the user. The Visitor Name, Category, Manufacturer, Model, and Serial Number information are
displayed. Refer to “Assets” on page 208 for more information.

Personal Information | Custom Fields | Badge | Cards | Door Access Rights | Last Access  Vistors | Assets | Motes |

\isitor Name | Company | Anival Time Scheduled Departure Time |

Sign-n Sign-Out Modify

Notes

Use the Notes tab text field to record any additional notes that may be required. We recommend that you keep a log of what
settings were changed and when they were changed. Also, refer to “Typing Names and Notes” on page 30.

Personal Information | Custom Fields | Badge | Cards | Dioor Access Rights | Last Access ] Visitors ] Assets  Motes
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DELETING A USER

In the Database Tree View window, right-click the desired user and click Delete from the drop-down list. You can also select the
desired user and press the keyboard Delete key. A dialogue box will appear requesting confirmation. Also, refer to “FrontDesk” on
page 75.

ADDING A USER GROUP

In the Database Tree View window, right-click Users from the desired Site branch

and click New User Group. The user group properties window will appear, allowing you to configure the user group properties.
Refer to “Modifying a User Group” below for more information.

MODIFYING A USER GROUP

From the desired Site branch in the Database Tree View window, right-click the user group you wish to modify and click Properties
from the drop-down list. You can also select the desired user group and press the keyboard Enter key.

General User Group Properties

From the user group properties window, select the User Group tab.
This allows you to view some of the system’s component addresses as well as User Group Properties

record the user group’s name and any additional notes. User Group | Defau Access Levels | Parking | Users |

. Site: 1 User Group: 1

Typing the User Group Name — Do Croe 00—
Use the Name text field in the User Group tab to identify the user group. We Schedule: | Always |
recommend using a name that is representative of the user group such as Type: [ User |
Production. Also, refer to “Typing Names and Notes” on page 30 oo |

Text Colour: - [~
Seclecting the User Group Schedule Background Colour: ||+
Use the Sch text field in the User Group tab to record any additional notes
that may be required. Also, refer to “Typing Names and Notes” on page Notes: J
<?>. ’
Typing the User Group Notes ok | Coca |

Use the Notes text field in the User Group tab to record any additional
notes that may be required. Also, refer to “Typing Names and Notes” on
page <?>.

Typing the User Group Notes

Use the Notes text field in the User Group tab to record any additional notes that may be required. Also, refer to “Typing
Names and Notes” on page <?>.

Typing the User Group Notes

Use the Notes text field in the User Group tab to record any additional notes that may be required. Also, refer to “Typing
Names and Notes” on page 30.
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Defining the Access Level for all Users of the User Group

The Access Level 1 to Access Level 4 drop-down lists identify which
doors/schedules the user can access. Up to two access levels can be assigned
to each user group by default, and up to four when the “Extended Access Levels
(Levels 3/4)” check box is selected (refer to page 42). When you click one of
the Access Level drop-down lists, all active access levels in the selected site
will appear. Select the access level(s) you wish to assign to the user group. This
will determine which doors in the site the users of this group will have access to
and during which time periods each door can be accessed. For more
information, refer to “Access Levels” on page 134. If two or more access levels
are assigned to a user group, access is granted as long as one of the defined
access levels is valid.

Defining Parking Rules for the User Group

The parking options allow to enable the tracking of the number of cars present in
the parking. The maximum parking capacity is configurable as well as the
selection of the relay that will be activated when the capacity of the parking is
reached.

User Group Properties

User Group  Default Access Levels l Parking] Users ]

™ Apply access levels to the members of the group

Acocess Level 1 |

Acocess Level 2 |

Acocess Level 3t |

Ll Ll kel Ll

Acocess Level 4: |

QK | Cancel Apply

User Group Properties

User Group ] Default Access Levels Parking l Users ]

Parking Options

Maximum Capacity:
Activate relay when capacity is reached:

|“:"é J

™ Hard Anti-passhack

119 | Cancel

cdvigroup.com

73



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

Assigning Users to User Group

All users associated to the user group will be listed in the Users Tab. "
j . . User Group Properties gj

To Add users to the group, click the Add button and all the users defined for this

site will be listed at the exception of users already assigned to this group or to

another group. Select all the users to be assigned to this group and click OK to

X i . i First Mame | Last Mame | Compary |
confirm. To remove a user from the group, click on the desired user and click
Remove.

UserGroup] Default Access Levels] Parking Users l

QK | Cancel | Apply |

DELETING A USER GROUP

In the Database Tree View window, right-click the desired user group and click Delete from the drop-down list. You can also select
the desired user group and press the keyboard Delete key. A dialogue box will appear requesting confirmation.
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FRONTDESK

FrontDesk is a module that is automatically installed with the Centaur software. It provides an easy to use interface to program the
user properties (see “General User Properties” on page 60) and includes an advanced search engine. You can run FrontDesk
without having to run Centaur.

Starting FrontDesk

FrontDesk can be started using one of two methods. To start FrontDesk from within Centaur, click the Open FrontDesk icon from
the toolbar (refer to “Toolbar” on page 26), or click the Modules menu and click FrontDesk. You can also simultaneously press
the Ctrl and F1 keys. The FrontDesk - User Management window appears. In the tree view, select the site whose users you want
to view or modify.

To start FrontDesk without Centaur running:

1. From Windows, click Start, Programs, CDV Americas, Centaur, Administration Console, and click FrontDesk.

2. From the Logon window, type the appropriate Logon ID and Password. FrontDesk uses the same logon IDs and
passwords as Centaur. If you are logging on from a networked workstation, type the Centaur Server computer’s network
name or IP address in the Computer text field. Select the desired language from the Language list.

3. The FrontDesk - User Management window appears. In the Site list, select the site whose users you want to view or
modify.
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Using FrontDesk

After starting FrontDesk, all actions are
performed using the icon toolbar at the
top of the FrontDesk window. For more
information on the settings available in
these tabs, refer to “General User
Properties” on page 60.

From the Database Tree View window of
FrontDesk, select a site to access its
users, user groups, and unassigned
cards. The Database Tree View window
of FrontDesk offers the same user/card
management as the

Database Tree View window of the
Administration Console.

To modify a user or a user group, select
it from the list and apply changes as
required. See “Modifying a User” on
page 60 for more information.

Users and Cards are sorted according to
the site settings (refer to “Selecting the
User Ordering criteria” on page 43).

Buttons

Add a New User

To create a new user, click the
Add button (+), program the
user’s settings and click the
Save button (&).

Delete the current user

Save ___

Delete —

Add

— Cancel

—— CMPP

—— Search

Print

! Frantieak - U anagpessst
=g

=y [
[y ]

« @ Unasoored Cards (]

Fri o |

|

it e
i

Iy

Lave

Prrtoral Inkwmattion: | Cupbes Pk | Sadge | Cack

frieen
ity

State Frerwice
Lo Pk
T st ke
Thurs

Eatal

S

To delete the currently selected user, click the Delete button (-).

Save the changes made to the current user

To save any changes made to the currently selected user, click the Save button (&).

Cancel the changes made to the current user

To undo any changes made to the currently selected user, click the Cancel button.

Enroll a new card using the CMPP module
To load or add a card using a CMPP card enroliment station, click the CMPP button.
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Search for a user, a card or an unassigned card
To search for a user/card using specific criteria.

Click the Search button (binoculars).
The Search window appears.

From the drop-down lists or fields, select
the desired criteria.

In the Enter the text to search for below
(Blank = ALL) text field, type the text to
search for. The text should be
representative of the criteria selected in
the Field drop list.

If you want the search to match exactly the
selected criteria, select the Exact match
check box.

Click the Search button.

Fromthe Results list, highlightthe desired
user/card and click the desired action:
Print, Modify Card, or Modify User.

Print the current user
To print the card information on paper,

click the Print button and click OK from the print window.

Search
Site Field
|Site 1 j |First Mame j I~ Exact Match
Category Enter the text to search for below [Blank = ALL)
o =l |
Results
Firzt Mame Lazt Mame Company |

Frint

Modify Uzer Exit
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INTEGRATED ACCESS CONTROL

Visitors and Visitor Groups

What Will | Find?

Programming a visitor allows you to define the details pertaining to the visitor. Any individual that needs to access a door must be
defined in the system as a visitor. Once defined, a card can be assigned to a visitor.
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ADDING VISITORS

In the Database Tree View window, right-click

Visitor Properties @
Visitors from the desired Site branch and
. .. First Mame:  |John Group: Unassigned =
click New Visitor. You can also select Lo :D Lo :U - j
.- ast Mame: o8 ocation: -
Visitors and press the keyboard Insert key. | e
. . . . . Title: M. = | Initial Status: Signed 0
The visitor properties window will appear, e M1 =] mia tﬁtus . | signed Out =]
allowing you to configure the visitor Company: |Default Compary j Arival Time: |D?.-"1 242009 j | TIFIEPM
properties. Refer to “Modifying a Visitor’ on Host: |UnaSS|gned j Departure Time: |D?.-"1 242009 J | TIFIEPM =
page 80 for more information. a Uz | [
Personal Information | Custom Fields | Badge | Cards | Door Access Rights | Last Access | History | Assets | Motes |
Address: || =
oy | :
5]
State/Province: | J
Country/Region: | &7
ZIP/Fostal Code: | %
Phone: | j 5
E-Mail | o J"s’
b
Signature: v
Frint QK Apply Cancel
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MODIFYING A VISITOR

From the desired Site branch in the Database Tree View window, right-click the visitor you wish to modify and click Properties
from the drop-down list. You can also select the desired visitor and press the keyboard Enter key.

General Visitor Properties

First Name and Last Name

Visitor Properties @
The First Name and Last Name are First Name: [Johm Group: Unassgned =
used to identify the visitor and will be LastName:  [Dos Losation: Unkronn |
used in the VISItO_rS bra_nCh Of the . Title: |Mr. j Iitial: | Status: |Signed Out J
Patapf’ise‘ Tree View window for visitor Compary: | Default Company x| Awival Time:  [o7A2/2009 x| | mamiePM -5
identification. - )
Host: |L|nass|gned j Departure Time: |D?.-"1 242009 J | TIFIEPM =
r Text1 | j
Title . . _ R
Personal Information |Custom Fields | Badge | Cards | Door Access Rights | Last Access | History | Assets | MNotes |
Allows the selection of the visitor title. "
Address: G
Initial o | &
State/Province: |
Allows to enter the visitor initials. Courtry/Region: | L
ZIP/Fostal Code: | %
Company Phone: | j -
E-Mail: [ o ﬂ
Allows the selection of the visitor i %
« " Signature:
company group. Refer to “Groups” on
page 184 for more information.
Host
Allows the selection of the user that will Print oK. Apply Cancel
be responsible of the visitor.

Group

Allows the selection of the group the visitor belongs to. Refer to “Groups” on page 184 for more information.

Location

The Location field is used to indicate or change the global anti-passback status of a visitor: In, Out or Unknown. All visitor’s
location is set to Unknown after a reset of the anti-passback. Refer to “Controller Anti-passback Settings” on page 109 for
more information.

Status

Indicates the status of the visitor: Signed In or Signed Out.

Scheduled Departure

Activates the departure time fields.
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Arrival Time and Departure Time

Use the Arrival Time and Departure Time drop-down lists to select the date and time the visitor arrives on site and the date
and time the visitor expires. When the visitor time expires, the visitor's complete line under visitor status will become highlighted
inred.

Text 1

Use the Text 1 field to display one of the custom fields (see “Custom Fields” on page 63) that you would like to see in the
general section of the visitor properties window. Once selected, the field name Text 1 will be replaced by the selected field
name it content will appear at the right.

Personal Information

From the Visitor Properties window, select the Personal Information tab and use these fields to record any personal information
about the visitor.

Personal Information | Custom Fields ] Badge ] Cards | Door Access Rights | Last Access | History | Assets | Notes |

Address: [ & [—r— Browse your computer for an existing picture
Z: o : M—— Acquire the visitor’s picture via the camera

e/ rrovince:
Country/Region: | Qy =T Crop the visitor’s picture
ZIP/Postal Code: | @—— Delete the visitor’s picture from the database
Ehr:n:: : i J5 [T Acquire the visitor’s signature via a signature pad
Signlre: )35/ — Delete the visitor’s signature from the database

Entering personal visitor’s Information

Enter the visitor’s Address, City, State/Province, Country/Region, ZIP/Postal Code, Phone, and E-mail information. Up to
three Phone and E-Mail entries is available using the arrow at the right of the specific field.

Assigning visitor’s signature
You can associate a signature to a visitor which can be used for visual verification.
Acquire signature via a signature pad
Allow acquiring the visitor’s signature using a signature pad. Click on this button to acquired the signature using a signature

pad.

Delete signature from the database
Allows deleting the signature from the database. Click on this button to remove the signature from the database.
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82

Adding a Picture of the Visitor

You can associate a picture to a visitor, which is commonly used with Centaur’s visual authentication feature. When a visitor
card is presented to a reader, Centaur’s visual authentication software can display the visitor’s picture. Use one of the following
methods to associate a picture to the visitor.

Browse your computer for an existing picture
Allows selecting a picture on disk. Click on this button and select the photo file and click on Open.

Acquire the visitor’s picture via the camera
Allows acquiring a picture from a camera or a scanner. Click on this button and select either Video (Direct Show) or Scan
(Twain).

Crop the visitor’s picture
Allows cropping the picture proportionally. Click on this button and click-and-drag the appropriate corner to reduce the
picture.

Delete the visitor’s picture from the database
Allows removing the visitor’s picture from the database. Click on this button to remove the visitor’s picture and replace it by
the default picture.

Custom Fields

From the Visitor Properties window, select the Custom Fields tab and use these fields to record any additional information about
the visitor. For information on how to customize the titles of these fields, refer to “Custom Fields” on page 63.

" Personal Information  Custom Fields Badge ] Cards | Dioor Access Rights | Last Access | History | Assets | Motes |

Text 1 [ | Tee2 | H
Text 3 | | Tets | ’
Text5 | | Texs | Y
Text 7 | | Tees | v
Text 9 | | Tetio | v
Tesxt 11 | j Teat 12 | j
Date 1 | December-07-09 x| Date2 | December-07-09 |
Date 3 | December-07-09 j Date 4 | December-07-09 j

I~ Check 1 I Check 2

[~ Check 3 [~ Check 4
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Badge

The badge is used to define what will be printed directly on the front and back sides of the visitor access card.

1. From the visitor properties window, select the Badge tab.

Personal Information | Custom Fields Badge | Cards | Door Access Rights | Last Access | History | Assets | Motes |

Template: |General j John =
Language: | English j Doe 8
* Frant Side
™ Back Side covI &?
— Launch the badge template editor
& |[—T— Printthe selected badge

2. Select a Template from the list or use the Launch the badge template editor button to create a new template (see
“Launching the Centaur Badge Editor” below.

3. Select the language to be used from the Language drop list. The language selected will affect the fields included in the
template.

4. Select the front or back side preview to be displayed using the Front Side or Back Side radio buttons.

Buttons

Launch the badge template editor

Allows defining the front and back side of the badge. See “Launching the Centaur Badge Editor” below for more information.

Print the selected badge
Allows printing the defined visitor’s badge layout.

Launching the Centaur Badge Editor

@ Refer to “Launching the Centaur Badge Editor” on page 65 for more information.

Cards

@ Refer to “Cards” on page 140 for more information.

cdvigroup.com 83



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

Door Access Rights

@ Refer to “Door Access Rights” on page 69 for more information.

Last Access

@ Refer to “Last Access” on page 69 for more information.

History

List event’s history for the current visitors. The Events Name, Host, Operator, and Time information are displayed.

Personal Information | Custom Fields ] Badge ] Cards ] Door Access Rights | Last Access  History |)‘-ssets | Motes |

Event Name | Host | Operator Time |

View Details Refrash

Assets

@ Refer to “Assets” on page 208 for more information.

Notes

@ Refer to “Notes” on page 71 for more information.
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Deleting a Visitor

In the Database Tree View window, right-click the desired visitor and click Delete from the drop-down list. You can also select the
desired visitor and press the keyboard Delete key. A dialogue box will appear requesting confirmation.

ADDING A VISITOR GROUP
In the Database Tree View window, right-click Visitors from the desired Site

branch and click New Visitor Group. The visitor group properties window will

appear, allowing you to configure the visitor group properties. Refer to Vishor Group | Defaut Access Levels | Options | Parking | vistos |
“Modifying a Visitor” below for more information. Site: 1 Visitar Group: 2
Mame: |Suppliers| j

Motes:
3

QK Cancel | Apply |

MODIFYING A VISITOR GROUP

From the desired Site branch in the Database Tree View window, right-click the visitor group you wish to modify and click
Properties from the drop-down list. You can also select the desired visitor group and press the keyboard Enter key.

General Visitor Group Properties

From the visitor group properties window, select the Visitor Group tab.

This allows you to view the visitor group’s name and any additional notes.
Wisitor Group l Default Access Levels | Options | Parking | Wisitars |

Typing the Visitor Group Name Site: 1 Wisitor Giroup: 2
Mame: |Suppliers| j

Use the Name text field in the Visitor Group tab to identify the visitor group.
We recommend using a name that is representative of the visitor group
such as Suppliers. Also, refer to “Typing Names and Notes” on page 30.

Typing the Visitor Group Notes

Use the Notes text field in the Visitor Group tab to record any additional Netes: ,
notes that may be required. Also, refer to “Typing Names and Notes” on
page 30..

QK Cancel | Apply |
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Defining the Access Level for all Visitors of the Visitor Group

The Access Level 1 to Access Level 4 drop-down lists identify which
doors/schedules the visitor can access. Up to two access levels can be
assigned to each visitor group by default, and up to four when the “Extended
Access Levels (Levels 3/4)” check box is selected (refer to page 42). When

you click one of the Access Level drop-down lists, all active access levels in
the selected site will appear. Select the access level(s) you wish to assign to the
visitor group. This will determine which doors in the site the visitors of this group
will have access to and during which time periods each door can be accessed.
For more information, refer to “Access Levels” on page 134. If two or more
access levels are assigned to a visitor group, access is granted as long as one
of the defined access levels is valid.

Options

When the Apply visitor options to the members of the group check box is

selected, the following parameters will apply to all users part of the visitor group.
Disable visitor’s card(s) upon departure

Visitor’s cards will be denied access upon departure. Visitor’s cards must
be re-enabled to grant access upon the next sign-in. The card remains with
the visitor when he leaves.

Unassign visitor’s card(s) upon departure

Visitor’s cards will become available to new visitors. A card must be
assigned at next sign-in. The card is returned to the host or security guard.

Require signature upon departure

Visitors must electronically sign out when leaving (returning visitor card).

Default Host

Visitor Group Properties E

Vigitor Group  Default Access Levels l Dptions] Parking] Visitors]

I¥ Apply access levels to the members of the group

Access Level 10 |N0ne

Acocess Level 2 |N0ne

Acocess Level 3t |

Ll Ll Lol Lol

Acocess Level 4: |

(] 8 | Cancel

Visitor Group Properties E

Wizitor Group] Diefault Access Level:  Options l Parking] Visitors]

Iv Apply visitor options to the members the group
[™ Dizable visitor's card(z] upon departure
™ Unassign visitar's card(s] upon departure

™ Require signature upon departure

Default Host

(] 8 | Cancel

Allows the selection of the user that will be assigned as the default host for all visitors that will be created.
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Defining Parking Rules for the Visitor Group

The parking options allow to enable the tracking of the number of cars present in

. . . . . Visitor Group Properties E
the parking. The maximum parking capacity is configurable as well as the
selection of the relay that will be activated when the capacity of the parking is Visitor Group | Default dccess Levels | Options  Parking | visitors |
reached. Parking Options
Iv Activate Parking Counter
Activate Parking Counter Maximurn Capacity: |1
Allows to keep track of the number of cars present in the parking. Activate relay when capacity is reached:
Mone j

Maximum Capacity

Allows to limit the number of cars present in the parking.

Activate relay when capacity is reached

ak. Cancel
Allows the selection of the relay that will be activated when the capacity of
the parking is reached.
Assigning Visitors to Visitor Group
All visitors associated to the visitor group will be listed in the Visitors Tab.
To Add visitors to the group, click the Add button and all the visitors defined for ESLIDAE LB pEIE e
this site will be listed at the exception of visitors already assigned to this group Visitor Group | Default Access Levels | Options | Parking Visitors
or to another group. Select all the visitors to be assigned to this group and click — [Ethias = |
OK to confirm. To remove a visitor from the group, click on the desired visitor
and click Remove.
Add | Remove |
ak. | Cancel | |

DELETING A VISITOR GROUP

In the Database Tree View window, right-click the desired visitor group and click Delete from the drop-down list. You can also
select the desired visitor group and press the keyboard Delete key. A dialogue box will appear requesting confirmation.
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Holidays

What Will | Find?

You can define which days in a year are holidays and then the holidays can be assigned to a holiday group. If you assign the
holiday to one or more holiday groups, schedules are valid or invalid depending on how the holiday group is assigned to a
schedule’s period (see “Schedule Periods” on page 94). If you do not assign a holiday to a holiday group, schedules are invalid
(access denied) on that day.
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ADDING A HOLIDAY

Right-click Holidays in the desired Site branch and click New Holiday. You can also click Holidays and press the keyboard Insert
key to add a new holiday. After adding a holiday, the Holiday Properties window will appear, allowing you to configure the holiday
(see “Holiday Settings” below). Up to 128 holidays can be created in the system.

MODIFYING A HOLIDAY

From the desired Site branch in the Database Tree View window, right-click on the holiday you wish to modify, and click

Properties. You can also click the desired holiday and press the keyboard Enter key. The Holiday Properties window will appear,
allowing you to configure the holiday.

General Holiday Properties

From the Holiday Properties window, select the Holiday tab.

| Frolidny Proparting x|
This allows you to view the holiday’s name and any additional notes.

Hubelay | Dnensds |

Sim 1 Hollay 1

Typing the Holiday Name

Harie Hiows Yoar's Dt |
Use the Name text field in the Holiday tab to identify the holiday. We
recommend using a name that is representative of the holiday such as Hotes
New Year’s Day. Also, refer to “Typing Names and Notes” on page 30. >

Typing the Holiday Notes

Use the Notes text field in the Holiday tab to record any additional notes

that may be required. We recommend that you keep a log of which T '
schedules have this holiday selected. Also, refer to “Typing Names and —
Notes” on page 30.

Holiday Settings
You can define which days in a year are holidays and then the holidays can [Viobiday Propertis B
be assigned to a holiday group. If you assign the holiday to one or more holiday : o
groups, schedules are valid or invalid depending on how the holiday group is il
assigned to a schedule’s period (see “Schedule Periods” on page 94). If you . :
Dagr |1 hd |

do not assign a holiday to a holiday group, schedules are invalid (access

Morthy | sy =

denied) on that day.
Tisar | 20 |
Holiday group allows to group several holidays in one type.
v Mol Gasup 1
I~ Hohdsy Gazp 2
I Moy Gotag 3
I Holdsy Gagp 4

access all day. These can be grouped as Holiday Group 1. Half-days such as Christmas Eve, and New Year’s Eve

@ Example: Christmas, New Year’s Day, and Labour Day are all days where the site is closed and users are denied
would be grouped as Holiday Group 2. Religious days would be grouped as Holiday Group 3.
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Creating a Holiday and Assigning it to a Holiday Group

Perform the following to define the day, month, and year of the desired holiday.

1.

2.

From the Holiday Properties window, select the Details tab.
From the Day drop-down list, select a day from 1 to 31.
From the Month drop-down list, select a month from January to December.

From the Year drop-down list, select the desired year. If it is a holiday that occurs on the same month and day every year
(e.g. New Year’s Day), select the Every Year option from the drop-down list.

If required, assign the holiday to the desired holiday group(s) by selecting the appropriate check box(es).

Click OK.

DELETING A HOLIDAY

To delete an existing holiday, right-click the holiday from the appropriate Site branch in the Database Tree View window, and

click Delete. You can also select the desired holiday and press the keyboard Delete key. A dialogue box will appear requesting
confirmation.
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INTEGRATED ACCESS CONTROL

Schedules

What Will | Find?

A schedule can be used to schedule tasks, automate operations and to control access to doors, elevator floors, and much more.
Schedules play an important role in the operation of many Centaur functions and are widely used throughout the software. A
schedule is made up of up to eight time periods which determine when that schedule will be valid. Each period in a schedule
specifies the days and times the schedule will be valid. For example, when programming doors, a schedule can be assigned to a
specific door and the schedule will dictate when the door can be accessed without the use of a card.
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Table 1: Where schedules can be used

CROSS-
USEDIN AFFECTS REFERENCE
Site Programming Communications Schedule page 40
Global Anti-Passback Reset Schedule page 43
Access Level Programming Card Programming page 142
Controller Programming Anti-Passback Schedule page 109
Anti-Passback Reset Schedule page 109
Door Programming Keypad Enabling Schedule page 123
Door Unlock Schedule page 123
REX Input Enabling Schedule page 127
Interlock Input Enabling Schedule page 127
Relay Programming Timed Activation Schedule page 152
Activating Schedule page 153
Input Programming Input Enabling Schedule page 162
Event Programming Event Display Schedule - General tab page 177
Save to Disk Schedule - General tab page 177
Device Activation Schedule - General tab page 178
Acknowledge Schedule - Alarms tab page 179
Sending E-mail Schedule - E-Mail tab page 181
Sending ASCIl Command Schedule - CCTV Control tab page 182
Elevator Control Floor Group Enabling Schedule page 186
Programming Floor Schedules page 186

Please note that Centaur includes two default schedules (Always and Never) which cannot be modified or deleted. The Always
schedule is valid 24 hours a day, 365 days per year including any programmed Holidays. The Never schedule is invalid at all
times.

ADDING A SCHEDULE

In order to add a schedule, at least one site must be created. If you have not created a site, please refer to “Sites” on page 32.

To add a schedule, right-click Schedules in the desired Site and click New Schedule from the drop-down list. You can also click
Schedules in the desired Site and press the keyboard Insert key. After adding a schedule, the Schedule Properties window will
appear, allowing you to configure the schedule (see “General Schedule Properties” on page 94).
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MODIFYING A SCHEDULE

From the desired Site in the Database Tree View window, right-click the desired schedule from the Schedules, and click

Properties. You can also click the desired schedule and press the keyboard Enter key. You cannot modify the default Always and
Never schedules.

General Schedule Properties

From the Schedule Properties window, select the Schedule tab.

i i : " Scheduls Froperties EJ
This will allow you to view the schedule name and any additional notes. .
Scheadule | Diesds |
Active Tig 2 Sohedule B W Actve
M £ 0d o Eoioe ] s

Select the Active check box to enable the schedule, allowing you to
assign the schedule as required. Clear the Active check box to disable — I

the schedule without having to remove it from the database (this will -
disable any system device or card assigned to this schedule).

Schedule Name

Use the Name text field in the Schedule tab to identify the schedule. — =
We recommend using a name that is representative of the schedule == -
such as Production Schedule. Also, refer to “Typing Names and

Notes” on page 30.

Schedule Notes

In the Notes text box, record any important explanations of the schedule and its use. Try to keep an up-to-date record of where
the schedules are used. This will help you understand how disabling the schedule will affect the system. Also, refer to “Typing
Names and Notes” on page 30.

Schedule Periods

Each schedule consists of up to eight periods and each period defines when P — [
the schedule will be valid. Each period can be programmed with a different -
start and end time. Use the check boxes to define which days of the week il
and which holiday groups will be used for each period. To define a St End Sarikon Tus Wad Tha F Sal Hol Hol2 Hold - Hold
schedule period: Fiod 1| N 10000 [ '

Padod > |00 000

Pecdz o0 000 F F CFFT
Pesiod 4 [0000 [00d
Peoed 5 [0000 [0000

1. Fromthe Schedule Properties window, select the Details tab.

2. Inthe desired period Start and End text fields, type the period

Pesod [0 [
start and end time using the 24Hr clock. For more information, P,:? [ [
refer to “Setting the Period Start and End Time” on page 95. Pused (0000 [0000

3. Select the check box(es) corresponding to the day(s) of the week [ ok '|' Corcel

you wish to assign to the schedule. The schedule will only be
valid during the days of the week that have been selected and
only at the times specified by the start and end times.

4. To assign the period to a holiday group, select the check box(es) corresponding to the desired holiday groups. For more
information, refer to “Assigning Holiday Groups to a Schedule Period” on page 96.

5. Click OK.

Example: In “Figure 7”, the schedule will be valid from Monday to Friday between 7:00AM and 9:00PM and from
Saturday to Sunday between 9:00AM and 1:00PM. The schedule will not be valid on any programmed holidays.
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Figure 1: Schedule example
Scheduls Propertios X
Schedue [etsds

Seal  End  Sor Mon Tus Wed Tha Fn Sab Hall Hol2 Holl Holt

Praoed 1 (0700 2100 W FMFF
P2 fEem ha B C OO T C 8T

Pecdz o0 000 F F CFFT
Pesiod 4 [0000 [00d
Proed &5 (0000 [0000
Peicd i [O0CD - [0000
Pesod 7. 000D [0000
Pasod i {0000 D000

[ ok | Corcel |

Setting the Period Start and End Time

When defining the schedule period (see “Schedule Periods” on page 81), the Start and End text fields define when the
schedule is valid. The start and end times apply only to the selected days of the week. Note that you must use the 24Hr clock to
program the times (i.e. 6:00PM = 1800). If you want the period to be valid 24 hours a day, type 0000 into the Start text field and
2400 into the End text field.

For example, 23h (11 PM) Sunday night to 7h AM Friday morning must be programmed as follows:

f The start and end time of a single period cannot cross over into another day. You must use separate periods.
Period 1= Sunday 2300 to 2400 Period 2 = Friday 0000 to 0700.

Figure 2: Programming Crossover Periods

Scheduls Propertios X
Erhadule  Datids
Seafl  End  Sor Mo Tus Wed Tha Fr S8t Mol Hal2 Hald Hold

Praodl (2X0 (200 M W M MK

paigdz o i T R F F F ORI

Pecda [ o F C ECCT

Pesod 4 [0000 {000

Prood 10000 [0000

Peicd i [O0CD - [0000

Pesod 7. 000D [0000

Pasod i {0000 D000
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Assigning Holiday Groups to a Schedule Period

When defining the schedule’s periods (see “Schedule Periods” on page 92), select the Hol1, Hol2, Hol3, and Hol4 check
boxes to assign any of the site holiday groups to one or more periods within the schedule. For more information on holidays,
refer to “Creating a Holiday and Assigning it to a Holiday Group” on page 90. Holiday groups function as follows:
* When you clear a holiday group check box, the schedule’s period is invalid during holidays assigned to that holiday
group.
* When you select a holiday group check box, the schedule’s period is valid between its start and end time on any
holidays assigned to that holiday group, even if the holiday falls on a day that is not enabled in the schedule’s period.

» To create a different start and end time period for holidays only (a holiday schedule), assign the holiday group to a
separate (new) period. Set the start and end time, but do not select any of the “day” check boxes (Sun to Sat).

DELETING A SCHEDULE

To delete an existing schedule, right-click the schedule from the Schedules and click Delete. You can also click the desired

schedule from the Schedules and press the keyboard Delete key. A dialogue box will appear requesting confirmation. You cannot
delete the default Always and Never schedules. You cannot delete a schedule assigned/used in other parts of the system such as
access levels, door schedules, etc.
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INTEGRATED ACCESS CONTROL

Controllers

What Will | Find?

Controllers are the heart of the Centaur integrated access control system. The database is distributed to all controllers allowing
them to make decisions in a fraction of a second, whether or not the managing computer is online. These controllers also feature
online upgradable firmware and a real-time clock.

Program each controller individually by defining its door input and output configuration as well as setting its anti-passback options.
For additional communication settings, refer to “Sites” on page 32. Each site can support up to 256 controllers.
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ADDING CONTROLLERS

Perform the following to add one controller or multiple controllers at one time:

1. From the Database Tree View window, right-click Controllers from the desired Site and select New Controllers from the
drop-down list. You can also click Controllers and press the keyboard Insert key.

2. Adialogue box appears providing you with the option to automatically create and link the default doors, inputs and
outputs to the new controller(s). To use the Controller Configuration Wizard, click Yes and follow the steps detailed in
“Controller Configuration Wizard” below. Otherwise, click No and continue with step 3.

3. Select the desired controller address(es) and click OK. For more information on i
controller addresses, refer to “Viewing the Controller Address” on page 88. After =
adding the controller(s), you will have to program each controller individually within | | = o2 &

the Controller Properties window (see “Modifying a Controller” on page 104). Controer (117 Carexd

-

Cisniecler (N0

Contecler (N7

Cinniecller (7112

Cowiroder M3

| Cotchen (71 4

| Conircler (N5 &

Controller Configuration Wizard

Wizard guides you through the — —— —
. . . | Cresis Hlaree Adders Ackve Ingeit canfig =
minimum required settings to set s ——— " : "
i I Cowiroder D02 LI Fs N/
up the default doors, inputs and [ Conote 003 e G it
outputs for the controller(s). [ Combrole (4 i B N
E Cortroler (05 5 e WA
I Cortrolai D05 06 W N/
[ Coritroler GOT oo e HAT
1. Check the Create F ool (58 (s - A
check box for each F poeen i o N
T Cormoler 011 o b e
cont;oller you want to I ot v e
create. [ Corireler (N3 m3 = HA
I Controber 14 [yl F NI
[T Cortrcler M5 o5 V N/
! Cortiobe 016 Lul3 i} N
2. To Change the r |_:'::.:-:: ||':.' m? = HA
controller’s name, O 013 o z 4y
double click on the I Contule 020 020 e N/C
[ Cortrole 021 w1 ¥ NA
name of the controller T Cortrol 022 w2 - W/
| Cmiroller (123 Lirat) HiT
and type the new name. Sk prH = e
[ Eawlviole (B % o HA
T Contoer (e [in F N/
i T Comober 7 [y & N
3. To gutomatlcally T ol o = ik o
activate the controller
. =
once created, select its - [ e ] bl |

Active check box.
4. Select the controller input configuration. See “Controller Configuration” on page 103 for more information.

5. Click Next.
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6. Under the Create label,

Door defaulic

select the check box next to
each door address you would [ e e T T e e e S
like to add for each controller. i S o i A n ¥ = d
Do 10391 [ 11} 12 5] m 3 1 1
: Drester D015 oy 1] = 13 14 1
7. To change the door’s name, e i e e & 2 i e u
double click on the name of the " Door D010 oot 00 o x ¥ > e
door and type the new name.
8. From the Contact drop-down
list, select the contact's zone
input address. If there is no
contact associated with the
door, select None.
9. From the REX drop-down list,
select the REX's zone input [
addre§s. Ifthgre is no REX iy ey
associated with the door, select
None.

10. From the Green LED drop-down list, select the green LED’s PGM output address. If there is no green LED associated
with the door, select None.

11. From the Red LED drop-down list, select the red LED’s PGM output address. If there is no red LED associated with the
door, select None.

12. From the Buzzer drop-down list, select the buzzer’'s PGM output address. If there is no buzzer associated with the door,
select None.

13. Click Finish.
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MODIFYING A CONTROLLER

To modify an existing controller, right-click the desired controller from the Controllers and click Properties from the drop-down

list. You can also click the desired controller and press the keyboard Enter key. The Controller Properties window will appear,
allowing you to configure the controller.

General Controller Properties

From the Controller Properties window, select the Controller tab to

. Controdler Properties EJ
view the controller’s address as well as record the controller’s name and any T )
agr oritiodei | [ i 1ok £
additional notes. T i ot i

S 2 Confoler 1
Viewing the Controller Address Hoarme Cociiohe 0] 4

well as the controller’s address. Each controller in a site is assigned to an
address by setting the dip switches located on the controller (see “Table

At the top of the Controller tab, Centaur will display the site’s address as Hictas f J
on page 102). Also, refer to “Figure on page 103.

The controller addresses are greatly affected by the

& controller’s COM port assignment. Please refer to “Assigning
COM Ports to Controller Addresses” on page 33 for more
information.
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Table 1: Assigning Controller Addresses Via Dip Switches

Cont. Controller Dip Switches Cont. Controller Dip Switches

Add. | 1 [ 2 [ 4 [ 8 [16 [32 |Add.[ 1 [ 2 [ 4] 8 [ 16 [ 32
OFF | OFF | OFF | OFF | OFF |OFF | 33 | OFF|OFF | OFF | OFF | OFF| ON
ON |OFF |OFF | OFF |OFF |OFF| 34 | ON | OFF | OFF | OFF | OFF | ON
OFF | ON |OFF |OFF |OFF |OFF| 35 |OFF| ON |OFF | OFF| OFF| ON
ON | ON |OFF |OFF |OFF |OFF| 36 | ON | ON | OFF | OFF | OFF | ON
OFF |OFF | ON |OFF |OFF |OFF| 37 |OFF|OFF| ON | OFF|OFF| ON
ON |[OFF | ON |OFF |OFF |OFF| 38 | ON |OFF| ON | OFF | OFF| ON
OFF| ON | ON |OFF|OFF|OFF| 39 |OFF| ON | ON | OFF| OFF| ON
ON | ON | ON |OFF|OFF|OFF| 40 | ON | ON | ON | OFF|OFF| ON
OFF | OFF |OFF | ON |OFF |OFF | 41 | OFF|OFF|OFF| ON | OFF| ON
ON |OFF |OFF| ON |OFF |OFF| 42 | ON |OFF|OFF| ON |OFF| ON
OFF| ON |OFF | ON |OFF |OFF| 43 |OFF| ON |OFF| ON | OFF| ON
ON | ON |OFF| ON [OFF|OFF| 44 | ON | ON |[OFF| ON |OFF| ON
OFF|OFF| ON | ON |OFF |OFF| 45 |OFF|OFF| ON | ON | OFF| ON
ON [OFF| ON | ON |OFF|OFF| 46 | ON |OFF| ON | ON |OFF| ON
OFF| ON | ON | ON [OFF|OFF| 47 |OFF| ON | ON | ON |OFF| ON
ON |ON | ON | ON |[OFF|OFF| 48 | ON| ON | ON | ON |OFF| ON
OFF | OFF | OFF |OFF | ON [OFF| 49 |OFF|OFF|OFF|OFF| ON | ON
ON |OFF|OFF |OFF | ON |OFF| 50 | ON |OFF|OFF|OFF| ON | ON
OFF | ON |OFF|OFF| ON [OFF| 51 |OFF| ON |OFF|OFF| ON | ON
ON | ON |OFF|OFF| ON |OFF| 52 | ON | ON | OFF| OFF| ON | ON
OFF |OFF | ON |OFF| ON [OFF| 53 |OFF|OFF| ON |OFF| ON | ON
ON [OFF| ON [OFF| ON |OFF| 54 | ON |OFF| ON |OFF| ON | ON
OFF| ON | ON |OFF| ON [OFF| 55 |OFF| ON | ON |OFF| ON | ON
ON | ON | ON [OFF| ON |OFF| 56 | ON | ON | ON |OFF| ON | ON
OFF |OFF|OFF| ON | ON [OFF| 57 |OFF|OFF|OFF| ON | ON | ON
ON [OFF|OFF| ON | ON |OFF| 58 | ON |OFF|OFF| ON | ON | ON
OFF| ON [OFF| ON | ON ([OFF| 59 |OFF| ON [OFF| ON | ON | ON
ON | ON |OFF| ON | ON |[OFF| 60 | ON | ON |OFF| ON | ON | ON
OFF|OFF| ON | ON | ON |[OFF| 61 |OFF|OFF| ON | ON | ON | ON
ON [OFF| ON | ON | ON |[OFF| 62 | ON [OFF| ON | ON | ON | ON
OFF| ON | ON | ON | ON [OFF| 63 |OFF| ON | ON | ON | ON | ON
ON |[ON |ON |ON [ ON (OFF| 64 |ON | ON | ON | ON | ON | ON
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: Overview of Controller Programming

& Centaur: All Events

Fis Wew Ophiore Hodules Help
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+ P Unassigred Cards {5)
v A hocess Levels (4)
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+ [ Schedulss (3]
= &F Controbes (2)
= 4 Controber 001 —!
s B Dooes
& Relrys
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- 4 Controber 002
= B Doces
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+ | Custputs
v Relays
+ [ Everes

¥ Macro
+ % Groups
¥ a.-e:ul,'.e.ek-::]
O Outpu Tmings
+ 0 Permissions (2)
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Typing the Controller Name

Partial
View

" SERVER

| ENTHGRATES MICESS DEMTHOS,

RS485 Converter
(CA-AZB0-USE)

® :

CT-Va00-A CT-Va00-A i

Address #2 Address #1 :

Dip Dip :

Switchos - Switches fafff—

ADORESS 32 | W L] :
ADORESS 16 | W L]
ADORESS S | W ]
ADORESS 4 || W ]
ADORESS 2 [T ]
) ADORESS 1 | [

!

(Doors, Relays,

Inputs & Qutputs)

{Doors, Relays, :
Inputs & Qutputs) :

Use the Name text field in the Controller tab to identify the controller’s use or location. We recommend using name that is
representative of the controller such as Main Entrance. Also, refer to “Typing Names and Notes” on page 30.

Typing the Controller Notes

Use the Notes text field in the Controller tab to record any additional notes that may be required. We recommend that you
keep a log of when and what settings were changed. Also, refer to “Typing Names and Notes” on page 30.
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Controller Configuration

From the Controller Properties window, select the Configuration tab.
The Configuration tab will allow you to program some of the
communication settings as well as select the door and input configurations
that will be used

Controller Properties &3

"Controller  Configuration |)‘-ntipaseback] Expander |

Door 1

Reader: |Slandard 26 Bit j Keypad: |Nor1e j
with the selected controller.

Daar 2

Reader: | Standard 26 Bit v|  Keypad: [None -

Input configuration

% N/C Inputs " ATZ 2R (16 Inputs) " ATZ 3R (16 Inputs)

For more information on how to set up doors located on the
@ 2-Door Expansion Modules, please refer to “Door Expansion

Module Configuration” on page 110. Communication
IP Address: 0 0 0 0 DNS [
Port Number: [10001
Pol Tmeout: [1000 s Active ¥
. . . Controllertime-out: [05000  ms Log Com. Failure [~
Selecting the Door Reader and Keypad Configuration Cotoeresponse dly: [P0 ms  Fast Evert st I~

From the Controller Properties window, select the Configuration tab.
Notice that when you click the Configuration tab, a Reader and a
Keypad drop-down list appears for each door. Use these fields to ok | e |
configure the controller to function with the readers and/or keypads
connected to the controller. In the Configuration tab, the doors will be labeled Door 1 and Door 2. These are directly linked to
where on the controller the readers and/or keypads are connected as shown in “Figure on page 105
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: Controller’s Door Configuration

=5~ CT-V900-A
rovl@) | (Partial View)
RIDo| P
riD1| D Controller Properties =
ouTi Reader and/or keypad =
out2|@ for Door 1 ;‘“‘“"‘ Conliguration | Antipassback | Expandes
Dhoor 1
RUEA D
Reader | Siandad 26 B »| Kempad [y -
".I rixel® Slardard 26 it I Rore I
\[Rel@ ————— 3 Do 2
I'.I RIKD|D Raaders: | Standad 26 Bit "'I Kompad: | Haore "'I
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V| evl@ Input configuration.
A _ ~ WiCinpdd  © ATZZR[(Glnputs]l  © ATZ 30 (16 Inputs)
rRzsv|D C -
R
szg IP Addiess: |
r2oi| @ Proet Murmiber I
| zt:-: g Prell Tineout I ms bctve
)
i Cionirodlss teres-out | 0E000 m Lo Com. Fadwe [~
| [ Reader and/or keypad
] i o
f R2¥B| far Daor 2 Cmitroles tesponss delay (000 me  Fast Evert Requast [
| |remc|®
I.' ramn|
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Reader Type

From the Reader drop-down list, select the protocol of reader used. If no reader is being used on the selected door, select
None.

Keypad Type

From the Keypad drop-down list, select the protocol of keypad used. If the controller’s door is not using a keypad, select

None. When both a reader and a keypad are used, only users with the Use Keypad option enabled (see “Use Keypad” on
page 143) have to use both to gain access.
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Setting the Controller Input Configuration

Each controller has eight inputs that can be doubled to 16 and each 2-Door Expansion Module (CA-A470-A) has four inputs.
This means that the controller can monitor the state of up to 28 input devices. These inputs can be used to monitor devices
such as magnetic contacts, motion detectors, and temperature sensors. Under Input Configuration, select one of the three
following input configuration radio buttons. The selected input configuration applies to the controller’s inputs and the inputs
located on the controller’s 2-Door Expansion Modules.

NC Inputs

This setup will not support tamper and wire fault (short circuit) recognition, but will generate an alarm condition when the
state of the input is breached. All inputs on the selected controller and its 2-Door Expansion Modules must be connected
using the NC Input Connection Method described in “NC Input Connection” on page 157.

ATZ 2R (16 Inputs)

This setup will not support wire fault (short circuit) recognition, but will generate an alarm condition when the state of the
input is breached. This method also requires the connection of two devices to each controller’s input for a total of 16 inputs.
The 2-Door Expansion Modules do not support input doubling. Allinputs on the selected controller and its 2-Door Expansion
Modules must be connected using the ATZ 2R Input Connection Methods described in “ATZ 2R Connection” onpage 158.

ATZ 3R (16 Inputs)

This setup generates an alarm condition when the state of the input is breached. An alarm condition is also generated when
a wire fault (short circuit) occurs. This method requires the connection of two devices to each controller’s input for a total of
16 inputs. The 2-Door Expansion Modules do not support input doubling. All inputs on the selected controller and its 2-Door
Expansion Modules must be connected as described in “ATZ 3R Connection Method” on page 159.

Configuring the Controller Communication Settings

Under Communication, configure the controller's communication settings.

IPAddress, DNS, and Port Number

The IP Address, DNS, and Port Number text fields are available only if the selected communication type is TCP/IP (LAN/
WAN) as described in “Selecting the Site Communication Type” on page 36. Before entering this data, you need a “static”
IP address or DNS name, and port number for each CA-ETHR-A, which should be provided by your Network Administrator.
You will then need to program each CA-ETHR-A with an IP address or DNS name, and a port number. In the IP Address or
DNS name and Port Number text fields, type the IP address or DNS name, and port number programmed into the CA-
ETHR-A device that is connected to the controller. If there are several controllers wired to one CA-ETHR-A device, then
each controller on that loop must be programmed with the same IP address or DNS name as detailed in the example below.

The first time you program a CA-ETHR-A, it will be done via a serial port using DB9 to RJ-11 cable included with the CA-
ETHR-A. To initiate a communication with the CA-ETHR-A, press the reset button and type postech with in 5 seconds, if
you pass this delay you won't be able to log in. Once programmed, you will be able to access the configurations easily by
using a web browser and simply typing in the IP address or DNS name. To program the Port #, the range is from 1 - 65535,
however do not use 21, 25, 80, or 110 as they are reserved. For further details please consult the CA-ETHR-A Installation
Guide.
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#3 and #4 would be 10.10.10.3. The port number for controller #1 and #2 would be 10001 and the port number for

Example: In “Figure 117, the IP Address for controller #1 and #2 would be 10.10.10.2 and the IP Address for controller
E controller #3 and #4 would be 10001.

: Example of TCP/IP Controller Settings

REMOTE SITE

CA-ETHR-A
TCPAP Converter CT-Va00-A #1 CT-VI00-A #2

2-Door Controller 2-Door Controlier

IP Address:

10.10.10.2
LAN / WAN
Port #:
10001
RS-232 CABLE
7.6m {25ft) max.
RS-485: Up to 1220 m (4000it)
REMOTE SITE
CA-ETHR-A
TCPR/IF Converter CT-V900-A #3 CT-V00-A #4
2-Door Controller 2-Door Conlrolier
IP Address:
10.10.10.3
LAM / WAN

Port #:
10001

RS-232 CABLE
7.6m (25t) max,

RS-485: Up to 1220 m (4000ft) ‘
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Poll Timeout

The Poll Timeout text field appears only if the selected communication type is TCP/IP (LAN/WAN) as described in
“Selecting the Site Communication Type” on page 36. Depending on network traffic, you may need to increase this value
to improve communication speed between the Centaur Server and the controllers. In the Poll Timeout text field, type a
value between 500 and 5000 milliseconds.

Active
When the Active check box is selected, communication between the Centaur Server and the controller is possible. Clear
the Active check box to cancel any communication between the controller and the Centaur Server.

Controller Timeout
Enter the length of time the controller will wait for a response from the Centaur Server before generating a Communication
Failure locally at the controller.

Log Com. Failure
When the Log Com. Failure check box is selected, Communication Failures between the controller and the Centaur Server
are logged.

Controller Response Delay
Inthe Controller response delay text field, type the amount of time (1 to 255 milliseconds) that the controller will wait before
responding to a command from the Centaur Server.

Fast Event Request
When the Fast Event Request check box is selected, the event upload rate is increased in order to prevent lost of events.
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Controller Anti-passback Settings

You can use local anti-passback to closely monitor the movements of the users and prevent any tailgating. Tailgating occurs when
a user does not use a card at the reader and enters through the door opened by another user who has already used their card. To
use this feature, the controller must have its doors configured as Entry and Exit doors. For more information, refer to “Doors” on
page 127.

When a card is presented to an Entry reader, the controller labels the card as in. The next time the card is used, it must be
presented to an Exit reader, in which case it will be labeled as out. Please note that the user must exit from an Exit door
associated to the same controller. Two subsequent Entries or two subsequent Exits will cause the controller to generate the
appropriate Access Denied - Anti-passback violation event.

Centaur also supports Global Anti-Passback, which functions independently of the local anti-passback settings defined in the
following sections. For more information, refer to “Global Entry or Global Exit” on page 121.
Enabling Controller Anti-passback

Select the Anti-passback tab and select the Anti-passback check box to

Cantroller Praperti
activate the anti-passback feature. £ ek &
Conlrodas | Confipuston  Antrpaibuck | Enandes
Selecting the Anti-Passback Schedule g ) _
Btk Sehedis | |

From the Schedule drop-down list, select the schedule during which the PN
anti-passback status of cards will be monitored. Note that the Anti- ;
passback check box must be selected. For more information on ekl
schedules, refer to “Schedules” on page 92. Activols Mol When Aroa it Engly: | 3
Enabling Hard_passback Lk Cewbid i ribanF ol Dhonsie

T Urdoek Do 1 ard 2 I Uekeezk (hoca 5 el
Select the Hard-passback check box to deny access to the door when I Uirkock Brooe 3 and 4 I Urkock Dooe 7 ard
the “Access Denied - Anti-passback violation” event occurs. Clear this
check box to grant access to the door when the Access Denied - Anti- Teaches LD Display Gption
passback violation event occurs. Please note that to enable hard-
passback you must also enable the Anti-Passback.
Selecting the Anti-passback Reset Schedule | o6 ] cow

From the Reset Schedule drop-down list, select the schedule that will

reset the anti-passback status of all cards to unknown. This reset will occur at the start of every period in the selected schedule.
For more information on schedules, refer to “Schedules” on page 92..

Selecting the Anti-passback Reset Input

Select the Reset on Input check box, and select an input from the Input drop-down list. Clear the check box to deactivate this
feature.

Selecting the Anti-passback Activation Relay

From the Activate Relay When Area is Empty drop-down list, select the relay that will activate whenever there are no longer
any cards in the controller labelled as in. For example, you can use the relay to arm a security system when everyone is out of
the building.
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Setting Lock Control for Entry/Exit Doors

When doors are set up for Entry and Exit (see “Door Type” on page 120), the controller can be programmed to unlock both
doors upon valid access. Under the Lock Control Entry/Exit Doors heading, select one or more of the following check boxes:
Unlock Door 1 and 2, Unlock Door 3 and 4, Unlock Door 5 and 6, and Unlock Door 7 and 8. This feature is typically used
when an entry and exit reader are set up on the same door and the door is using both a magnetic lock and an electromagnetic
lock.

Enabling the Tracker LCD Display Option

Each Tracker LCD is assigned to a specific door. When this feature is disabled, the Tracker LCD keypad will only display
messages that occur on the assigned door. Select the Tracker LCD Display Option. When selected, Tracker LCD keypad can
be used to display the messages for both doors on the controller or 2-Door Expansion Module. For example, a Tracker LCD
keypad assigned to door 1 will display messages occurring on doors 1 and 2.

Door Expansion Module Configuration

Select the Expander tab to program door and keypad configurations that B ALt Hronartien 5%

will be used with the selected controller’s 2-Door Expansion Modules
(CA-A470-A). A maximum of three 2-Door Expansion Modules can be used RS- Couyaiion | Arsrsamick: SIPEESS
with each controller. s _
P 1 |[PTPERTTNN »|  Kevoed 1- |Hore =
Door Expander’s Configuration D =
" Pl Dodr Expandar Shatus Mar-Shop [Fron Visw|
Notice that when you click the Expander tab, two Reader and two
Keypad drop-down lists appear for each 2-Door Expansion Module. prlrat : :
Use these fields to configure the readers and/or keypads connected to Roade :|Gundd 2581 7] ;- Kimpacd Jt jHcad =
the 2-Door Expansion Modules. In the Expander tab, each Reader and Boads 2 |Slerded 00 =]  Feppd 2 [Morm =
Keypad drop-down list is associated with a predetermined input on a I Pl Dot Erpandr Slatus More Stop Fiunt Ve
specific 2-Door Expansion Module, which is determined by its DIP
switch settings as shown in on page 111. Diooe eomander 3
Aendm 1 [S1prdord 25 B = P |- |Horm Lo
Reader PR Py (N 21 3 oo 7]
From the Reader drop-down list, select the type of reader used. If no ol Do B ot St Mo i s et
reader is being used on the selected door input, select None.

From the Keypad drop-down list, select the type of keypad used. If
the door is not using a keypad, select None. When both a reader and a keypad are used, only users with the Use Keypad
option enabled (see “Use Keypad” on page 130) have to use both to gain access.

Poll Door Expander Status Non-Stop

By enabling the Poll Door Expander Status Non-Stop (Front View) check box, Centaur will poll the selected 2-Door
Expansion Module every time it polls the controller. Select this feature when using Centaur’s FrontView. Ifitis not selected,
Centaur’s FrontView might display the 2-Door Expansion module as offline. If you are not using Centaur’s FrontView, clear
this feature check box.
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2-Door Expansion Module’s Door Configuration

[l centour: AllEvents |
Eia Wew Opbions  Modubes  Helby

= 8 (= p» B ¥ & +

= E] Contar
3-E) sees i
' Sk 1 RE485 Converber ]
p (CA-AIED-USB) !
&P Cards :
¥ ﬁ Access Levels H
Hibdays
7 [ Schedubes .
= §F cortrollers : & CTVH00-A :
= & Controer 001 H M :
= A ° ErH L :
9 | Tl :
% Door 001:01 CA":?U'A DD 32 n .
& Door 000:02 - -l (= !
i : ADD R [ ]
Do 00003 O - P ] AR 4 : :
: .mp| B A0D 2 :
@ Do D00 04 H \ o & - ADD 1 L] :
% Door 00105 H - ; — oM OFF H
S DacriaTimg & CA-A470-A ™ :
@ Dot D07 — E
ag Doy D] R — = '
o Inpuks 5 E i
b Outputs ‘F :

Relany o=

¥ Ry .=

| | E=]

DELETING A CONTROLLER

To delete an existing controller, right-click the desired controller from the Controllers and click Delete. You can also click the
desired controller and press the keyboard Delete key. A dialogue box will appear requesting confirmation.
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ONLINE CONTROLLER FIRMWARE UPGRADES

With the Centaur software there’s no need to change the microchips of each controller. Centaur can download the new firmware to
the controllers in your installation in just a few easy steps.

When updating the controllers, the controllers cannot control access or perform any other monitoring functions.
A Therefore, we recommend that firmware updates are performed when traffic is at a minimum and advise users of
any interruptions that may occur.

The latest version of the controller firmware can be downloaded from our website at www.cdvi.ca. Please note that the controller
firmware consists of two files, one with a HXL extension and the other with a HXH extension. Also, the file name will indicate the

version and release number of the firmware. Use the View Controller Status command (see page 114) to verify the application

version currently used by the controller.

@ Each site must be updated separately. We recommend one controller at a time.

Updating Controller Firmware

Once the firmware files have been downloaded from our website, the controller(s) can be updated within Centaur. Perform the
following to update the controller’s firmware:

1. Ensure that you are connected (communicating) with the controllers in Centaur. The Centaur software must be running.
2. Within Centaur, expand the desired Site in the Database Tree View window and expand the Controllers branch.

3. From the expanded Controllers branch, right-click on a controller whose firmware you would like to update and click
Update Firmware.

4. Under the Firmware Files heading, browse and select the required HXH file.
5. Click Update.
6. Wait for the process to be completed.

7. Click Close then wait for the download to be completed.
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DOWNLOAD

The Centaur software can download the following system characteristics to one or all controllers in a site: access levels, cards,
controllers, doors, holidays, inputs, input groups, outputs, output timings, relays, relay groups, and schedules. If any system
characteristics are set when a controller is online, Centaur will automatically download the information to all controllers in the site.

When to Use the Download Function

* When you update the controller firmware (see “Online Controller Firmware Upgrades” on ), the controller memory will be
erased. The Centaur database is automatically downloaded after the firmware update.

* You can do the following when the Enable Offline Buffering (Outbox) check box is not selected (refer to “Enabling Offline
Buffering (Outbox)” on page 42):

+ If you wish to program any items without connecting to the site, you must download the system characteristics to the
controllers the next time you connect.

+ If you wish to download a particular characteristic to a specific controller in a site, program the desired characteristic
without connecting, then connect and download to the desired controller.

Downloading to One Controllers

1. To download to one controller in a site, from the desired Site, right-click a controller from the Controllers list.

2. From the drop-down list, select Download.

3. Click All or only the specific programming item you wish to download (i.e. doors). Please note that download time
depends on the size of the database. Downloading 20 cards will take less time than 3,500 cards.
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OTHER CONTROLLER MANAGEMENT OPTIONS

The following controller management options are also available when you right-click a controller within the Controllers of a
desired site.

Updating the Controller Time

The Centaur software can update the date and time of one controller or all controllers in a site. To do so, right-click a controller from
the Controllers of the desired site, and click Update Time. In the Date/Time window, type the required date and time. If you wish
to update all controllers in the selected site, select the Update all controllers on this site check box. Click OK. Also, refer to
“Updating the Controller Time Automatically” on page 42.

Viewing Controller Status

The View Controller Status command allows you to view the complete details of each controller. The Centaur software will
display the selected controller’s site, address, status, firmware version, number of cards and errors that may have occurred and
the controller’s voltage status. To view the controller status, right-click the desired controller from the Controllers and click View
Controller Status.

Resetting the Controller

To perform a controller reset, right-click a controller from the desired site’s Controllers and click Reset Controller. This will not
affect any items you may have already programmed, such as cards, doors, inputs, etc.

If the DIP switch #8 on the controller is set to “default” (left side), performing a controller reset will reset all programming
such as cards, doors, and inputs to default.

Activating/Deactivating the Controller

To activate a controller, right-click a controller from the desired site’s Controllers and click Activate Controller. To deactivate a
controller, right-click a controller from the desired site’s Controllers and click Deactivate Controller.
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INTEGRATED ACCESS CONTROL

Doors

What Will | Find?

Each controller includes 2 reader and/or 2 keypad inputs, which can monitor the state of up to 2 doors. Each controller also
supports up to three 2-Door Expansion Modules (CA-A470-A), which provide an additional 2 reader and/or 2 keypad inputs each.
Therefore, each controller can monitor the state of up to 8 doors.

The term door refers to any access point controlled by a reader and/or keypad such as a door, turnstile, gate, cabinet, etc. To
control entry and exit to an access point, a reader and/or keypad can be used on both sides of the door. This also provides the
ability to set up Interlock (“mantrap”) or Anti-passback applications.

The use of door contacts on all controlled doors is highly recommended since it greatly enhances the level of security provided by
an access control system. Many of the door’s programmable options can only be used if a door contact is installed.
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ADDING DOORS

In order to add one or more doors, at least one site and one controller must be created. If you have not created a site, please refer

to “Sites” on page 32. For more information on setting up a controller, refer to “Controllers” on page 98. When adding doors,
you will be required to select an address for each door (refer to “Viewing the Door Address” on page 118).

Perform the following to add a door:

1. From the Database Tree View window, right-click the Doors from the desired controller and click New Doors. You can
also click the Doors and press the keyboard Insert key.

2. Adialogue box appears requesting if you would like to use the Door Configuration Wizard. The Door Configuration
Wizard guides you through the minimum required settings to set up your doors. If you want to use the Door Configuration
Wizard, click Yes and follow the steps detailed in “Using the Door Configuration Wizard”. If you do not want to use the
Door Configuration Wizard, click No and go to step 3.

3. Inthe Add Devices window, select the door address(es) and click OK. After adding the door(s), you will have to configure
them within the Door Properties window (see “Modifying a Door” on page 118).

Using the Door Configuration Wizard

The Door Configuration Wizard guides you through the minimum required settings to set up your doors.

dialog box appears asking

it you would like to use the I s “wm.,mrw{ ;T:N-I _..,I_:r.._ ._,_T-_. uur '_.e:--.l.u- -.:;:-_--_- n:fl.m
Door Configuration ™ Doot D0206 mz 06 7 Y 15 15 18
Wizard. If you click Yes, the F Doworane o » > » 3 = .
Door Defaults window

appears.

2. Under the Create heading,
select the check box next to
the door address you would
like to add.

3. From the Contact drop-
down list, select the
contact’s zone input
address. If there is no
contact associated with the
door, select None.

0K ) Cancel |

4. From the REX drop-down
list, select the REX’s zone input address. If there is no REX associated with the door, select None.

5. From the Green LED drop-down list, select the green LED’s PGM output address. If there is no green LED associated
with the door, select None.

6. From the Red LED drop-down list, select the red LED’s PGM output address. If there is no red LED associated with the
door, select None.
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7. From the Buzzer drop-down list, select the buzzer's PGM output address. If there is no buzzer associated with the door,
select None.

8. To add another door, repeat steps 2to 7.

9. Click OK.

MODIFYING A DOOR

Right-click the desired door from the Doors found within the appropriate

controller’s branch and click Properties from the drop-down list. You can also
select the desired door and press the keyboard Enter key. The Door
Properties window will appear, allowing you to configure the door.

| Door Praparties w
Do | Geretad | Inputt and Dutpits | Usenn | Elevator Contocl

Gidn 1 Corbioler 1 Dl T

Mo [Frond Doed ¥
General Door Properties

Holes
The Door tab will allow you to view some of the system component addresses
as well as record the door name and any additional notes.

Viewing the Door Address

At the top of the Door tab, Centaur will display the door address, as well as
the address of the controller and site to which it is connected. The door
addresses are represented by which input the door reader and/or keypad
is connected to (see“Figure on page 119”).

118| cdvigroup.com



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

Controller’s Door Address Assignment
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CA- A4T0- A ) ~ Address 3

1|-mO0gH-Add 1 = oFF
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DODF& Door 7 I m

Typing the Door Name

Use the Name text field to identify the door and its location. We recommend using a name that is representative of the door
such as “Front Door”. Also, refer to “Typing Names and Notes” on page 30.

Typing the Door Notes

Use the Notes text field in the Door tab to record any additional notes that may be required. We recommend that you keep a log
of what settings were changed and when they were changed. Also, refer to “Typing Names and Notes” on page 30.

cdvigroup.com (119



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

Door Settings

Each controller includes 2 reader and/or 2 keypad inputs, which can monitor the state of up to 2 doors. Each controller also
supports up to three 2-Door Expansion Modules (CA-A470-A), which provide an additional 2 reader and/or 2 keypad inputs each.
Therefore, each controller can monitor the state of up to 8 doors.

The term “door” refers to any access point controlled by a reader and/or keypad such as a door, turnstile, gate, cabinet, etc. To
control entry and exit to an access point a reader and/or keypad can be used on both sides of the door. This also provides the
ability to set up Interlock (“mantrap”) or Anti-passback applications. Centaur enables you to define a specific configuration for each
door as well as set the door’s various timers.

Door Type
Depending on the hardware configuration being used for the selected door, TR =
you must select the appropriate door type for the selected door. From the . S A
Door Properties window, select the General tab. From the Door Type 'kfm LA dud NS Do St ok
drop-down list, select the required door type: o Tvpe: [T ~]
Fndng trce [ Fasder El
Access A o) [ -
Selectthe Access door type if you plan to use the controlled entry (one e Sehdida [oer =
reader access) configuration. This means the reader will be located on Udock Schmchde b =
one side of a door with no reader on the other side. Ebirnbied Ak Retnyr. [Miore =l
Dot Farced Cpen FRelsy [Fone _-
E/evatOI’ Devar D Tow Loven Radey: '.‘./.A: i
When using CA-A480-A Elevator Controllers (refer to “Elevator Actrvats Ploley on Dusl Badger: [ione =
Control” on page 146), a reader can be installed inside an elevator. s o
When you select Elevator from the Door Type drop-down list, Centaur 7 Coannd T —
tells the controller that the selected door reader will be installed inside P Unkscked Preaas e U5
an elevator cart for elevator control. The door cannot be used for any — Bpantsotong: . [OED
other purpose. Also note that options and features located in the [ Lnkock anlae pen Eaacociod aocasn: B3
Elevator Control tab can only be set when the Door Type is set to s ;"‘f;:_“:““ R
Elevator (see “Floor Public Access Schedule” on page 130). Each =iy Dt Bados Actiegbor Tins: [500
controller door can control up to 64 floors for one elevator cart. Please [ Boacrpt | vt b [T
note that the number of floors is defined per site and not per door (see TR T
“Site Floor Settings” on page 46). For example, if you define a site
with 20 floors and set up four doors from the same site for elevator L .

control, each door will represent a different elevator cart for the same
20 floors.

& The Elevator door type cannot be selected for doors located on a 2-Door Expansion Module (doors 3 to 8). Only
the controller doors can be set with the Elevator door type.

Entry or Exit

Select the Entry door type for the reader located on the entry side of the door and select the Exit door type for the exit reader
located on the other side of the door. This configuration must be used to implement the local Anti-passback feature (see
“Enabling Controller Anti-passback” on page 109).
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Global Entry or Global Exit

These door types allow you to use global anti-passback, which functions independently and provides more versatility than
the local anti-passback feature (see “Enabling Controller Anti-passback” on page 109).

When using Entry and Exit door types (see above), users must enter and exit through a door on the same controller. When
using the Global Entry and Global Exit door types, a user can enter through a door defined as global entry, and then the user
can exit through any door defined as global exit.

You can also reset the global anti-passback status of all users. For more information, refer to “Selecting a Site’s Global
Anti-Passback Reset Schedule” on page 43.

Global Entry and Exit will only function when the Centaur Server is online (connected). Please note that when
using Global Entry and Exit, the Centaur system will also generate a “Waiting for Host” event with every “Access
Granted” event generated from a door defined with Global Entry or Exit.

to exit through either door 1 (Global Exit) or door 2 (Global Exit), but not through door 3 since it is not defined as a Global

@ Example: As demonstrated in “Figure 147, if a user were to enter through door 1 (Global Entry), the user would be able
Exit (meaning that the user would still be considered as in).

Global Entry/Exit

I B S —NEIE .

Door 1 Door 2
(Global Entry/Exit) (Global Entry/Exit)
ggEr Z:grg .
Door 3
[EntryfExit)
|
 —
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Parking Global Entry or Parking Global Exit

These door types allow you to use global anti-passback, which functions independently and provides more versatility than
the local anti-passback feature.

When using Entry and Exit door types (see above), users must enter and exit through a door on the same controller. When
using the Parking Global Entry and Parking Global Exit door types, a user can enter through a parking door defined as global
entry, and then the user can exit through any parking door defined as global exit.

You can also reset the global anti-passback status of all users. For more information, refer to “Selecting a Site’s Global
Anti-Passback Reset Schedule” on page 43.

Global Entry/Exit Validation

Select the Global Entry Validation or Global Exit Validation to invalidate a user to proceed to a validation after a pre-
defined number of access (see “User validation interval” on page 126).

Two Card Rule

Select the Two Card Rule door type when two user credentials are mandatory to access the door. This means that the two
users will have to present their cards one after the other within the defined delay as defined in the “Two card rule delay” on
page 126 to unlock the door.

Reading Devices

From the Reading device drop-down list, select the device that will be used to obtain access to the door, either a keypad, or a
reader.

Reader

Ifyou are connecting areader, or areader and a keypad, select Reader from the drop-down list. The controller will recognize
the use of a keypad if a keypad has been set up in the controller door configuration (see “Selecting the Door Reader and
Keypad Configuration” on page 104).

Keypad

If you are connecting only a keypad (no reader) to the door input, select Keypad from the drop-down list.
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Lock Control

From the Lock Control drop-down list, select the activation (locking) method that will be used by the door when an “Access
Granted” or “Unlock” event occurs.

De-energize

To operate in fail-secure mode (apply power to unlock a door), select De-energize from the Lock Control drop-down list.
This means the selected lock output on the controller will remain de-activated. When an Access Granted or Door Unlocked
event occurs, the controller will apply power to the lock output. If an electric door strike is used, this mode will keep the door
locked during a total power loss.

Energize

To operate in fail-safe mode (remove power to unlock a door), select Energize from the Lock Control drop-down list. This
means the lock output on the controller will remain activated. When an Access Granted or Door Unlocked event occurs,
the controller will remove power from the lock output. If an electric door strike or an electromagnetic lock is used, this mode
will unlock the door during a total power loss.

Keypad Schedule

From the Keypad Schedule drop-down list, select the schedule that will determine when both a reader and a keypad must be
used in order to gain access. When the selected schedule is valid, the user must present a valid card to the reader, and then a
valid P.I.N. must be entered on the keypad before access is granted. Only cards with the Use Keypad option enabled must
enter a valid keypad P.I.N. (see “Use Keypad” on page 130). For more information on schedules, refer to “Schedules” on page
92.

Unlock Schedule

From the Unlock Schedule drop-down list, select the schedule during which a controlled door will automatically unlock. For
example, you may want a door to remain open (unlocked) from 9 a.m. to 5 p.m. Monday to Friday. To do so, create the
appropriate schedule and select it from the Unlock Schedule drop-down list. For more information on schedules, refer to
“Schedules” on page 92. Also, refer to “Unlock on Late Open” on page 124.

Extended Access Relay

From the Extended Access Relay drop-down list, select the relay that will be activated when a card with the extended option
checked is granted on the door.

Door Forced Open Relay

From the Door Forced Open Relay drop-down list, select the relay that will be activated when the door if forced open.

Door Open Too Long Relay

From the Door Open Too Long drop-down list, select the relay that will be activated when the door is open too long.

Activate Relay on Dual Badge

From the Activate Relay on Dual Badge drop-down list, select the relay that will be activated when a user access this door by
presenting his card twice to the door’s reader within the defined dual badge activation time.
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Setting the Reading Options

Under the Reading heading, select one or more of the following check boxes. These check boxes determine how and when a
controller will read (log) the presentation of a card to the door’s reader.

Opened

When the Opened check box is selected, the controller will continue to read cards presented to the door reader when the
door is already opened. This option is commonly used in conjunction with the “Controller Anti-passback Settings” (see page
109) in high-traffic areas. This prevents Anti-passback errors from occurring due to users forgetting to wait until the door
is closed before presenting their card.

Unlocked

When the Unlocked check box is selected, the controller will continue to read cards presented to the door’s reader when
the door is already unlocked. This option is commonly used in conjunction with the “Controller Anti-passback Settings” (see
page 109) when the door may be unlocked by a schedule. This prevents Anti-passback errors from occurring due to a user
presenting a card to a reader of a door that has already been unlocked by a schedule.

Selecting the Door options

Under the Options heading, select one or more of the following check boxes. These check boxes determine how and when a
controller will read (log) the presentation of a card to the door’s reader.

&

Unlock on Late Open
When “Unlock Schedule” (see page 110), select Unlock on Late Open to prevent the door from unlocking automatically
until the first user with valid access presents their card at the door.

Example: The feature is enabled and the front door of an establishment has been programmed to unlock (via schedule)
between 8am and 5pm. If by 8:15 no one has presented their card to the front door’s reader, it will not unlock. When the
first person arrives at 8:30Am and presents a valid card, the door will remain unlocked until 5pm.

Time and Attendance
When the Time and Attendance check box is selected, the time and attendance from the punch device become available
for the Pro-Report module.

Sign-Out Reader
When the Sign-Out Reader check box is selected, a visitor is automatically signed out when presenting his card to the
door’s reader.

Counter
When the Counter check box is selected, the number of times a card can access this door is limited by the time defined in
the card properties window (refer to “Enable Counter” on page 143).

Bioscrypt

When the Bioscrypt check box is selected, the use of biometric (Bioscrypt, L1 technology) reader is allowed.

Click on the Setup button to select the Bioscrypt reader. Enter the IP address of the Bioscrypt reader or click Find to select
from the detected list. The Serial Number, Unit Type and Wiegand Format of the selected Bioscrypt are displayed.

Teleaccess Intercom
When the Teleaccess Intercom check box is selected, the use of teleaccess intercom is allowed.
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Setting the Door Timers

Under the Timings heading, you can set four different door timers as detailed below.

Unlock Time

In the Unlock time text field enter a value between 001 and 999 seconds (Default: 5 seconds). This value represents the
amount of time the door will remain unlocked when an “Access Granted” or “Unlock” event is generated from the door. The
door will only remain unlocked for the entire Unlock Time if the Door Input Relock schedule and REX Input Relock schedule
are disabled or if no door input has been programmed. For more information, refer to “Door Inputs and Outputs” on page
126.

Pre-alarm Time

Before generating an Open Too Long event (see “Open Too Long” below ), the controller can be programmed to generate
apre-alarm as awarning of the upcoming alarm. In the Pre-alarm time text field, type a value between 001 and 999 seconds
(Default: 45 seconds). This value represents the amount of time a door can remain open after an Access Granted or Door
Unlock event before generating a Door Left Open event. The Pre-alarm time should always be less than the Open too
long time (see figure below). The controller can also be programmed to activate an output when a Door Left Open event
is generated (see “Outputs” on page 166).

Open Too Long

In the Open too long text field, enter a value between 1 and 999 seconds (Default: 60 seconds). This value represents the
amount of time a door can remain open after an Access Granted or Door Unlock event before generating a Door Open
Too Long event (see figure below). The controller can also be programmed to activate an output when a Door Open Too
Long event is generated (see “Outputs” on page 166). Also, refer to “Pre-alarm Time” above.

Example of Pre-Alarm and Open Too Long Timers

) Door is still open After 60 seconds, the
Door is opened after 45 seconds door has never closed
h—-_-_'_- - -1
pm——— p——
O I
—-__‘:'-__‘-—-__ —-_.__‘—‘-__-—_-_
| (I L~ 4
0 sec. 45 sec. 60 sec.
Tirr:::r slans Generme-"Dom Ledl Generale-"Dnnr Left
Genarale “Door Open” event Open” event Open Too Long” event

Generale “Inpul in Alarm” avent

I |

Pre-alarm timer
| (45 seconds)

Open foo long timer
(80 seconds)
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Extended Access

When a user is granted access, the controller will unlock the door for the period defined by the “Unlock Time” (see page
125). However, if the card has been programmed with the Extended option (see “Setting Card Options” on page 143),
the controller will unlock the door for the duration of the Unlock Time in addition to the value programmed in the Extended
access timer. Inthe Extended access text field, type a value between 1 and 999 seconds (Default: 15 seconds). This option
is particularly useful for individuals that may require more time to access the door.

Unlock Time is 15 seconds and its Extended access timer is 30 seconds. This means the door will remain unlocked for

% Example: A card that has the Extended access option enabled is granted access to the Front Door. This door’s
45 seconds instead of only 15 seconds.

Two card rule delay

When two users are mandatory to access a specific door, see “Two Card Rule” on page 122, the Two card rule delay
determines the delay within which the two users have to present their cards in order to grant access to the door. In the Two
card rule delay text field, type a value between 1 and 999 seconds (Default: 5 seconds).

User badge activation time

When a card must be presented twice to the door’s reader, see “Activate Relay on Dual Badge” on page 123, the User
badge activation time determines the time within which the card has to presented twice to the card reader in order to grant
access to the door. In the User badge activation time text field, type a value between 1 and 999 seconds (Default:
0 second).

User validation interval

When a user validation must be made, enter the number of access frequency that will be used to invalidate a user and
proceed to the validation. This field is only available when Global Exit Validation or Global Entry validation has been
selected as the door type (see “Door Type” on page 120). Enter a value between 1 and 999 access (Default is 0).

Door Inputs and Outputs
The Inputs and Outputs tab will allow you to specify the configuration for the . p— [
door input, REX input and its interlock (mantrap) input as well as select which -
i Dool | Gerwtal  Inints and Dutputs | Usen | Elevabar Contal
output(s) can be activated for the selected door. R
Ingst | Digos D010 Cordace x|

Assigning a Door Input

Rekck | Dot =]

After installing a door contact, use the Door Input settings to enable the

REX Irgat
controller to supervise the status of a door (open/closed). A door input is e e A <
used: :
Pieipck: | Disablesd =|

» To generate Door Open and Door Forced events et o =
+ Togenerate Open Too Long and Door Left Open events (see “Setting i Giblosan

the Door Timers” on page 125) Uinksck: on FEX [Flagarchess of Dote Sauual
» To effectively use the Anti-passback feature (see “Controller Anti- T N

passback Settings” on page 109) trgnat- [Dioor D002 Cordact -
« For Interlock (“mantrap”) applications (see “Assigning an Interlock iy =l

Input” on page 127) R
Perform the following to set up a door input: = - ¥ T+ FE &
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10. Adoor contact must be installed above the door and it must be connected to an input on the controller (see the appropriate
controller’s Installation Manual).

11. The input must be programmed as detailed in “Inputs” on page 156.
12. Under the Door Input heading, select the desired input from the Input drop-down list.

13. Select a relock option from the Relock drop-down list under the Door Input heading. After a valid access through the use
of a card, the control panel can relock the door as soon as it opens (Door opening), when the door closes (Door
closing), or if you select Disabled, it will relock when the Unlock Time has elapsed (see “Unlock Time” on page 125).
Also, refer to “Lock Control” on page 123.

Assigning a REX Input (Request for Exit)

A request for exit (REX) input is required if you have selected the Access (controlled entry) configuration (see “Door Type” on
page 120). If you do not use a REX input, the controller will not be able to distinguish between a valid exit and a forced exit.
The controller will always generate a “Door Forced” event. Perform the following to set up a REX input:

1. Avertical motion detector must be installed above the door and it must be connected to an input on the controller (refer to
the appropriate controller’s Installation Manual).

2. The input must be programmed as detailed in “Inputs” on page 156..
3. Under the REX Input heading, select the desired input from the Input drop-down list.

4. From the Schedule drop-down list under the REX Input heading, select the schedule which will define when the REX
can be used.

5. Selecta relock option from the Relock drop-down list under the REX Input heading. After a valid Request for Exit access, the
control panel can relock the door as soon as it opens (Door opening), when the door closes (Door closing), or if you
select Disabled, it will relock when the Unlock Time has elapsed (see “Unlock Time” on page 125). Also, refer to “Lock
Control” on page 123.

6. Selectthe Unlock on REX (Normal) check box if you wish the controller to unlock the door when the controller receives
a valid Request for Exit (the door must be closed and locked). To unlock the door regardless of its current status (i.e.
Door forced, Door open too long, etc.), select the Unlock on Rex (Regardless of Door Status) check box.

Assigning an Interlock Input

This feature allows you to set up the doors for use with Interlock (Mantrap) applications. A “mantrap” consists of two doors,
each controlled by a card reader and/or keypad. When one of the two doors is open or unlock, it is impossible to open the other
door until both doors are closed. Please note that the selected doors must be from the same controller.

An interlock input is required if the door will be used in a “mantrap” configuration or to generate Access Denied - Interlock
Active and Interlock Enabled/Disabled by Schedule events

A The Interlock Inputs feature cannot be used with doors located on a 2-Door Expansion Module (doors 3 to 8).
Only the controller’s doors can use Interlock Inputs.

Perform these steps for each of the two doors being used in the mantrap configuration.

1. Make sure the door inputs have been programmed (see “Assigning a Door Input” on page 126).
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2. From the Input drop-down list under the Interlock Input heading, select the same input that is assigned to the door input
of the other door in the mantrap configuration.

3. From the Schedule drop-down list under the Interlock Input heading, select the schedule which will define when the
Interlock (mantrap) configuration can be used.

Notice how the input selected for the Interlock Input is the same input used for the opposite door’s Door Input. This is how the
controller determines which two doors are used for the Interlock ("Mantrap”) application.

Daor Proporiies gl Daor Proporiies gl
Dot | Geeretdd  Ininks aned Dtpnis | Usenn | Dyt Contecl Dot | Gertdl  Inints el Dutpnis | Usenn | Dyt Contecl
(T (T
I [Doon DO1-07 Cordact - Ingsst [ Dhems 000012 Ciordace ]
Redock | Duatded =| \ /Hr-uh Cleedded =|
REX Irgat REX Irgat
Ingsk. | (vt €111 411 RIE =| Ingak. | (vt €001 41 RIE =|
Pednck: | Disabled =| Pednck: | Disabled =|
R Frw— - R Frw— -
W Lindack on FEX (Mol W Lindack on FEX (Mol
I Undsck an REY Megasdscs of Door Staha) I Undsck on REY Regasdscs of Door St
nteriech: gt / Nlmr gt
Irgust: |Dicor D0H-012 Cordact - Irgust [Dicor 00T Cordact -
Gehaduls | By _-i Gehaduls | By _-i
Chutpu Setroabhon Chutpu Setroabhon
Fa1 B2 ¥ % BB T ra re Fa Fae T8 (Fa
[ Ok, I Cancel [ Ok, I Cancel

Assigning Outputs to a Door

Each controller has six multi-function outputs. Each controller also supports up to three 2-Door Expansion Modules
(CA-A470-A), which provide an additional 6 outputs each. Therefore, each controller can support a maximum of 24 outputs. Up
to 6 outputs can be assigned to the selected door. Typically, these outputs are used to indicate whether a card is granted
access and/or the status of the door by activating and controlling the LEDs and buzzers normally found on the readers and
keypads.

Depending on the selected door, the Output Activation check boxes will be numbered differently. Each group of doors is
assigned specific output addresses as demonstrated below:

¢ Outputs 1 to 6 belong to Doors 1 and 2 (controller)

* Outputs 7 to 12 belong to Doors 3 and 4 (CA-A470-A: DIP 1 off, DIP 2 off)
¢ Outputs 13 to 18 belong to Doors 5 and 6 (CA-A470-A: DIP 1 on, DIP 2 off)
¢ Outputs 19 to 24 belong to Doors 7 and 8 (CA-A470-A: DIP 1 off, DIP 2 on)

The selected door and its selected outputs must be from the same controller or the same expansion module. For example, outputs
7 to 12 can only be used with doors 3 and 4; they cannot be used with doors 1 and 2, or 5 to 8. When a check mark is placed in the
appropriate output check boxes under the Output Activation heading, the selected output(s) will operate as defined by the
output’s programmed features (refer to “Outputs” on page 166.
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Users

The Users tab displays the list of users having access to this door. The access -

. . i , Door Properties
to this door is granted by programming the card access level of the user’s
card(s). Refer to “Modifying a Card” on page 141 for more information.

Droor ] General] Inputs and Outputs  Users ]Elevator Eontrol]

Each user is displayed using its first name, last name, and the user group e [ LastMame | UserGroup |
he belongs to. Frank Smith Usger Group 001
John Dale M2
Tom Johnson M2

()8 | Cancel
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Floor Public Access Schedule

When using CA-A480-A Elevator Controllers (refer to “Elevator Control”

on page 146), a reader can be installed inside an elevator. Each controller’s
door (elevator cart) can be programmed with a general/public access
schedule by assigning a schedule to each of the door’s assigned floors. This Floci Uinkock. Sehadue: |
defines, for the selected door, which floors are accessible to the general public
(no access card required) and during which time period. Please note that to
program these schedules, the door type must be set to Elevator (see “Door
Settings” on page 120).

| Daor Praparfies w

Dot | Géredsd | Inputs and Dutpis | Usenn  Ebrviabon Conted |

*]

A The Elevator Floor Schedule cannot be used with doors located
on a 2-Door Expansion Module (doors 3 to 8). Only the
controller’s doors can be set for elevator control.

Setting Up a Door Public Access Schedule

LT U YR T T LU S T O T T U T T T T Y

Perform the following to assign a schedule to each floor:

1. To assign a schedule to a floor, select the check box associated with
the desired floor. The Schedule drop-down list will become active.
| ox I _ Conced |
2. From the Schedule drop-down list, select the schedule you would '
like to assign to the selected floor. Although there is only one Schedule drop-down list, you can assign a different
schedule to each selected floor. The selected schedule will be assigned to the highlighted floor whose check box is
selected.

3. Return to step 2 to assign another floor and schedule, or click OK to save and exit.

schedule. This means that access to that floor is unrestricted when the “Weekly (General)” schedule is valid. Any user,

@ Example: In “Figure below”, the “Parking Level 2” floor is enabled and has been assigned the “Weekly (General)’
even those without access cards, can access the “Parking Level 2” floor.

Example of Programming a Door’s Floor Schedules
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DELETING A DOOR

To delete an existing door, right-click the desired door from the Doors branch and click Delete from the drop-down list. You can
also select the desired door and press the keyboard Delete key. A dialogue box will appear requesting confirmation.
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DISPLAY DOOR STATUS

When you click on the Door Status icon, from the menu bar, Centaur will display the current (live) status of the doors in the

system. If you wish to manually change the status of a door, right-click the desired door. You can also use the keyboard Shift or
Ctrl key to select multiple doors if you wish to modify several doors in the same manner at once and then right-click on any of the
selected doors. A drop-down list will appear. Select one of the actions from the list. For more information, refer to “Displaying and
Controlling the Status of a Door” on page 248.

Door Status
&l Centaur: Door, Status
File Wiew Options Modules Help
IFIBIENIE o b 6 P s Emog @B i C0E W B ?
= g Centaur Door | Address | Status
= g Sites (1) Door 001:01 111 Closed and Locked {secure)
B s Site 1 Coor 001:02 1z Closed and Locked {secure)
+ @ Users (5) Door 001:03 3 I:IFHI'lEe Lock Daor NI
+ ﬁ@ Wisitors (3) Door 001:04 L4 Cffline Unlack Door
+-£F Unassigned Cards (8) Coor 001:05 1:5 Offline Unlock Door (Timed)
& Access Levels (4) Dioor 001:06 1:6 Cffline Unlock Daor (Latched)
Hulidarys Doar 001:07 1:7 Cffline
+-[ Schedudles (3) Doar 001:08 1:8 Offline Return Selected Doors to the Programmed Schedules
+ @ Contrallers (2) Coor 002:01 21 Offline Enable Door
+- [ Events Daar 002:02 22 Offline Disable Doar
'*E{ Macro Delet
+ 8 Groups i
] é Security Levels (2) Propetties
@ Cutput Timings
+ @ Permissions {2}
+] ﬁ Operatars (1)
+- N CCTY Commands {13
Site Alarm Mame Instructions Description Field Time
Ready Adrinistrator Local Cormms Ok UM
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INTEGRATED ACCESS CONTROL

Access Levels

What Will | Find?

Access levels determine which doors in the system a user will have access to and during which periods. This is done by enabling
the desired doors in an access level, then assigning a schedule to each selected door and assigning the access level to the
desired cards. Please note that the 256 access levels include two default access levels (All and None) which cannot be modified
or deleted. The All access level provides access to any door that exists in the site, 24 hours a day including any programmed
holidays. The None access level will deny all access at all times. For information on how the access levels are used, refer to
“Cards” on page 138.

In order to program the access levels, you must first program the “Sites” on page 32, the “Doors” on page
116, the “Controllers” on page 98, and “Schedules” on page 92.
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ADDING AN ACCESS LEVEL

To add an access level, right-click Access Levels in the desired Site branch and click New Access Level from the drop-down list.
You can also click Access Levels and press the keyboard Insert key to add an access level. After adding an access level, the
Access Level Properties window will appear, allowing you to configure the access level. See “Modifying an Access Level” for
more information.

MODIFYING AN ACCESS LEVEL

From the desired Site branch in the Database Tree View window, right-click the access level you wish to modify and click
Properties from the drop-down list. You can also select the desired access level and press the keyboard Enter key. You cannot
modify the default All and None access levels.

General Access Level Properties

From the this window, select the Access Level tab. This will allow you to

) Access Level Properties
view some of the system component addresses as well record the access
level name and any additional notes. #ccess Level | Doors and Scheduies | Users |
Site: 1 Access Level 3 v Active
Viewing the Access Level Address - (Hanagemen] ,
At the top of the Access Level tab, Centaur displays the selected site’s
address as well as the address of the access level. The first access Notes:
level created is assigned Access Level: 3 as its address. Every time an
access level is added, Centaur increments the access level’s address v
by one. Addresses 1 and 2 are reserved for the All and None access
levels.
Enabling the Access Level
ak. | Cancel |

Select the Active check box to enable the access level, allowing you to
assign the access level as required. Clear the Active check box to
disable the access level without having to remove it from the database (this access level will not work for any card but the cards
having other access level will continue to work).

Typing the Access Level Name

In the Name text field, type a descriptive name for the access level (e.g. Management). Also, refer to “Typing Names and
Notes” on page 30.

Typing the Access Level Notes

Record any important explanations regarding the access level and its use. Use the Notes text field to keep a record of how an
access level was changed and when it was changed. Also, refer to “Typing Names and Notes” on page 30.
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Access Level Doors and Schedules

Access levels determine which doors in the system a card will have access to
and during which periods. This is done by enabling the desired doors in an

Access Level Properties

access level, then assigning a schedule to each selected door and Access Level Doos and Schedules | Lisers |

assigning the access level to the desired cards.

information on how to create schedules, see “Schedules” on page 92.
For information on how to assign an access level to a card, see “Cards” on
page 138.

Assigning Doors and Schedules to an Access Level

Perform the following to define the access level:

i i « » I~ Door 001:01 Always
For information on how to create doors, see “Doors” on page 116. For [ Door 001:02 Always

Cioor Schedule

1. Selectthe Doors and Schedules tab. Alist of all doors that have
been created in the site will appear with a check box on the left of

()8 | Cancel |

each one.

2. Toassign a door to the access level, select the check box associated with the desired door. A Schedule drop-down list

will become active.

3. From the Schedule drop-down list, select the schedule you would like to assign to the selected door.

4. Repeat steps step 2-3 to assign another door and schedule or click OK to save and exit.

Example: In figure below, the Back Door is enabled and has been assigned the General schedule. This means any card
assigned with this access level will be granted access to the back door only when the General schedule is valid.

Example of Access Level Programming

F
| Access Level Dromns armd 5 vl

Do Sehedul
W Eack Dior G
" Front Dood A
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User’s access level

The Users tab displays the list of users having this access level.

Lo . e Access Level Properties 9
Each user is displayed using its first name, last name, and the user group he . X]
be|0ngs to. Acoess Level ] Doors and Schedules  Users l

First Mame | Last Mame | Uszer Group |

()8 | Cancel

DELETING AN ACCESS LEVEL

In the Database Tree View window (left-hand portion of your screen), right-click the desired access level and click Delete from the
drop-down list. You can also select the desired access level and press the keyboard Delete key. A dialogue box will appear
requesting confirmation. You cannot delete the default All and None access levels.
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138

Cards

What Will | Find?

Programming a card allows you to define the card’s specific privileges. When setting up the users in the system, you must define
WHO has access to WHERE, and WHEN they have access. In order to program the cards, you must first program the site (see
“Sites” on page 32), doors (see “Doors” on page 116), holidays (see “Holidays” on page 88), schedules (see “Schedules” on
page 92), access levels (see “Access Levels” on page 134), and users (see “Users and User Groups” on page 58). Please

note that the number of cards your system can support is also limited by your Centaur edition (refer to “Centaur Editions” on page
9).
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Example: In “Figure 18”, the card will give access to the “Production Entrance” from 8:00AM to 5:00PM, Monday to
Friday including New Year’s Day, and 9:00AM to 13:00PM Sunday and Saturday.

Overview of Card Programming

Program the Holidays and assign each Program the periods and assign the desired
holiday to one or more Holiday Groups. 2 Holiday Groups for each desired Schedule.
| Haliday Propertis Bl | Schadule Propartis: &
Hobdsy Dot | Schedue  Deteds | I I
Stafl  End  Sar bor Tus Wed Tha Fr Sab Mol Hal2 Hald Hold
- | Poodl 000 0 T W F F F FT F
e e - biods [EO A P F T FEWI
E— == Pened 3 (IECE)  (ICEN)
Vioar | 2006 *|
Penod d: [0000 0000
7 oo Geoup 1 —| Prood 5 (0000 [0000
[~ Mplkday Gaoup Pescd [0 [om
[~ Holday Gioougs & Pesod 7. [ [oom
[ Holdsy Gagp 4

Peood i {0000 | D000

[ o] oo |

Program the Access Levels by assigning a
schedule to each selected door. Here we pro-
grammed the Production access level.

Assign the desired Access Levels and
program the required Card properties.

Card Properties @
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| B Frouction Enionce Heves 3 feeessLevel 2 [Nore ~| PIN: oooog |
|T RO v .
| Pllawasd Access Level 3 None - UseKeppad |
Paprdiction Fchedule ,—_| Card Traced [
| wheskl [Benerst L Access Level 4 Mane = Extended &ccess [
| Floor Group: MNone - Intedock Ovemide |
— ’h‘ Antipassback Ovemde [
| ocation nknown Guard Tow -
| Status: ’h‘
— r
al I Enable Counter
I” Disable Card After
Motes: ‘ J
L3

Programming a card allows you to define the card’s specific privileges. Cards can be added individually or in batches.You can also
add cards within the User Properties - Cards window (refer to “Cards” on page 68).
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ADDING CARDS

In the Database Tree View window, right-click Unassigned
i X . Card Properties @
Cards from the desired Site branch and click New Card. You
can also select Unassigned Cards and press the keyboard Diesaripton: ! Cordumber (HEX): (0000560002 |
Insert key. The Card window will appear, allowing you to LED Bigley e | Famiy Mumber: - |00T50
configure the card properties. Refer to “Modifying a Card” on AccessLevel T [None | Card Number oonoz
page 141 for more information. Access Level 22 |N0ne j PN 00000000 j
Access Level 3 |None j Use Keypad [
You can also add a batch of new cards all at once rather than =
. c , AccessLevel & [Nore Batch Adding Cards
adding each card individually. In the Database Tree View S m
window, right-click Unassigned Cards from the desired Site L ' ,% _
branch and select New Cards. Within the Batch Adding sesten: rienan | Makimum of cards you can creale:
Status: Irvalid How many cards vou want to create? |0

Cards window, specify how many cards you would like to

create as well as any common card information you would like

to specify for all cards and click OK. Centaur adds the

specified amount of cards to your database and auto-

increments the card numbers. If you wish to modify the cards, [ EnsbleCq Acoesslevel: Nane |

you will have to modify them individually within the Card ™ Dissble C. i t: 2 : =l
coess Level ol ’DnE—L|

window (see “Modifying a Card” on page 141). Notes: ’7 R
coess Level 4 ’h‘

‘what would be the Family number? aooao
‘what iz the starting card number? 000
r ‘what type of P.LM. you want? Mone -

Floor Group: ’h‘
Statusz: Yalid h

™ Use Keypad
™ Extended Access I Antipazshack Overide
I~ Card Traced I Interlock Overide

()8 | Cancel
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MODIFYING A CARD

From the desired Site branch in the Database Tree View window,

. . . . . . Card Properties @
right-click the card you wish to modify and click Properties
from the drop-down list. You can also select the desired card Descition ! Cord Number (HEX: |0000S60002 =
and preSS the keyboard Enter key LCD Display Mame: | Family Mumber: amsn
Access Level 1: |N0ne j Card Number: noonz
Cal'd |dentificati0n Access Level 2 |N0ne j PN 00000000 j
Access Level 3 |None j Use Keypad [
Use the Description and LCD Display Name fields to foosssLevel & |None =] e 1o ||:
Identlfy the card. Floor Group: |N0ne j Interlock Overide |
. Antipassback Overide [
Lo Location: |Unkn0wn j Guard Tour
Description Status: [Invalid =]
Use the Description text field to identify the card. We | =]
recommend using a name that is representative of the [ =]
card. Also, refer to “Typing Names and Notes” on page - .
30. I Enable Counter ’—
. [ Dizable Card After
LCD Display Name -
Use the LCD Display Name text filed to enter the name '
of the user that will be displayed on the Tracker LCD '
when the user punch (needs firmware R2-G3-70 in
order to work) [ ok | concel |

Family Number

The family number can be found printed directly on the card or written on a cross-reference sheet. The family number is
always the first part of the number and is usually followed by a colon (e.g. 247:1234). If you cannot locate the family number,
you can present the card to any reader in the system and its family and card number will appear in the User/Card field of the
Real-Time Events/Status window (see“Figure 19”). When you have located the correct number, type it into the Family
Number text box. This text box will not be available if the maximum family number is set to 0 (see “Selecting the Cards
Maximum Family Number” on page 43).

Card Number and Card Number (HEX)

The card number can be found printed directly on the card or written on a cross-reference sheet. The card number is always
the second part of the number and is usually preceded by a colon (e.g. 247:1234). If you cannot locate the card number,
you can present the card to any reader in the system and its family and card number will appear in the User/Card field of the
Real-Time Events/Status window (see “Figure 19”). When you have located the correct number, type it into the Card
Numbertextbox. Alternatively, enterthe card numberinhexadecimalinthe Card Number (Hex) fieldwhenthe “Hexadecimal
Card Numbers” check box on page 35 is selected. Entering the Card Number in decimal format will affect the Card Number
(HEX) field and vice versa.

Using the Real-Time Events/Status window to Find Out the Card Number

| Centaur: All Events E]
File Wiew Options Modules Help
IEMEIEN B @ @ 4 b @ P|ste " mogF @ i e € chE W E H ?
= Centaur | | Event Mame Description User/Card Field Time Logged Time Ll
= g Sites (1) Card modified Administrator Paul Smith, 150:3 FIZ3IZ0068 20017, FIZ3IZ0068 20017,
= ; Site 1 Card modified Administrator John Edwards, 150:4  7/23{2008 20:17:... FIZ3IZ0068 20017,
+ @ Users (13 J—"t
+ 0 visitors (1) Family NumberCentaur Card Number

- £ Unassigned Cards {2)
John Edwards
Paul Smith

Click on the ... button to load or add a card using a CMPP card enroliment station. This button is only available when the
Activate CMPP check box is selected (refer to “Activating CMPP for a Site” on page 48).
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Assigning Access to a Card

The Floor Group, Access Level 1 to Access Level 4 drop-down lists identify which doors and floors the card can access.

Floor Group

To obtain access to a door defined for elevator control, the desired cards must be assigned a valid floor group. If the selected
site has been set up for elevator control, a list of existing floor groups will appear in the Floor Group drop-down list. Select
the floor group you wish to assign to the card. This will determine which floors and during which schedule a card will have
access. For more information on floor groups, refer to “Groups” on page 186.

Access Level

Up to two access levels can be assigned to each card by default, and up to four when the “Extended Access Levels (Levels
3/4)” check box is selected (refer to page 42. When you click one of the Access Level drop-down lists, all active access
levels in the selected site will appear. Select the access level(s) you wish to assign to the card. This will determine which
doors in the site the card will have access to and during which time periods each door can be accessed. For information,
refer to “Access Levels” on page 134. If two or more access levels are assigned to a card, access is granted as long as
one of the defined access levels is valid when the card is presented.
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Setting Card Options

The following check boxes can be used to enable or disable the corresponding options or features.

PLN.

If the Use Keypad check box has been selected (see Use Keypad on page 130), the user will have to type the P.I.N.
(Personal Identification Number) recorded in the P.I.N. text box on the system keypad. The P.I.N. can be from four to eight
digits in length and each digit can be any numerical value from zero to nine. The P.I.N. length is also a function of the keypad
hardware being used. If desired, Centaur can automatically generate a unique P.I.N. for you. To do so, click the drop-down
arrow to the right of the P.I.N. text field and select the desired P.I.N. length.

Use Keypad

This option is used when a user presents their card to a reader that is accompanied by a keypad on the same side of the
door. If the Use Keypad check box is selected, the user will have to enter a “P.I.N.” (see above) on the keypad after
presenting their card to the reader before being granted access.

Card Traced

Track a user’s movements by generating a Card Traced event in addition to the Access Granted or Access Denied event
every time the card is used. To enable this feature, select the Card Traced check box. You can use Centaur’s report
generation feature to generate a report of all the Card Traced events. The Card Traced event can also be used to activate
a device such as a relay. The relay can be connected to a signalling device, warning the operator that a card with the Card
Traced feature enabled has been presented to a reader. For more information, refer to “Events” on page 174.

Extended Access
When a user is granted access to a door, the door will remain unlocked for the period defined by the door’s “Unlock Time”
(see page 125). When the Extended Access check box is selected, the door will remain unlocked for the duration of the

door’s “Extended Access” (see page 126) in addition to its Unlock Time. This option is particularly useful for individuals
that may require more time to access the door.

Example: A user is granted access to the front door with an Unlock Time of 15 seconds and an Extended Access time
of 30 seconds. If the option is enabled, the door will remain unlocked for 45 seconds instead of only 15 seconds.

Interlock Override

An interlock installation consists of two doors each controlled by a reader. Access will not be granted to a door in this
configuration if the other door is already open or unlock. With the Interlock Override feature enabled, the user does not
have to wait for both doors to be closed in order to access a door using the interlock feature. When using this option and
access is granted, the controller will generate an Access Granted - Interlock Override event. Also refer to “Assigning an
Interlock Input” on page 127.

Anti-passback Override
When the Anti-passback Override check box is selected, all the controllers in the site will ignore the anti-passback status
of the card (see “Enabling Controller Anti-passback” on page 109).

Guard Tour
When the Guard Tour check box is selected, the card can be used for guard tour check point validation. Refer to “Guard
Tour” on page 190 for more information.

Enable Counter

When the Enable Counter check box is selected, the number of times this card can be used on a door that has its Counter
option enabled (refer to “Counter” on page 124), will be limited to the number specified, up to 255 times.
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Disable Card After

When the Disabled Card After check box is selected, the card will be automatically disabled (unassigned) after the
specified number of days of inactivity (up to 365 days).

Selecting the card location

The Location drop list is used to indicate or change the global anti-passback status of a user card: In, Out or Unknown. All
user’s card location is set to Unknown after a reset of the global anti-passback. Refer to Global Anti-Passback Reset
Schedule on page 43 for more information.

Selecting Card Status

Each card can be tagged with one of five status levels. These status levels will determine when a user’s access card is valid.
Click the Status drop-down list to select one of the following status levels.

Valid
As soon as you click OK, the card’s programmed access privileges are valid and the user can begin using their card until
the status is changed.

Stolen, Invalid, or Lost
These status levels allow you to indefinitely revoke a card’s privileges without having to remove it from the database. As
soon as you click OK, the card can no longer be used until the status is changed.

Temporary

You can use this status level to create a card prior to the date the card becomes valid or for personnel on contract which
would require a card to be active for a specific period of time. When you select Temporary from the Status drop-down list,
the Start Date, End Date, Enable Card Traced, and Days Before End Date options become available.

Use the Start Date and End Date drop-down lists to select the day, month, and year the card becomes valid and the day,
month, and year the card expires. The card becomes active at 00:00 of the selected Start Date and expires at 24:00 of the
selected End Date.

When the Enable Card Traced check box is selected, a card traced event will be generated when the card is presented
within the defined number of days (Days Before End Date) before the End Date.

Typing the Card Notes

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a log of what
settings were changed and when they were changed. Also, refer to “Typing Names and Notes” on page 30.

DELETING A CARD

In the Database Tree View window, right-click the desired card and click Delete from the drop-down list. You can also select the
desired card and press the keyboard Delete key. A dialogue box will appear requesting confirmation.
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INTEGRATED ACCESS CONTROL

Elevator Control

What Will | Find?

Using the Centaur software, you can control the access of up to 64 floors per site. Each of the CA-A480-A Elevator Controllers can
control up to 16 floors and up to eight elevator controllers can be supported by each controller. You can interface the elevator cart’s
floor buttons with the elevator controllers’ relays and program them to follow a public access schedule (no card required) or to limit
access to individuals with a valid card. Only the floors that have been assigned to the elevator cart’s public access schedule or to a
floor group assigned to a card will be active.
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OVERVIEW OF ELEVATOR CONTROL

Elevator control allows you to define when certain floors from an elevator cart can be accessed and by whom these can be
accessed.

» Each site can control up to 64 floors.

» Each CA-A480-A Elevator Controller controls up to 16 floors.

» Each controller supports up to eight CA-A480-A Elevator Controllers.
» Each door supports four elevator controllers for up to 64 floors.

» Each door in a site represents an elevator cart and each one controls the same floors defined by the site.

Basic Overview of Elevator Controllers

Daar 1 Door 2
(Elewator Cart 1) [Elevator Cart 2)
[ = P Up to 4 Elevator Controllers Elevator Controllers
= F_ rvston _{ ',_|| (CA-A480-A) per door. (CA-A480-A) DIP Switch
r'\ Controdler | [T
- i-’ =t Floors Floors Floors Floors g E
11018 1Tie32 331048 491064
E-Bus Pa— L PWR OFFION @
To other CA-AASD| [T CA-AB0| [T CA-AED T CA-AED Ijl
CT-V800-A 4 Mawger || |As-ore || |A2Gw || |A2GN ||=For Door1 ormenseten| [ [l
Ba=OFF A =i F AdSOFF Aa=CiFF -
cantrollar ABeOFF ABCFF ABROFF ABSCIFF
(RS-485) / I v ¥ ALY OFFION |j|u:u
Floors Floors Floors Floors 1
11016 1732 3348 491064 RLY COMMS Hw
s — " — i
ca-adse| [T cAa-aesn) [TlcA-adsn [ ca-Ads0 ADDRESS B -
A= 1 =0 AN=OFF A1 =0N
Aol |aceorr|l |Acmon || | az-ol |f = For Door 2 sooress 4| [l
AZ=DFF AB=CFF ?.;-nr-' -{;-nrr Addre ﬁﬁi’-‘{hlﬂ‘ = — =
o o =
4 ¥ DIP Switch ADDRESS 3 B~
ADDRESS 1 H -

Quick Start Programming

To properly set up Centaur for elevator control, several different elements must be programmed as defined here:

1. Access the Site Properties window by right-clicking on the desired site from the Database Tree View window and
selecting Properties from the drop-down list. You can also select the desired site and press the keyboard Enter key. In
the Site Properties window, select the Floors tab and define the names and numbers of the site’s logical floors (see
“Site Floor Settings” on “Site Floor Settings” on page 46).

2. Program the door’s reader for elevator control and install it inside the elevator cart. The door cannot be used for any other
purpose other than elevator control. Access the Door Properties window by right-clicking on the desired door from the
desired controller’s branch within the selected site and clicking Properties from the drop-down list. You can also select
the desired door and press the keyboard Enter key. In the Door Properties window of the desired door, select the
General tab and set the Door Type to Elevator (see “Door Settings” on page 120). Please note that you cannot use any
doors from the 2-Door Expansion Modules for elevator control.
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3. Define when each floor of a door/elevator cart is accessible to the general public (no access card required). In the Door
Properties window of the desired door, select the Elevator Control tab and assign a schedule to each floor (see “Floor
Public Access Schedule” on page 130).

4. To access a floor when its schedule is invalid, you must create a floor group and assign the floor group to the desired
cards. Expand the Groups branch within the Database Tree View window, right-click on Floor Groups and click New
Floor Group from the drop-down list. You can also select Floor Groups and press the keyboard Insert key. In the Floor
Group Properties window, select the Floors tab and assign specific floors to the floor group and then assign a schedule
and an alternate schedule to the floor group (see “Floor Group’s Floors and Schedules” on page 186).

5. Access the Card Properties window of a desired user by right-clicking on the desired user, select Properties, select the
Card tab, select the card from the list then click on Modify. Assign a floor group to the card (see “Modifying a Card” on

page 141).
Example of Elevator Control
Door 1 for Door 2 for
Elevator Car 1 Elevator Car 2 CIP switch settings on elevator controller
mr determine fioor assignment of its relays
CT-Va00-A —
1 Controller 'j|
| [\\] Door 1/Elevator Car 1 Door 2/Elevator Car 2
E-Bus Floors 1 to 16 F] Floors 1 to 16 F]
To other / '
CT-Va00-A
contraller Button “582° for floor 1 Mot used wur Floor 1 Floor 16 | rur
[RS5-485) Button “SB1” for floor 2 Bulion “381" for flcor 2 Anoaees 1 18

Button "G for floor 3 ——
Button 17 for floor 4 —

Button “G" for floor 3 =
Button “17 for floor 4 =

Button “2° for floor 5§ ——— Button "2° for floor 5 ———
Button “3" for floor 6 Q Button 3" for floor 6 4'
Button “4" for flogr 7 ——— Mot used

Button °5° for flogr8 ——— Not used

[8) Fifth Floor Logical Floor #3

(4} Fourth Floor

(3) Third Floor

(2) Second Floor

(1) Firat Floor

Elevator Car 1
Legical Floors 1 to B

(&) General Floor

Elevator Car 2
Logical Floors 2 to 6

A —

(SB1) Parking Level 1

(8B2) Parking Level 2 Lagical Floor #1
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Relays

What Will | Find?

The CA-A460-P Relay Expansion Module adds seven additional relays to the CT-V900-A controller. Up to two relay expansion
modules can be added to each controller for a total of 16 relays per controller.

Typically, the relays are used to activate alarm sounders or other devices such as lighting control units and air conditioners. The
relays can be programmed to follow a schedule or to activate upon the validity of a schedule and disable after a programmed timer
has elapsed.

In order to add or create one or more relays, at least one site and one controller must be created. If you have not created a site,
please refer to “Sites” on page 32. For more information on setting up a controller, refer to “Controllers” on page 98. When

adding relays using the methods described in the following sections, you will be required to select an address for each relay. These
addresses represent a specific relay on the selected controller or on a Relay Expansion Module connected to the controller (see
figure on page 152).
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ADDING RELAYS

If you wish to add one relay or multiple relays at one time, right-click Relays from the desired co
window and select New Relays. You can also select Relays and press the keyboard Insert e
key. Select the desired relay address(es) and click OK. After adding the relay(s), you will have Paeloy D01 01 =

to configure them within the Relay Properties window (see “Modifying a Relay”). | Lﬂ,rﬂ

Add Devicos

7
%] Carnrd
|| Fetay 00N 04

Fiedey (N 18
|| Fielay (XN 0K

Fiekay (00 07
|| Fietay 000 008

Fieday (N {19
| Felay (110
L Fiekoy 0N 11

MODIFYING A RELAY

From the desired controller’s branch in the Database Tree View window, right-click the relay you wish to modify and click
Properties from the drop-down list. You can also select the desired relay and press the keyboard Enter key.

General Relay Properties

From Relay Properties window, select the Relay tab. The Relay tab will allow you to view the component addresses as well as
record the relay’s name and any additional notes.

Viewing the Relay Address

At the top of the Relay tab, Centaur will display the relay’s address, as well as the address of the controller and site to which it

is connected. For details on relay addresses, refer to the figure on page 152. For details on controller addresses, refer to
“Viewing the Controller Address” on page 101.
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Relay Address Assignment for Each Controller

Relays 1 and 2 are found on the controller.
Relays 3-16 are found
on the relay expansion modules,

" | CT-V900-A
Controller

Relay
Add. 1 ) _

A maximum of two relay expansion modules can
Eﬁf*’z be connected to the controller.

RELAY EXPANSION MODULE #2

Module
Addrassable

Relay Relay Relay Refay Felay Relay

Add. 4 Add. 6 Add. 8 Add 11 Add. 13 Add, 15
Relay Relay Relay Relay Relay Relay Relay Relay
Add. 3 Add. 5 Add. T  Add. 9 Add. 10 Add. 12 Add. 14 Add. 18
Typing the Relay Name

Use the Name text field to identify the relay’s use or location. We recommend using a name that is representative of the device
that it is controlling such as “Alarm Sounder Relay”. Also, refer to “Typing Names and Notes” on page 30.
Typing the Relay Notes

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a log of when and
what settings were changed. Also, refer to “Typing Names and Notes” on page 30.

Relay Activation Properties
From the Relay Properties window, select the Activation tab. The Activation tab will allow you to program the relay’s activation
schedules and activation timers as well as select the relay’s normal state (i.e. de-energized or energized).

Selecting a Time Relay Activation Schedule

From the Timed activation drop-down list under the Schedules heading, select the schedule that will activate the relay for the
period of time defined by the activation time (see “Setting the Relay Activation Timer” on page 153). At the start time of every
period in the selected schedule, the relay will activate for the amount of time specified in the Activation time text box,
regardless of the schedule’s end times. Refer to “Setting the Relay Delay Time Before Activation” on page 153.
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Sample Time Activated Schedule

Example: If you wish a relay to activate a bell from Monday to Friday at 8:00AM, 12:00PM, 3:00PM,
and 6:00PM for 10 seconds each time, you would program the relay and schedule as follows.

Raolay Praperties EJ e 5C hedule Froperties EJ
Pelsy  Acthvation | Schedule Detads
ekl
P ey Ered  Sor Mor Tus Wed Tha Fri Sat Hall Hol2 Hold Hol

Tired actiescior: |FEEIT I ~

Activatng | Neve -

Peand 1 | Tl FFFFF
Presod 2

Teraage Frexed 1

b T F R F R

=)
sn T F R FRFFET
o 3

Activstion e |10 seconda [ o G535} Pasiod d 3 [em VW FFKF
Dy e besloms acivestion: [30 seconds [0 b BEE35] Prsod & [ooog
Padod & i

Nisrractivabed slate: [Dmermegon -] P 7
Pesod i {0000 D000

I - [ ok | Concel |

At the Start of every period in the selected schedule, the relay will
activate for the amount of time specified in the Activation Time

— text box, regardless of the period’s End time. Relay activation can
be delayed by the value programmed in the Delay time before
activation text box.

Selecting a Relay Activation Schedule

From the Activating drop-down list box under the Schedules heading, select the schedule that will activate the relay for the
period(s) defined by the selected schedule. This feature will ignore the values programmed under the Timings heading and will
follow the selected schedule only.

Setting the Relay Activation Timer

In the Activation Time text field under the Timings heading, type a value between 0 and 65535 seconds (Default: 5 seconds).
This value represents the amount of time the relay will remain activated when enabled by a timed activation schedule (see

“Selecting a Time Relay Activation Schedule” on page 139) or when activated manually (see “Displaying and Controlling the
Status of a Relay” on page 248).

Setting the Relay Delay Time Before Activation

In the Delay time before activation text field under the Timings heading, type a value between 0 and 65535 seconds (Default:
0 second). This value represents the amount of time the controller will wait before activating the relay upon a valid time
activation schedule or when activated manually (see “Displaying and Controlling the Status of a Relay” on page 248).

Example: A Delay time before activation of 30 seconds has been programmed in the example shown in“Figure 23” on
page 140. If period 1 of the schedule becomes valid, the relay would activate 30 seconds after 8:00AM.
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Setting the Relay’s Non-Activated State

From the Non-activated state drop-down list, select the appropriate normal state.

De-energized

The relay output is energized when activated. This means the selected relay output on the controller will remain de-
energized until activated by a schedule or manually (see “Displaying and Controlling the Status of a Relay” on page 248).
When activated, the controller will change the state from off to on.

Energized

Therelay outputis de-energized when activated. This means the selected relay output on the controller willremain energized
until activated by a schedule or manually (see “Displaying and Controlling the Status of a Relay” on page 248). When
activated, the controller will change the state from on to off.

DELETING A RELAY

To delete an existing relay, right-click the relay from the appropriate controller’s branch in the Database Tree View window, and

click Delete from the list. You can also select the desired relay and press the keyboard Delete key. A dialogue box will appear
requesting confirmation.

DISPLAY RELAY STATUS AND MANUAL CONTROLS

When you click on the Relay Status icon from the tool bar, Centaur will display the current (live) status of the relays in the system.
If you wish to manually change the status of a relay, right-click the desired relay. You can also use the Shift or Ctrl keys to select
multiple relays if you wish to modify several relays in the same manner at once and then right-click on any of the selected relays. A
drop-down list will appear. Select one of the actions from the list. For more information, refer to “Displaying and Controlling the
Status of a Relay” on page 248
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INTEGRATED ACCESS CONTROL

Inputs

What Will | Find?

Each controller includes eight inputs which can be connected using ATZ Zone Doubling to monitor up to 16 input devices. Each
controller also supports up to three 2-Door Expansion Modules (CA-A470-A), which provide an additional 4 inputs each. Therefore,
each controller can monitor the state of up to 28 inputs.

Typically, the inputs are used to monitor and control the status of door contacts and request for exit devices installed on the
controlled door. The inputs can be programmed to follow a schedule, or to activate relays and/or bypass other inputs when
triggered. For additional information on how inputs can be used, refer to “Door Inputs and Outputs” on page 126.
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CONNECTING INPUTS

Each controller and its assigned 2-Door Expansion Modules can monitor the state of up to 28 inputs such as magnetic contacts,
motion detectors, temperature sensors or other devices. Inputs can be installed to a maximum distance of 1000m (3300ft.) from
the controller when using AWG #22 wire. The controller and its assigned 2-Door Expansion Modules can only use one of the
following input connection methods.

NC Input Connection

When this option is selected (see Setting the Controller Input Configuration on page 106), the controller will generate an alarm
condition when the state of an input is toggled (opened). This set up will not support tamper or wire fault (short circuit) recognition.
Connect one device to each input. For address assignment of the 2-Door Expansion Module’s inputs, refer to “Viewing the Input
Address” on page 160.

N.C. Input Connection Methods

NC CONNECTIONS FOR NC CONNECTIONS FOR
CT-V900-A CONTROLLER CA-A470-A
Controller 2-Doar Exp.
Address 1 Inputs Inputs
COM COM

e 234 —dfe——— =z
Address 3
— 73

Address § COM
— o756 A=
COM
olt s
v ZT-8
Address 7
Address 9
—';Hioi F9-10
COomM
Lo 7112
Address 11
Address 13
—%7 Z13-14
COoM
—-‘—,Hici Z15-16
Address 15
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ATZ 2R Connection

When this option is selected (see Setting the Controller Input Configuration on page 106), the controller will generate an alarm
condition when the state of an input is toggled (opened). An alarm condition will also be generated when a cut in the line occurs, but
will not recognize a wire fault (short circuit). Connect two devices to each controller’s input, but only one device to each 2-Door
Expansion Module’s input. For address assignment of the 2-Door Expansion Module’s inputs, refer to “Viewing the Input Address”

on page 160.
ATZ 2R Input Connection Method
ATZ 2R CONNECTIONS FOR ATZ 2R CONNECTIONS FOR
CT-V900-A CONTROLLER CA-A470-A
Mo 2K o C‘;:gﬁ.';” Ko < puts
l_:,ljrl l_:l'ﬂﬂ Z21-2 —E‘L Z1
COM ————— COM
Address 3 Address 4 1K Ohm

1k Ohm 22K Ohm
1K Ohm

Address § Address &
1K Ohm 22K Ohm

'[i r ‘[i T Z7-8 1K Ohm

Address 7 Address B
1K Ohm 22K Ohm

COM
24

|
i

Address 9 Address 10
1K Ohm 22K Ohm

(]
Z29-10

COM

Address 11 Address 12
1K Ohm 22K Ohm

Address 13 Address 14
1K Chm 22K Ohm

\
Z£13-14

COM

WZIE-IE

Address 15  Address 16
1K Cxhm 22K Ohm
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ATZ 3R Connection Method

When this option is selected (see Setting the Controller Input Configuration on page 106), the controller will generate an alarm
condition when the state of an input is toggled (opened). An alarm condition will also be generated when a wire fault (short circuit)
or a cutin the line occurs. Connect two devices to each controller’s input, but only one device to each 2-Door Expansion Module’s
input. For address assignment of the 2-Door Expansion Module’s inputs, refer to “Viewing the Input Address” on page 160.

ATZ 3R Input Connection Method

ATZ 3R CONNECTIONS FOR ATZ 3R CONNECTIONS FOR
CT-V900-A CONTROLLER CA-A470-A
Address 1 Address 2 Controller 2-Door Exp.
1K Ghm  2.2K Ohm EOL Inputs 1K Chm EOL Inputs
¥ 1K Ohm 1K Ohm
—212 ' 1
COM COoMm
—2Z34 ; M— Z2
# EOL EOL
Address 3 Address 4 % Ohm 1K Ohm 1K Ohm

1K Chm 2.2K Ohm
1K Ohm

Address 5 Address B A EOL
1K Ohm 22K Ohm 3 1K Ohm
1K Ohm ' WL g
- COoM
COoM M— 24

W e

EOL

Address 7 Address & K Ohm
1K Ohm 22K Ohm

Address 8 Address 10
1K Chm 22K, Ohm

EOL
¥ 1K Ohm
Z9-10
COM

Z11-12

EOL

Address 11 Address 12 1K Ohm
1K Chm 22K Ohm

Addreas 13 Address 14
1K Ohm 2.2 Ohm

EOL
¥ 1K Ohm
21314
COM

£15-16

EOL

Address 15 Address 16 % ©hm
1€ Ohm  2.2K Ohm
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ADDING INPUTS

In order to add one or more inputs, at least one site and one controller must be created. If you have not created a site, please refer

to “Sites” on page 32. For more information on setting up a controller, refer to “Controllers” on page 98. When adding inputs
using the methods described in the following sections, you will be required to select an address for each input. These addresses
represent a specific input on the selected controller as described in “Connecting Inputs” on page 157.

To add one input or multiple inputs at one time, right-click Inputs from the desired controller

. ' ) ! Add Devicos X
in the Database Tree View window and select New Inputs from the drop-down list. You — ==
can also select Inputs and press the keyboard Insert key. Select the desired input :_::ﬂ f'u &
address(es) and click OK. After adding the input(s), you will have to configure them within f s £ 0 Carerd
the Input Properties window (see “Modifying an Input” below). : ;::‘I -

TR

brigail KT 100
|| g 012
rpad (0113
| (X 14
|| e (EN S

MODIFYING AN INPUT

From the desired controller’s branch in the Database Tree View window, right-click the input you wish to modify, and click
Properties from the drop-down list. You can also select the desired input and press the keyboard Enter key.

General Input Properties

From the Input Properties window, select the Input tab. The Input tab will allow you to view the component addresses as well as
record the input name and any additional notes.

Viewing the Input Address

At the top of the Input tab, Centaur will display the input address, as well as

gt Prapertisg Q
the address of the input controller and site. Please note that the DIP switch |
settings on each CA-A470-A (2-Door Expansion Module) determines the iz beaal
address assignment of its input terminals as demonstrated in figure on page el et et
161. Moame [REX irgd Froni Do :J
Moheg
L]
.
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Overview of the inputs address assignation

Z1-2=  Input address 1 & 2

Z23-4 = Input address 3 & 4

Z5-6= Input address 5 & 6
EtVeooa ||| Z7-8= Input address 7 &8

Z9-10 = |nput address 9 & 10

Z11-12 = Input address 11 & 12
Z13-14 = Input address 13 & 14
Z15-16 = Input address 15 & 16

Z1 = Input address 17
CA-A4TO-A Z2 = Input address 18
~Eo Z3 = Input address 19
wl0= A Z4 = Input address 20

-1 71 = Inpul address 21

CA-A4T0-A Z2 = Input address 22
~[(Mo Z3 = Input address 23
¥ W J Z4 = Input address 24

—————— 71 = Input address 25

CA-A4TO-A Z2 = Input address 26
WO Z3 = Input address 27
rl= A Z4 = Input address 28

The settings of the DIP switches of each CA-A470-Adeterminent
the assignation of the terminal reader or keypad.
Typing the Input Name
Use the Name text field in the Input tab to identify the input’s use. We recommend using a name that is representative of the
device that it is controlling such as “REX Input (Front Door)”. Also, refer to “Typing Names and Notes” on page 30.
Typing the Input Notes

Use the Notes text field in the Input tab to record any additional notes that may be required. We recommend that you keep a
log of when and what settings were changed. Also, refer to “Typing Names and Notes” on page 30.
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Input Properties
From the Input Properties window, select the Details tab. The Details tab will o |
allow you to configure the input’s timers, normal state, schedule and whether a e

Dietals |

triggered input will bypass an input or activate a relay.
Configusiions | Mol Clooed |

Selecting the Input Normal State (N.C./N.O.) Enablg Schodhde. [Kbrat z
bl afponan bmn | (DRI g
From the Configuration drop-down list, select the input's normal state (e.g. Lol ok eees. [CEE00 v
Normally Closed or Normally Open). Typically a Normally Closed configuration Bypors deleyr [00005
is used for devices that open upon activation such as door contacts and Tkt sckvates ke THone -
request for exit detectors. Normally Open configurations are used for devices e e S e -
that close upon activation such as smoke detectors and water level sensors. : s
Aectvated sy ghoagy. | Moo =
. . Bypatt ingut [Merm -
Selecting the Input Enabling Schedule craksa >
From the Enabling Schedule drop-down list, select the schedule that will ' o | e

determine when the controller will take into account the input’'s status (i.e.
alarm, restore, etc.). The controller will ignore the state of the input when the
selected schedule is invalid. For more information on schedules, refer to “Schedules” on page 96.

Setting the Input Response Time

The Input Response Time (zone speed) defines how quickly the controller will respond to the triggering of an input. If the input
remains triggered for the period defined by the Input Response Time, the controller will log the Input in alarm event and react
according to its programming. This prevents any momentary glitch from causing unnecessary alarms. After adding an input
(see “Modifying an Input” on page 160), the Input Properties window can be opened to configure the input. In the Input
response time text field, type a value from 0 to 65535 ms (65.5 seconds). Please note that once an input is in alarm (input is
triggered for the duration of Input Response Time), another alarm won’t be generated until the system registers the input as
normal or restored (see “Setting the Input Restore Time” below).

Example: The Input Response Time is set for 600 ms and an input is triggered, but doesn’t stay in that state for at least
600 ms. The controller will not consider the input change state (i.e. no event generation, no alarm, etc.).

Setting the Input Restore Time

The Input Restore Time defines how quickly the controller will respond to the restoring of an input in alarm. If the input remains
restored (in its normal state) for the period defined by the Input Restore Time, the controller will log the Input restore/normal
event and react according to its programming. This only occurs if the input has already generated an alarm. In the Input
restore time text field, type a value from 0 to 65535 ms (65.5 seconds).

Bypassing Inputs with an Input

When an input is triggered, the controller can be programmed to bypass another input or a selected group of inputs. Also refer
to the example demonstrated on page 163.

1. From the This input bypasses input drop-down list, select which input will be bypassed upon triggering of the input.

2. From the Bypass input group drop-down list, select the input group that will be bypassed upon triggering of the
programmed input. For more information on input groups, refer to “Groups” on page 184.
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3. When aninputis programmed to bypass other inputs, the Bypass Delay determines how long the input(s) selected in
step 1 and step 2 will remain bypassed. The controller will use the Bypass Delay of the input being bypassed, not the
input Bypass Delay timer of the triggered input. In the Bypass delay field, type a value from 0 to 65535 seconds. If you
type a value of 0 second, the controller no longer follows the timer and becomes latched. This means that the input(s) will
be bypassed until the selected input is triggered again.

Example of Bypassing Inputs
In this example when input 1 is triggered, it will bypass input 2 for the period defined by input 2’s Bypass Delay (25 seconds).

Input 1 Input 2
Input Praperties El Input Praperties El
Ingun Dk | Input  Dietads |

Configusten’t | Motmaly Clooed = Corfigustior: | ([T =l
Ertabling Sehuschide [Advvicyn - Ertablig Sehciier [Abrigys. =]

bl spspronse b [(OFED 1 e srsprons biner [0GE] 1

Irgad smsdors Yevy [0S 1o Irgad smsdons ey [0S0 1o

Bypass delay. [00005 & Bypass deley [00025 &
Thiz ngek acSvabes el | Mone = Thia ingek acivabes whye. | Mone =
This inpid Barasses ot | - This impid Bapasses rot [Mone -
Acyabad sl oy | Mane b | Ackyabad il gioagy | Mane b |
Bfiais ot grougc | Mane = Bfais nout giopc | Mane =
i I Corcel i1 I Corcel

In this example when input 3 is triggered, it will bypass Door 001:03 Contact, Door 001:04 Contact, and Door 001:05
Contact for the period defined by their respective Bypass Delay timers (30 seconds for Door 001:03 Contact, Door 001:04
Contact, and 125 seconds for Door 001:05 Contact).

Input 3 Input Group 1
Input Praperties El Input Growp Properliss @
e Ciotads | Irgec Giou Irats |
Coorpauk [y Coved 5 [ Toee 0077 ot -
: ks — [ince OO0 REX
Eriodirg Schwule | Mg - [nee (N0 Conkact
bpad sepuonse fene [I0GIE1 1o iion B, P ;
hormrbn i w1 5w 01 T8 ot Bypass Delay Timer set to 30
Irgad imvsdoes Vv [0S0 o [nae (0713 BEX
—_— wi e (X7 04 Lokt Bypass Delay Timer set to 30
Bypast deler: (00005 ¥
Thin i acivates soki [None =] Bypass Delay Timer set to 125
This inpid Bapasses mok- |Mone -

vl el = [ OO 11 Gkt
Bypats ingat group =1 [iom OO N R34 5

[ or ] Coed |

C o ] cwen |
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Activating Relays with an Input

When an input is triggered, the controller can be programmed to activate one relay or a group of relays. The relay(s) will remain
activated for the amount of time defined by the relays’ Activation Time (see “Setting the Relay Activation Timer” on page 153).
Also refer to the example demonstrated below.

1. From the This input activates relay drop-down list, select the relay that will be activated upon triggering of the input.
2. From the Activates relay group drop-down list, select the relay group that will be activated by the input.

Example of Activating Relays with an Input

In this example when input 2 is triggered, relay 4 will activate for the period defined by relay 4‘s Activation Time (15 sec.).

164

Input 2 Relay 4
Input Prapertios R-l Raolay Proparties EJ
Ingut  Dretads | Prelsy  Actvition |
Scheduss
Configuent. | Mostnaly (e =l Tiened sctvison | Genoesl -
Enablng Schodule | Ay . | Activating | Mevs =l
gl sesponse e [IOGE o
- Ftrane
gt o beeex |r,|:r-| - Activtion e |15 seconda | o GEE35)
Blppars deleyr [00005 3 T A e ] seconds [0 ko BE535)
This ingut activabes iekey. | [GFTSIGILI -
This it Bypaaaes not [None ¥ Noractivated st [Dmermegon -
Ackyabad sl gitagy | Mane =1
Bppats nput group: | More - T ok, I_ Concel
] I Corcel

In this example when input 4 is triggered, it will activate relay 3, 4, and 5 for the period defined by their respective Activation Time
(15 seconds for relays 3 and 4, and 60 seconds for relay 5).

Input 4

cdvigroup.com

Relay Group 1

| Ralay Group Proparties

@.

o ]| fcwes |

Input Dretads | Aelsy G Felan i
Configusion: | Notmaly Dl | | Bty 0TI
: Firdag (1002 o
Enekiing Schascie. [Mbrin =] Pk T3 Activation Time setto 15
o o P e (T 6 Activation Time setto 15
U peoni K [00R00 e i ke (X715 Activation Time set to 60
Irgad imsdees Yevy (OGN 1o
Bypass deley: [00005 s
Thin ekt aciesbes reley. | Mone =
This el Bapssages mpul | Mone [
Actrates ey group |[[EETRIEPT I - |
Bfibts ot group | Morm -
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DELETING AN INPUT

To delete an existing input, right-click the input from the appropriate controller’s branch in the Database Tree View window

(left-hand portion of your screen), and click Delete from the list. You can also select the desired input and press the keyboard
Delete key. A dialogue box will appear requesting confirmation.

DISPLAY INPUT STATUS AND MANUAL CONTROLS

When you click on the Input Status icon from the toolbar, Centaur will display the current (live) status of the inputs in the system. If
you wish to manually change the status of an input, right-click the desired input. You can also use the Shift or Ctrl keys to select
multiple inputs if you wish to modify several inputs in the same manner at once and then right-click on any of the selected intputs. A
drop-down list will appear. Select one of the actions from the list. For more information, refer to “Displaying and Controlling the
Status of an Input” on page 248.
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166

Outputs

What Will | Find?

Each controller includes six multi-function outputs. Each controller also supports up to three 2-Door Expansion Modules
(CA-A470-A), which provide an additional 6 outputs each. Therefore, each controller can monitor the state of up to 24 outputs.
Typically, the controller’s outputs are used to control the built-in LEDs and buzzers of the card readers and keypads in the system.
For example, a red/green indicator on the reader will inform the user that access has been granted (changes from red to green), or
the reader buzzer will inform the card user that the door has been left open or the door has been forced open. You can individually
program each output to follow a specific event as well as determine whether the output will be timed, pulsed, or latched.
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OVERVIEW OF OUTPUT PROGRAMM

ING

Each controller includes six on-board multi-purpose outputs and each door can be assigned to activate one or more of these outputs.
Each controller also supports up to three 2-Door Expansion Modules (CA-A470-A), which provide an additional 6 outputs each.

Overview of Output Programming

Centaur: All Events

Wiews Options  Modules  Help

v B 9 @+ b €

=12 sites (1
= ; Manufacturing Plant {Montreal)

+ @ Users (23
+ O visitars (1)
+-£ Unassigned Cards (2)
+ ﬁ Access Levels (3)
+ Holidays {13
+-[ Schedules (4)
= @ Controllers {13

Assign which output(s) can be
activated by each door.

| Doar Prapartios

Dioti | Gebrstad  Iniruts ot Outpes | Usern | Elevstor Contiol

(T
Ingt [P Inget fFrort Door -]
Rndock | Dreabled =
REH Ingut
Inget | e 0 1M R -
17 S [ p— -

T e -
© Lirdock o BEX (Mol

— Linksck on B (Regaedacsy of Doos Siaus)

& Door 001:01

i Door 001:02 Irderigeke Ingad
¥ Relays I -1
L e rgnt [Hone =
= b Outp Gehaduet [Fevr ]

& Door 001:01 Buzzer
& Door 001:01 Green LED
& Door 001:01 Red LED
& Door 001:02 Buzzer

& Door 001:02 Green LED
& _Door 001:02 Red LED

Define what event(s) will cause
each output to activate.

+ ﬂ Events

[l Srireahon

= W 2 i} r 4

Cancel

'*E{ Macra D put Propertios
: 8 Group!s oo Dukenr - B
@ Cutput Timings (OB saconds i bs D0 T -l
+ AP Permissions (3] e e i it it
+- % Operatars (2) Ankporitack st [N ) [ e e [ =
+- N CCTY Commandg {13 = = =,
Accass gransad | OF = Dol ot | O x|
Apers densed | On = Ercie Borced opestc | (N £ |
FEX granint | O =] Fleader dissbed |01 -
RN dervedd [OH ] Dost et it [OR ] Tovarsgs [Hilbeconsa) |
ACoay frd-out !lll! "' Drocr oy 10 borgy | Flanking - On an On  OF
Wi for ket | 1 - Diooe undocked: [y ” Arbipansbeck peur [T [400 Kespad time-put [(50  [050
Kaypad bre-out | O Bt Hnoery ganbed :=';'-I'l. :.="I'-I'l whiong code on kepnad 106 100
- Actast dereed (100|100 Dioorppen: 000 (000
| o, I Reauent in Evit grandpet |00 |00 Dot bvced opare [0 [0
Fencumit 1o Ext eried. 100 [100 Diocr time-cut pre-dlaem. 100 [350
Ascebl ra-out (050 (050 Docr teantoakng (000|000
witng or keypad: |250 (250 Do wndockoedt (000 000

If an output event is programmed with Flashing, these
settings will determine the output flashing rate

Hesed n Lacion) detsl

Moter

(1.4
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ADDING OUTPUTS

In order to add one or more outputs, at least one site and one controller must be created. If you have not created a site, please

refer to “Sites” on page 25. For more information on setting up a controller, refer to “Controllers” on page 85. When adding outputs
using the methods described in the following sections, you will be required to select an address for each output. These addresses
represent a specific output on the selected controller as described in “Output Addresses” Figure below.

If you wish to add one output or multiple outputs at one time, right-click Outputs from the desired controller in the Database Tree
View window. From the drop-down list, select New Outputs. You can also click the desired output and press the keyboard Insert
key. Select the desired output address(es) and click OK. After adding the output(s), you will have to configure them within the
Output Properties window (see “Modifying an Output”).

MODIFYING AN OUTPUT

From the desired controller branch in the Database Tree View window, right-click the output you wish to modify click Properties
from the drop-down list. You can also click the desired output and press the keyboard Enter key.

General Output Properties

From the Output Properties window, select the Output tab.

. ] | Chutpast Properties E:i
The Output tab will allow you to view the component addresses ;
" Outpnst | Ervistiy
as well as record the output’s name and any additional notes. :
T Corbiollei 1 D 5
Viewing the Output Address toere e 1 Bim "
Atthe top of the Output tab, Centaur will display the output’s Hokas [
address, as well as the address of the output’s controller ¥
and site. Please note that the DIP switch settings on each
2-Door Expansion Module determine the address
assignment of its output terminals.
I
Output Addresses
W —
CT-Va00-A
Controller
— | e ———————
E-Bus CA-A4T0-A CA-A4TO-A CA-A4TO-A
oW (Mg -l
s lT= L ra = - e
OUT1 = Add. 1 OUT1=Add. 7 OUT1 = Add. 13 OUT1 = Add. 19
OUT2 =Add. 2 OUTZ =Add. 8 OUT2 = Add. 14 OUT2 = Add. 20
OUT3 = Add. 3 OUT3=Add. 9 OUT3 =Add. 15 OUT3 = Add. 21
OUT4 = Add. 4 OUT4 = Add. 10 OUT4 = Add. 16 OUT4 = Add. 22
OUTS =Add. 6 OUTS = Add. 11 OuUTSs = Add. 17 OUTS = Add. 23
OUTE = Add. 6 OUTE = Add. 12 OUTE = Add. 18 OUTE = Add, 24
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Typing the Output Name

Use the Name text field to identify the output and its use. We recommend using a name that is representative of the device that
it is controlling such as “Door 1 Buzzer”. Also, refer to “Typing Names and Notes” on page 30.

Typing the Output Notes

Use the Notes text field in the Output tab to record any additional notes that may be required. We recommend that you keep a
log of when and what settings were changed. Also, refer to “Typing Names and Notes” on page 30.

Output Settings

Each controller includes six multi-function outputs. Each controller also supports up to three 2-Door Expansion Modules
(CA-A470-A), which provide an additional 6 outputs each. Therefore, each controller can monitor the state of up to 24 outputs.
Typically, the controller’s outputs are used to control the built-in LEDs and buzzers of the card readers and keypads in the system.
You can individually program each output to follow a specific event as well as determine whether the output will be timed, pulsed or
latched. Also, refer to “Overview of Output Programming” on page 167. Determine how the six outputs will be used. Typically they
are set up as follows:

» Output 1 - Access Granted for Door 1 (green LED)
» Output 2 - Access Denied for Door 1 (red LED)

» Output 3 - Access Granted for Door 2 (green LED)
» Output 4 - Access Denied for Door 2 (red LED)

» Output 5 - Beeper for Door 1 (buzzer)

» Output 6 - Beeper for Door 2 (buzzer)

Setting the Output Activation Events

You can program the output to activate upon the occurrence

of one or more selected events. After setting the activation
events for all required outputs, you must determine which

outputs can be activated by each door (see “Assigning Ackrgtion e [0 soconds j0 s 99 [ B
Outputs to a Door” on page 128). For example, if the

Dutpee  Eventa |

« ” ) Anbparsheck dahe | Flids = i el on eypad | Fladheg -
Access Granted” event is set to On for output 2, but = - o -

: . CHLE s | O s ¢ [ 0F - ™
output 2 has not been assigned to a door, the output will el ko Duoce pers |0 | T toched
never activate. To set the output’s activation events, Arcein dered :h1--=->.| x Erat bonced operc | n =] F latched
perform the following: RExtgrantaet |ON - Fleader daabled |11 | T isched

RExdermdt PO ®1  fhoos gsrs e s [Flsshing | ke

. . e Tem = = 4 ra
1. From the Output Properties window, select the Aot ftne-out: | (1 t] ooor opn 100 beng: | OR =] ¥ ltched
Events tab. Waing o kigpad [Fachng = Doaidodet o T] T hched

Kiypad -0t |Flachangg =

2. Inthe Events tab you will find 15 events, which are ar :
described in the following sections. Each event has a s
drop-down list allowing you to select Off, On, or
Flashing. Select the desired setting for each event.

+ Ifyou select Off, the selected event will never activate the output.

» If you select On, the output will activate for the amount of time defined by the Activation Time (see step 4) when the
corresponding event occurs.

+ Ifyou select Flashing, the output will activate for the amount of time defined by the Activation Time (see step 4)
and will flash according to the rate defined by the programmed Output Timings (see “Setting a Flashing Output’s On/
Off Timers” on page 158) when the corresponding event occurs.
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3. Sixof these events also have a latched check box. If the latched check box is selected, the output will ignore the
Activation Time and instead will follow the event that activated it. This means the output will deactivate when the event is
restored.

4. Inthe Activation time text field, type a value from 0 to 999 seconds. If an event is set to On or Flashing (see step 2) and
the event occurs, the output will activate for the amount of time defined here unless the latched check box is selected.

5. Selecting the Inverted check box will reverse the output’s normal condition to ON. Therefore, when activated, the output
will turn OFF and when the output is deactivated, the output will turn ON.

6. Click OK.

Anti-passback status

If the Anti-passback feature is enabled (see “Controller Anti-passback Settings” on page 109 and a controller registers
two subsequent Entries or two subsequent Exits, the appropriate “Access Denied - Anti-passback violation” event will be
generated and the output will be activated.

Access granted
The output can activate when access has been granted to the door following the presentation of a valid card or keypad code.

Access denied
The output can be activated when access has been denied to the door following the presentation of an invalid card or keypad
code.

REX granted

The output can activate when a request for exit device (vertical detector) assigned to a door’s REX input (see “Assigning a
REX Input (Request for Exit)” on page 127 has been triggered.

REX denied

The output can be activated when a “REX denied” event occurs other than the “REX Denied - Schedule Invalid” event (i.e.
interlock enabled).

Access time-out
The output can be activated when access has been granted, but the door was never opened during the unlock period (see
“Unlock Time” on page 125 and “Extended Access” on page 126).

Waiting for keypad
When both a reader and a keypad are required for access (see “Use Keypad” on page 143), the output can be activated
as soon as the reader has granted access.

Keypad time-out
When both a reader and a keypad are required for access (see “Use Keypad” on page 143)), the output can be activated
when the reader grants access, but no P.I.N. is entered on the keypad within 30 seconds.

Wrong code on keypad
The output can be activated when an incorrect code is entered on a keypad after a valid access card is presented (see “Use
Keypad” on page 143)).

Door open

The output can be activated whenever an access control door is opened (see “Assigning a Door Input” on page 126). Also,
when using this event, the output can be latched.
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Door forced open
The output can be activated whenever an access control door is forced opened (see “Assigning a Door Input” on page
126). Also, when using this event, the output can be latched.

Reader disabled
The output can be activated whenever a programmed door has been manually disabled (see “Displaying and Controlling
the Status of a Door” on page 248). Also, when using this event, the output can be latched.

Door open pre-alarm
The output can be activated whenever a “Door Left Open” event occurs. This occurs when the door has been open for the
duration of the Pre-alarm timer (see “Pre-alarm Time” on page 125). Also, when using this event, the output can be latched.

Door open too long

The output can be activated whenever a “Door Open Too Long” event occurs. This occurs when the door has been open for
the duration of the Open Too Long Timer (see “Open Too Long” on page 125). Also, when using this event, the output can
be latched.

Door unlocked

The output can be activated whenever an access control door is unlocked. Also, when using this event, the output can be
latched.

Setting a Flashing Output’s On/Off Timers

If any of the output’s selected events have been set to Flashing

(see “Setting the Output Activation Events” on page 169), you

must define the rate of the output’s flashing for each event. The it i

Output Timings are programmed for each event and not per e e St

output, therefore affecting all outputs. To do so: Antipaubeck tonur | 400 Feypadlimecul. j00 |00

Accem granted (X1 (IXN) ‘liong code on kevpad (100 100

1. Right-click Output Timings from the Database Tree View an:b:-::: :::: ;_:c o 1::: k:_.: :;
window and click Properties from the drop-down list to ey e S o e e
display the Output Timing Properties window. You can also Acosss tineout |09 |50 Dot s o enge. Joo0 - Jaoe
select Output Timings from the Database Tree View Wi b hepresd. (350 (550 Boos urkickact [000 000
window and press the keyboard Enter key. T

2. Inthe Timings tab, you will find the same events that are P
found in the Events tab of the Output Properties window 5
(see “Setting the Output Activation Events” on page =
169)). e

3. Inthe On and Off text fields, type a value from 0 to 999
milliseconds. This will set the rate of flashing for the output.

4. Click OK.

Use the Reset to factory default button to restore the default factory timing for each event.
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DELETING AN OUTPUT

To delete an existing output, right-click the output from the appropriate controller branch in the Database Tree View window and

click Delete. You can also click the desired output and press the keyboard Delete key. A dialogue box will appear requesting
confirmation.

DISPLAY OUTPUT STATUS AND MANUAL CONTROLS

When you click on the Output Status icon from the toolbar, Centaur will display the current (live) status of the outputs in the
system. If you wish to manually change the status of an output, right-click the desired output. You can also use the Shift or Ctrl
keys to select multiple outputs if you wish to modify several outputs in the same manner at once and then right-click on any of the
selected outputs. A drop-down list will appear. Select one of the actions from the list. For more information, refer to “Displaying and
Controlling the Status of an Output” on page 248.
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INTEGRATED ACCESS CONTROL

Events

What Will | Find?

Every event that occurs in the system can be programmed to perform a series of actions. Schedules can be assigned to each
event defining when the event will be displayed on the screen and when it will be saved in the database. Select which device (i.e.
relay) can be activated, when it can be activated and the length of activation. A schedule defines when an event will require
operator acknowledgement while providing the operator with detailed instructions.
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EVENT DEFINITION OVERVIEW

Every event that occurs in the system can be programmed to perform a series of actions. The event definitions are programmed
separately for each site in the system. A default event definition for all devices and/or users can be created as well as separate
event definitions for each event-related device, user, and visitor.

1. To select the desired event,

double-click Events i (%]
from the desired Site Settngs lor | Dl w| Cod Holdest | Dadmit | Gérial | Alws | Fad | Video | Macm & Headeooni | 1
branch in the Database i . Echacils

Tree View window. | Serme [ -]
Right-click the desired Dink: [bage =]
event and select

Properties. You can el el -
also select the desired s i L
event and press the Ll e ] _
keyboard Enter key. D ot
The event’s properties Schedule: <]
window will appear.

2. Alist of devices related
to the selected event will
appear in the event’s
properties window. From the Settings for list, select either Default (see “Programming a Default Event Definition” on
page 176) or Devices (see “Programming a Device-Specific Event Definition” on page 176). If necessary, select one or
more devices from the list.

3. Alist of users related to the selected event will appear in the event’s properties window. From the Users list, select either
Default (see “Programming a Default Event Definition” on page 176), User, or Visitor (see “Programming a Device-
Specific Event Definition” on page 176). If necessary, select one or more users from the list.

4. Program the event’s definitions using the General tab (see “Event Schedules and Device Activation” on page 177), the
Alarms tab (see “Alarm Acknowledgement” on page 179), the E-Mail tab (see “E-Mail Activation” on page 181), the
Video tab (see “Event-Activated Video Control” on page 182), or the Macro & Headcount tab (see “Macro &
Headcount” on page 183).

5. Click Apply and click OK. The selected event will appear in bold under Events in the Database Tree View window to
indicate that changes were made.
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Programming a Default Event Definition

A default event definition enables

Access granted
you to program the same
settings for more than one Settings for: | Default +| Card Holders: | Default - General ]Alarms] E-Mail | Viden | Macro & Headeount | |
device and user (usually to [#IFrort Door ( [CIFrark. Smith, COVI Laval, Canada ]/ Schedule
apply to all devices and users g:g““m Erfiance [JJchn Dole, COMI Laval Canads Sereen:  [Always =l
in the list). When you select ' Disk: [Always =l
Default from the Settings for —
and Users drop-down list (see Deviee Acthvaton
step 2 and step 3 in “Event feters M5 =
Definition Overview”), the Time: [ (B8535 ms. maw)
definitions that you program in Device: | I~
the General, Alarms, E-Mail, Schedule: | =]
Video, and Macro &
Headcount tabs will apply to

all devices and users whose
check boxes are cleared. Exit

Programming a Device-Specific Event Definition

A device-specific event definition

Access granted
enables you to program
different settings for each Seftings for. |Devices | CardHolders: | Devices j:]—j General | dlams | E-Mai | Video | Macro & Headoount |

device and user in the list. [w]Frant Door [1Frank Smith, COW Laval, Canada Sehedule

When you select Devices SEESUCHW Entrance [wflohn Dole, COW| Laval, Canada Screen: |Always j
from the Settings for and/or Disk: [ hways =]
Card Holders drop-down list —

(See Step 2in “Event Device .éfc:tlvatlon

Definition Overview” on page - BB =
175), the definitions that you Time: [ (B8535 ms. maw)
program in the General, Device: | =l
Alarms, E-Mail, Video, and Schedule: | =]
Macro & Headcount tabs will

apply to the highlighted

devices. In this case, Front
Door and John Dole. Exit

Reset Event’s Definition to Default

To reset an event’s definition to default, right-click the desired event from the Events branch in the Database Tree View window
and select Reset Settings. You can also select the desired event and press the keyboard Delete key.

Setting the event’s definition to default will:
« Always show the event in the Real-Time Events/Status window (see “Screen” on page 177)
» Always log the event in the Event database (see “Disk” on page 177)
» Disable alarm acknowledgement (see “Enabling Alarm Acknowledgement” on page 179)

» Disable CCTV control (see “Enabling CCTV Control for an Event” on )page 182)
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EVENT SCHEDULES AND DEVICE ACTIVATION

Once an event has been
i i Access granted
selected as described in

Settings for. | Default v | Card Holders: | Default - General ]Alarms] E-tail ] Yideo ] Macro & Headcount]

“Event Definition Overview”
[W]Frant Ciaar [IFrank Smith, CO%I Laval, Canada Sehedule

on page 175, click the [(JPraduction Entrance [(JJohn Dole, COWI Laval, Canada e |Always j
General tab in the event’s [IRED
Properties window to program
its general properties. Divice Activation

[~
Action: | MHone j
I~
I~

Dizk: |Always

Selecting the Event Ti.me: [ (65535 ms. maw)
Schedules Device: |

Scheduls: |
Under the Schedule heading
you can define when the
selected event will be
displayed in Centaur’s Esit
Real-Time Events/Status
window as well as when the
event will be logged in the Centaur database.

Screen
From the Screen drop-down list, select the schedule that will define when the event will be displayed in the Real-Time Events/
Status window. If the event occurs when the schedule is valid, the event will appear in the Real-Time Events/Status window.
Disk
From the Disk drop-down list, select the schedule that will define when the event will be logged in Centaur’s databases. If the
event occurs when the schedule is valid, the event will be saved.

Selecting a Device and Setting its Properties

Under the Device Activation heading you can define a specific device such as a relay or output to activate or deactivate when the
selected event occurs. Also, refer to the example on page 178.

Device activation will only function when the Centaur Server is running (connected). Device activation will NOT

A function if the Centaur Server is offline or if the selected devices are from a remote (dial-up) site. This warning
applies to the Centaur Server only. Whenever the Server comes online again, events that occurred in the last 15
minutes will activate a device. Events older than 15 minutes will be ignored upon connection.

Action

From the Action drop-down list located below the Device Activation heading, select the type of device or group of devices
that will be activated when the event occurs. You can activate/deactivate outputs or relays, lock/unlock doors, and enable/
disable door groups. Also refer to “Groups” on page 184.

Timed

If the device selected in the Action drop-down list is labelled Timed, you can type a value from 0 to 65535 seconds in the
Timed text field. The device will activate or deactivate for the period programmed in the Timed text field. If the selected device
is not Timed, the Timed text field will be unavailable.
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Device

After selecting an Action, use the Device drop-down list to select which device or group of devices will be affected by the
selected action.

Schedule

The selected device(s) will only activate or deactivate when the schedule selected from the Schedule drop-down list is active.
Also refer to “Schedules” on page 92.

@ Example: In “Figure 327, any time (1) Front Door (2) is forced open (3), relay 001:03 (4B) will activate (4A) for 30
seconds (5).

Example of Activating a Device with an Event

3 Door forced open alarm
Settings for. |Devices | Card Holders: | Devices - General ]Alarms] E-Mail ] Video ] Macro & Headcount]
2 | w|Front Door [ |Frank Smith, CDW Laval, Canada Schedule
[1Production Entrance [(lJohn Dole, CO%I Laval, Canada Screen: |A|ways j
[CIR%D
Dizk: |Always j

Device Activation

Action: |Activate Fielay [timed) j 4A
Time: [00030 (55535 ms. max.] 5
Device: |Relay 00103 ~| 4B
Schedule: |Always j 1

QK | Exit Apply
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ALARM ACKNOWLEDGEMENT

Alarm acknowledgement allows

Access denied - Card expired
you to program an eventto
giVe Operators awa rning and/ Settings for: | Default | Card Holders: | Default - General Alams l E-Mail ] idea ] Macro & Headcount]

. . . [CIFrant Door [CIFrark Smith, Default Compary I Requires acknawledgement
orinstructions concerning the [CIFroduction Entrance [1John Dole, Default Compary | J
event that just occurred. RS0 Sl
These instructions will appear Instructions:

in the alarm
acknowledgement window.
The operator can then
acknowledge the event and
provide details concerning the
event. To program an event’s
alarm acknowledgement
properties:

Exit

1. Select the desired
event as described
in “Event Definition Overview” on page 175.

2. Selectthe Alarms tab.

3. Enable the alarm acknowledgement by selecting the Requires acknowledgement check box. For more information,
refer to “Enabling Alarm Acknowledgement” on page 179.

4. Inthe Schedule drop-down list, select the desired schedule. For more information, refer to “Selecting the Alarm
Acknowledgement Schedule” on page 179.

5. Type the desired instructions and details that the operator will see on the screen into the Instructions text field. For more
information, refer to “Typing the Instructions for the Selected Alarm” below.

Enabling Alarm Acknowledgement

Select the Requires acknowledgement check box to enable the Alarm Acknowledgement feature. If the check box is cleared the
feature will be disabled and the Schedule drop-down list and the Instructions text field will be unavailable. If this feature is
enabled, you can also use “Centaur Wave Player” (see page 270) to program Centaur to play a sound every time the selected
event occurs.

Selecting the Alarm Acknowledgement Schedule

Select a schedule from the Schedule drop-down list. The event will only appear in the alarm acknowledgement window when the
selected schedule is valid. Also refer to “Schedules” on page 92. For this feature to function, you must enable alarm
acknowledgement (see “Enabling Alarm Acknowledgement” on page 179).

Typing the Instructions for the Selected Alarm

In the Instructions text field type the instructions or warnings that you wish to provide to the operator. These instructions will
appear in the alarm acknowledgement window when the event occurs and the schedule is valid. For this feature to function, you
must enable alarm acknowledgement (see “Enabling Alarm Acknowledgement” on page 179.
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Acknowledging Alarms

The following details how an operator can acknowledge an alarm.

1.

If the event meets the programmed criteria (see “Alarm Acknowledgement” on page 179), the event and its programmed
instructions appear in the Alarms window. To play a sound file every time the event occurs, refer to “Centaur Wave
Player” on page 270.

The operator can acknowledge one event and type any comments, or the operator can acknowledge all events without
providing any comments. To acknowledge one event, right-click the event in the alarm acknowledgement window and
select Acknowledge from the list. Go to step 3. To acknowledge all events, right-click any event in the alarm
acknowledgement window and select Acknowledge all from the list. Go to step 4.

The Acknowledge alarm acknowledgement window appears. Type any comments in the Comments text field and click
Acknowledge.

The “Operator Acknowledge” event appears in the Real-Time Events/Status window. View all acknowledged events by
clicking the Acknowledged Events icon from the tool bar. To view any recorded comments, click the Acknowledged
Events icon, right-click the desired event in the Real-Time Events/Status window, and click View Comments.
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E-Mail Activation

After selectlng an eventas Access denied - Card expired
described in “Event Definition _
. " Settings for: |Default | Card Holders: | Default - General] Alarms  E-Mail ]\u"ideo ] Macro & Headcount]
Overview” on page 175,
. . . [C1Front Door [CIFrank Smith, Default Compary [ Send E-Mail
CIICk the E'Mall tab in the [C1Production Entrance [(JJohn Daole, Default Comparny
IR0 Schedule: | J

event’s properties window to
program the E-Mail settings
for that event.

To: |
(Ciez |
Bee: |

Meszage:

Enabling Sending
E-Mail for an Event

Select the Send E-Mail
check box to send E-Mail
whenever the selected event
occurs. When selected, all
fields become available.

Exit

Selecting the E-Mail Schedule for an Event

Select the schedule from the Schedule drop-down list, which determines when Centaur can send the programmed E-Mail. If the
selected schedule is not valid when the event occurs, Centaur does not send the associated E-Mail. The Schedule list is only
available if the Send E-Mail check box is selected. For more information on schedules, see “Schedules” on page 92.

Typing the Operator E-Mail Addresse(s)
In the To, Cc, and Bcc text fields, type the E-Mail address(es) of the user(s) that you wish to send the E-Mail to. Only one E-mail

address per field is supported.

Typing the Message for the Selected Event

In the Message text field type the content of the E-Mail message that you wish to send to the operator. This message will be sent
to all the operator(s) defined in the To, Cc, and Bcc field E-Mail addresses when the event occurs and the schedule is valid.

For this feature to work, Microsoft Outlook 2003 must be installed and configured on the Centaur server. Only one
E-Mail per field is allowed, not possible to use; to separate E-Mail addresses.

If Centaur Service Manager is set as a service under Windows (see page 16), you must do the following. Click Start,
Control Panel, double-click Administrative Tools, Services, and Centaur. From the Centaur Properties window,

A select This account from the Log On tab, enter Administrator for this account or any Windows administrator user, enter
the Windows user’s password in the Password and Confirm password fields, click Apply, and click OK.
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182

EVENT-ACTIVATED VIDEO CONTROL

After selecting an even

fte ?e ec.t ganeve t.a.s. hccess denied - Card expired
described in “Event Definition :
Overview” on page 175 Settings for: | Default v |  Card Holders; | Default - General] Alarms] E-Mail Videa | Macro & Headcount]

f . : , [CIFront Door [CIFrank Smith, Default Company I™ Send ASCIl Cammand
click the Video tab in the [CIFroduction Entrance [1John Daole, Default Compary
event’s properties window to IR0 Schedue: | i
program the CCTV and DVR Command: | E
settings for that event. To Protocat: | =l
activate CCTV control for a I Link To DVR
site, refer to “Site CCTV Port DR Name: | =]
Settings” on page 47. To Channel. | =]
program CCTV commands, Display viden: Seconds before event time
refer to “CCTV Commands” Display videa: ’—_| Seconds after event time
on page 204.
Enabling CCTV | e | |

Control for an Event

Select the Send ASCIl Command check box to send a CCTV command to the connected video switcher whenever the selected
event occurs. When selected, all lists become available.

Selecting the CCTV Control Schedule for an Event

Select the schedule from the Schedule drop-down list, which determines when Centaur can send the programmed CCTV
command. If the selected schedule is not valid when the event occurs, Centaur does not send the associated CCTV command.
The Schedule list is only available if the Send ASCIl Command check box is selected. For more information on schedules, see
“Schedules” on page 92.

Selecting the CCTV Command for an Event

From the Command list select the CCTV command that you want to send to the connected video switcher whenever the selected
event occurs. The Command list is only available if the Send ASCIl Command check box is selected. For more information on
how to program CCTV commands, refer to “CCTV Commands” on page 204.

Selecting the Video Switcher Protocol for an Event

From the Protocol list select the protocol used by the video switcher connected to the computer’s COM port (refer to “Site CCTV
Port Settings” on page 47). The Protocol list is only available if the Send ASCIl Command check box is selected.

Link to DVR

Allows the use of a DVR video when the event occurs. A camera icon will appear in front of the DVR event in the
Real-Time Events/Status Window.

DVR Name
Select a DVR from the list you want to associate to the event. Refer to “Adding a DVR” on page 200 to add new DVR in the list.
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Channel

Select the DVR camera channel from the list you want to associate to the event.

Display Video Before and After Event Time

Allows to view up to 60 seconds of video preceding and following the event. When an event occurs, the video associated to the
event will contain a video length corresponding to the configured duration before and after the event.

MACRO & HEADCOUNT

After selecting an event as Access granted

described in “Event Definition

Overview” on page 175 Settings for: | Default v|  Card Holders: | Default - General | Alarms | E-Mail | video Macro & Headcount ]
verview ,
. [CIFront Door [CIFrank Smith, Default Compary [ Execute Macio

click the Macro & Headcount [CIFroduction Entrance [1John Daole, Default Compary o | J

tab in the event’s properties IR0 eneeue

window to program the macro Macra | =

and headcount settings for [ Start Headcount

that event. I Stop Headcount

Execute Macro

Select the Execute Macro

check box to execute a macro
action whenever the selected
event occurs. When selected, Exit
all lists become available.

Selecting the Macro Schedule for an Event

Select the schedule from the Schedule drop-down list, which determines when Centaur can execute the programmed macro.
If the selected schedule is not valid when the event occurs, Centaur does not execute the associated macro. The Schedule list
is only available if the Execute Macro check box is selected. For more information on schedules, see “Schedules” on page 79.
Selecting the Macro for an Event

From the Macro list select the macro action that you want to execute whenever the selected event occurs. The Macro list is
only available if the Execute Macro check box is selected. For more information on how to program macro actions, refer to
“Macro” on page 218.

Start Headcount and Stop Headcount

Enable start headcount by selecting the Start Headcount check box if you want to start the headcount process when the selected
event occurs. Select the Stop Headcount check box to stop the headcount when the selected event occurs.
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184

INTEGRATED ACCESS CONTROL

Groups

What Will | Find?

In the Centaur Integrated Access Control System you are often required to select one specific device (i.e. door or relay). Centaur
provides you with the added option of creating a group. A group consists of more than one device. Therefore, instead of just
selecting one device, you can select a group, which would represent, for example, relays 3, 4, and 5. There are eight types of
groups: Companies, Departments, Job Titles, Floors, Risk Levels, Doors, Inputs, and Relays.
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WHAT ARE GROUPS?

When a card is presented to a reader programmed for elevator control, Centaur ignores the card’s assigned access levels and

instead verifies the card’s assigned floor group. If the floor group’s assigned schedule (see “Selecting a Floor Group Schedule” on
page 187) is valid, Centaur will allow access to the floor group’s assigned floors (see “Assigning Floors to a Floor Group” on page

186).

The door, input and relay groups enable you to create groups of devices, such as relays, that can be activated or deactivated

together when a specified event occurs.

Table 1: Where are the Groups Used

GROUP TYPE USED IN CROSS-REFERENCE
Companies User and Visitor “General User Properties” on page 60 and
Properties “General Visitor Properties” on page 80
Departments User Properties “General User Properties” on page 60
Job Titles User Properties “General User Properties” on page 60

Floor Groups

Card Properties

“Assigning Access to a Card” on page 142

Risk Levels Locator Refer to “Centaur’s Locator” online help

Door Groups Event Definitions | “Action” on page 177

Input Groups Input Properties “Bypassing Inputs with an Input” on page 163
Event Definitions | “Action” on page 177

Relay Groups Input Properties “Activating Relays with an Input” on page 164

Event Definitions

“Action” on page 177

ADDING A GROUP

In order to program a floor, door, input, or relay group, you must first program

the site (see “Sites” on page 32) and the schedules (see “Schedules” on
page 92). In the Database Tree View window, expand the Groups branch
from the desired Site branch, right-click the desired type of group
(Companies, Departments, Job Titles, Floors, Risk Levels, Doors, Inputs, Name

| Floor Graup Proparties
Flosd G !rIQ.o.:_- |
Sim 1 Fleo G 1

E'mel'm Flouw Grodgl

or Relays), and select New... from the drop-down list. You can also select the
desired group and press the keyboard Insert key. The appropriate properties iz
window will appear (see “Modifying a Group” on page 186).
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MODIFYING A GROUP

From the desired Site branch in the Database Tree View window, expand the Groups branch, expand the desired group branch
(Companies, Departments, Job Titles, Floors, Risk Levels, Doors, Inputs, or Relays), right-click the desired group you wish
to modify, and click Properties from the drop-down list. You can also select the desired group and press the keyboard Enter key.
The appropriate Properties window will appear, allowing you to configure the group.

General Group Properties

From this window, select the appropriate Company, Department, Floor Group, Risk Level, Door Group, Input Group, or Relay
Group tab. For Job Titles, there is no tab to select. This will allow you to view the site’s address as well as record the group’s
name and any additional notes.

Addresses

At the top of the Group tab, Centaur will display the group’s address, as well as the address of the site to which it belongs. The
first group created is assigned “Group: 3” as its address for groups that already have the predefined All and None groups. The
first group address for Floor Groups will be “Group: 1“. For all other groups, the first group address will be “Group: 1”. Every
time a group is added, Centaur increments the group’s address by one. Addresses 1 and 2 are reserved for the All and None
groups.

Name

Use the Name text field in the Group tab to identify your groups. We recommend using a name that is representative of the
group such as “Management Floor Group”. Also, refer to “Typing Names and Notes” on page 30.

Notes

Use the Notes text field in the Group tab to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed. Also, refer to “Typing Names and Notes” on page 30.

Text and Background Colour (Risk Levels)

For Risk Levels, Centaur provides the ability to customize the text and background colour of each event logged in Locator.
Use the Text Colour and Background Colour drop lists to make the selection. When an event occurs, it will appear in the
Locator with its defined colours (default or custom).

Floor Group’s Floors and Schedules

From the Floor Group Properties window, select the Floors tab. This will
allow you to define which floors in a site that a user has access to and when
access can be granted to these floors. The floor groups are then assigned to

Flostir Grakip Proparties w

Flooe Beoup Floota

cards in the system (see “Floor Group” on page 142). For more information | :1 m
on elevator control, refer to “Elevator Control” on page 146. Pl 3
o e
Assigning Floors to a Floor Group e

All the floors that have been assigned to a site will be listed (see “Site Floor ;“9 ”

Settings” on page 46). Assign the desired floors to the floor group by
selecting their associated check box.

Stk [Hever -|

Abgrmate Flooe Groug: [Norm =

[ ok I Carcel
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Selecting a Floor Group Schedule

Access to the floor group’s assigned floors (see “Assigning Floors to a Floor Group” on page 186) will be granted when the
selected schedule is valid. Select the desired schedule from the Schedule drop-down list. This schedule affects all floors in this
floor group. Also refer to “Schedules” on page 92.

Setting an Alternate Floor Group

If the selected schedule (see “Selecting a Floor Group Schedule” on page 187) is not valid, Centaur will verify the schedule
selected as the alternate floor group. If the alternate floor group’s schedule is valid, the user will have access to the floors
assigned to the alternate floor group. Select the desired floor group from the Alternate Floor Group drop-down list.

Assigning Devices to a Door, Input, or Relay Group

From the Door/Input/Relay Group Properties window, select the Doors, Inputs, or Relays tab. All the devices that have been
programmed in the current site will be listed. Assign the desired devices to the group by selecting their associated check box.

@ Example: In the example below, the selected relay group has been assigned relays 3, 4, and 5 from controller 1.

Example of Programming a Group of Devices

' Ralay Group Proparties E;g
Aelsy G Felan :
[ TRy 001
P TETH R
! F e (T 0
o F e (T T
o P [T 1R

ot ] oo |
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ADDING DETAILS AND ASSIGNING USERS TO COMPANY AND
DEPARTMENT GROUP

From the Company/Department Group Properties window, select the -

Company Properties
Details tab. Enter the company/department contact information. . Detas | Usrs |

ompany etallz SEMS

From the Company/Department Group Properties window, select the Users - -

C p 9
tab. For a company group, all users and visitors defined with this company B =
will be listed. For a department group, all users defined with this department Corpany | Detais Users |
will be listed. The list includes the first name and last name of the user or First Name [ LestName [ UserGrow |
visitor and the user’s group or visitor’s group he belongs to. JTDPT Jo[r)mlson m

F?a:k Srﬁiti Uszer Group 001
ak. | Cancel

DELETING A GROUP

From the desired Site branch in the Database Tree View window, expand the Groups branch, expand the desired group branch
(Company, Department, Job Title, Floor, Risk Level, Door, Input, or Relay Groups), right-click the desired group you wish to delete,
and click Delete from the drop-down list. You can also select the desired group and press the keyboard Delete key. A dialogue box

will appear requesting confirmation.
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MANUAL CONTROL OF DOOR AND RELAY GROUPS

The following describe how you can remotely control a group of doors or relays.

Lock or Unlock a Door Group

To lock or unlock all doors in a door group, expand the Door Groups branch within the Database Tree View window, right-click the
desired door group and select the desired Lock Door Group or Unlock Door Group command from the drop-down list. For more
information on the available commands, refer to “Displaying and Controlling the Status of a Door” on page 219.

Enable or Disable a Door Group

To enable or disable a door group, expand the Door Groups branch within the Database Tree View window, right-click the desired
door group, and select the desired Enable Door Group or Disable Door Group command from the drop-down list. When
enabled, the door group functions normally. When disabled, the door group will be deactivated and will not be recognized by the
system.

Activate or Deactivate a Relay Group

To activate or deactivate all relays in a relay group, expand the Relay Groups branch within the Database Tree View window,
right-click the desired relay group and select the desired Activate Relay Group or Deactivate Relay Group command from the
drop-down list. When activated, each relay in the selected relay group will activate for the period specified by the relay’s activation
timer (see “Setting the Relay Activation Timer” on page 140).
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-
v
INTEGRATED ACCESS CONTROL

Guard Tour

What Will | Find?

The live interactive guard tour allows check point validation using card readers, input points (Motion sensors, key switches, or push
buttons) or data collectors. The guard tour provides option to create and configure data collectors, check points, and rounds.
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ADDING DATA COLLECTORS

From the Database Tree View window, right-click the Data Collectors from the Guard Tour branch and click New Data Collector.
You can also click on Data Collectors and press the keyboard Insert key. See “Modifying a Data Collector” for more information.

MODIFYING A DATA COLLECTOR

From the desired Site branch in the Database Tree View window right-click the data collector you wish to modify and click
Properties from the drop-down list. You can also select the desired data collector and press the keyboard Enter key.

Data Collector Properties

Data Collector Properties @

Site: 1 Data Collector: 2

Mame:

Type: |PulseStar [Widex) ﬂ SAN: |

MHotes:

Ok, | Cancel

Name

In the data collector Name text field, type the desired data collector name. We recommend using a name that is representative
of the data collector.

Type and Serial Number

Select the type of data collector and enter its serial number in the S/N field.

Notes

Use the Notes text field in the data collector tab to record any additional notes that may be required. Also, refer to “Typing
Names and Notes” on page 30.
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ADDING CHECK POINTS

From the Database Tree View window, right-click the Check Points from the Guard Tour branch and click New Check Point. You
can also click on Check Points and press the keyboard Insert key. See “Modifying a Check Point” for more information.

MODIFYING A CHECK POINT

From the desired Site branch in the Database Tree View window right-click the check point you wish to modify and click Properties
from the drop-down list. You can also select the desired check point and press the keyboard Enter key.

Check Point
Check Point Properties @
Check Point l Rounds ]
Site: 1 Check Point: 1
(=1 - Check Point 001 j
Type:  |Dallas Chip (Button) | S/N: |
Doar: |“:-'5 J
Input |“:-'5 J
I Start Check Point
I Finish Check Poirt
Notes:
»
oK | Cancel
Name
In the check point Name text field, type the desired check point name. We recommend using a name that is representative of
the check point.
Type

Select the type of check point. Choices are Dallas Chip (iButton), Input, and Reader.

Serial Number
When the selected Type is Dallas Chip (iButton), enter its serial number in the S/N field.

Door

When the selected Type is Reader, select the door from the list.

Input

When the selected Type is Input, select an input from the list.
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Start Check Point

Select the Start Check Point check box to automatically start a round when using this check point

Finish Check Point

Select the Finish Check Point check box to automatically end a round when using this check point

Notes

Use the Notes text field in the check point tab to record any additional notes that may be required. Also, refer to “Typing Names
and Notes” on page 30.

Rounds

Indicates the rounds using this check point. See “Round Check Points” on page 194 for more information.

Check Point Properties @

'Check Point Rounds

Round |

oK | Cancel
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194

ADDING A ROUND

From the Database Tree View window, right-click the Rounds from the Guard Tour branch and click New Round. You can also
click on Rounds and press the keyboard Insert key. See “Modifying a Round” for more information.

MODIFYING A ROUND

From the desired Site branch in the Database Tree View window right-click the round you wish to modify and click Properties from
the drop-down list. You can also select the desired round and press the keyboard Enter key.

Round
Round 3
Site: 1 Round: 1
M ame: |F|0und oot j
Schedule: | Mewver j

Round Check Paints

Check Point Minirmumn Time M aximurn Time |

FlEIF]E

Motes:

(] 8 Cancel

Name

In the round Name text field, type the desired round name. We recommend using a name that is representative of the round.

Schedule

From the Schedule drop-down list, select the schedule that will determine when the round is valid. When the selected schedule
is valid, the guard can start his round by going through the list of check points. For more information on schedules, refer to
“Schedules” on page 92.

Round Check Points

Allows to set up and configure all the required check points for the round.
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* User the “+” sign to add a new check point to the list.

Add Check Point (=23
Check Pairt:
Minirurn Time: | 00:00:30 == [HH:MM:55)
M axirnurn time: | 00:07:00 == [HH:MM:55)
(] 8 | Cancel |

» Use the “-” sign to remove the selected check point from the list.

* Use the up or down arrow to move the selected check point into the list.

Notes

Use the Notes text field in the check point tab to record any additional notes that may be required. Also, refer to “Typing Names
and Notes” on page 30.
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196

INTEGRATED ACCESS CONTROL

Operators

What Will | Find?

Operators are personnel authorized to program and/or monitor the Centaur Integrated Access Control System through the Centaur
software. Each operator authorized to access the Centaur system can be defined with different permissions and security levels.
Security levels determine whether an operator can view, modify, and/or delete system characteristics. The system characteristics
consist of all the elements found in the Database Tree View window such as controllers, doors, and events. After creating a
security level, the security level is assigned to a permission, and the permission is assigned to an operator.
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OVERVIEW OF OPERATORS

Operators are personnel authorized to interact with the Centaur | S — S,

Integrated Access Control System through the Centaur software. Each File View Options Maddles Help
operator can be defined with different permissions and security levels. 1= 18 0= v Q& 4 b
To create an operator you must set up the following items in the order [ Contaur

specified below: - =)

Llfacturing Flant {Montreal)

¢ Security levels determine whether an operator can view, -1 % Users (1)
modify, and/or delete system characteristics and whether the +1- s visitars (1)
operator can perform manual controls, such as locking and : g ﬁ”"‘ss'gL”Ed lca(“:; @
H . . . +| CCess Levels
unlocking doors remotgly. The system charact_erlstlgs consist of 0 [ Holdays (1)
all the elements found in the Database Tree View window, such +- [ Schedules (4)
as controllers, doors, and events. For more information, refer to +1- 4§ Contrallers (1)
“Security Levels” on page 199. Security levels are then * %{ ;‘::;5
assigned to a permission. 4§ Groups
. . . . . . . = é Security Levels (3)
¢ Permissions determine which sites the operator is authorized o Al
to access and the operator’s security level for each site. For < hane b o lovel
. . “ . . ” " rogram a security leve
more information, refer to “Permissions” on page 200. o < Security Level 003 — andgassign el Y
. . . Cukput Timings L
Permissions are then assigned to an operator. - 3 Permissons (3) permission
. I
¢ Operators determine who can access the Centaur software to 2 :one
program and monitor the integrated access control system. © Permission 003 =1 ggg%r:?; ’;‘f\mgf;gra”d
Define the login ID and password, assign a permission and =% Operators (2)
H H H & Administratar
select which software modules will be accessible. For more o Onerator 002 Program an operator

information, refer to “Operators” on page 196.

+- N CCTY Commands {13

Centaur includes two default security levels and two default

permissions (All and None), which cannot be modified or deleted. The All security level and permission enable you to program,
view and delete any system characteristic. The None security level and permission will deny any access to all system
characteristics. Unlike security levels, the permissions are not programmed per site; instead, they apply to the entire

integrated access control system.

Centaur includes one default operator (Administrator), which cannot be modified (except for its logon ID and password) or
deleted. The Administrator has full access to all system characteristics in all sites.

ADDING A SECURITY LEVEL, PERMISSION, OR OPERATOR

To add a security level or a permission, right-click Permissions in the Database Tree View window or right-click Security Levels
from the desired Site branch in the Database Tree View window. Select New Permission or New Security Level from the
drop-down list. You can also select Permissions or Security Levels and press the keyboard Insert key.

To add an operator, right-click Operators in the Database Tree View window and select New Operator from the drop-down list.
You can also select Operators and press the keyboard Insert key.

After adding a security level, permission, or operator, the appropriate Properties window will appear (see “Modifying a Security
Level, Permission, or Operator” on page 198), allowing you to configure the selected item.
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198

MODIFYING A SECURITY LEVEL, PERMISSION, OR OPERATOR

To modify a security level or permission, right-click the security level or

permission you wish to modify and click Properties from the drop-
down list. You can also select the security level or permission you wish
to modify and press the keyboard Enter key. You cannot modify the
default All and None security levels and permissions.

To modify an operator, right-click the operator you wish to modify from
the Database Tree View window and click Properties from the
drop-down list. You can also select the desired operator and press the
keyboard Enter key. You cannot modify the default Administrator.

General Properties for Security Levels,
Permissions, and Operators

From this window, select the Security Level, Permission, or
Operator tab. This will allow you to view some of the system’s
component addresses as well record the name and any additional
notes.

Viewing the Security Level, Permission, or Opera-
tor’s Address

At the top of the Security Level tab, Centaur will display the
selected site’'s address, as well as the address of the selected
security level. The first security level created is assigned “Security
Level: 3” as its address. Every time a security level is added,
Centaur increments the item’s address by one. Addresses 1 and 2
are reserved for the All and None security levels.

At the top of the Permission and Operator tab, Centaur displays
the address of the selected permission or operator. The first
permission created is assigned “Permission: 3” as its address and
the first operator created is assigned “Operator: 3” as its address.
Every time a permission or operator is added, Centaur increments
the item’s address by one. Permission addresses 1 and 2 are
reserved for the All and None permissions and operator address 1
is reserved for the Administrator operator.

Typing the Security Level, Permission, or Opera-
tor’s Name

Security Level

Security Level l Database] Operatiohs

Site: 1 Security Level: 3

M ame: |Level 1

Motes:

Operator Permissions

Permission | Sites and Security Levels

Permission: 3

Mame: |System M aster

Motes:

Operator Properties

o]
J Cancel

Operatar | Operator Details ] Modules ]

Operator: 2

Hame: |J0hn Coe

Motes:

=]

Cancel |

In the Name text field, type a descriptive name for the security level (e.g. Level 1), permission (e.g. System Master), or operator

(e.g. John Doe). Also refer to “Typing Names and Notes” on page 30.

Typing the Security Level, Permission, or Operator’s Notes

In the Notes text field type any important explanations of the selected item and its use. Also refer to “Typing Names and Notes”

on page 30.

cdvigroup.com



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

Security Levels

Security levels determine whether an operator can view, modify, and/or delete system characteristics and whether the operator
can perform manual controls, such as locking and unlocking doors remotely. The system characteristics consist of all the elements
found in the Database Tree View window, such as controllers, doors, and events. Security levels are then assigned to permissions
(see “Permissions” on page 200).

Setting the Security Level’s Programming Rights

P

From the Security Level properties window, select the Database tab

. Security Level 24
programmed, and/or deleted for the selected site. The system < X]
characteristics consist of all the elements found in the Database Secuity Level Database | Operstions |
Tree View window, such as access levels, cards, and controllers. View Madfy Delete View Modiy Delete
Each system characteristic has three check boxes labeled View, Users [~ T [ Stes - T T
Modify, and Delete, which are detailed below. Visiors: [ T Controllers: [~ [~ [
Cards: [ [T I Doors: [ [ [
\/ieW Companies: | [ [ Door Growps: [ [ [
. . . Departments: | [ [ Inputs: [ T
If you select the View check box, the operator assigned with T R putGrowps =
this security level will be able to view the details of the UserGrowps: [~ [~ [~ Pk B
associated characteristic. For example, if the View check box Visitor Groups: [~ 7 [ Relay Groups: I~ [~ [
located next to Access Levels is selected, the operator ACCESSLE"E'S::: ||: ||: ik Ly ||: ||: ||:
. . . . . . Floor Groups: Outputs:
assigned with this securlty_level WI|| be able to view all the cohediee - Tmnge = T
prerammed access levels in the site. Holidays: [ T [ Secuty Levels: [ [ [
Event Definition: [~ [~ [ Macroz: - [ [
Mod[fy User Defined Fields: [ CCTY Commands: [ [ [
If you select the Modify check box, the operator assigned with Pl Al None
this security level will be able to view, add, and edit any
ele_ments of the associated characteristic. For. example, if the [ ok | concel |
Edit check box located next to Controllers is selected, the

operator assigned with this security level will be able to view,
add, and edit the site’s controllers.

Delete

If you select the Delete check box, the operator assigned with this security level will be able to view and delete elements of
the associated characteristic. For example, if the Delete check box located next to Cards is selected, the operator assigned
with this security level will be able to view and delete any of the site’s cards.

All

Click the All button to select all the View, Modify, and Delete check boxes of every system characteristic.

None
Click the None button to clear all the View, Modify, and Delete check boxes of every system characteristic.
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Setting the Security Level’s Manual Operation

From the Security Level properties window, select the Operations Security Lovel
tab to define which manual actions (see “Manual Controls” on

page 246) that the operator can perform. You can also define Secuity Level | Database  Dperafions

whether an operator can acknowledge alarms and whether they
can acknowledge all alarms (see “Alarm Acknowledgement” on
page 179). To allow operators to perform actions detailed ™ Input Operations
above, select the check box associated with the desired [ Output Operations

Operation. I Relay Operations
™ Acknowledge Alamms
™ Acknowledge Al
™ DYR Operations
I Wisitor Dperators

™ Contraller Dperations
I Door Operations

()8 | Cancel

Permissions
Permissions determine which sites the operator is authorized to access and the operator’s security level for each site. Permissions
are then assigned to operators (see “Operators” on page 201).

Assigning Security Levels to a Permission

Each site in the permission can be assigned with a different security level.

1. From the Operator Permissions properties window, select he Permission ~ Sites and Secuiy Levels |
Sites and Security Levels tab. Alist of all sites that have been
created will appear with a check box on the left of each one.

M anufacturing Plant [Montreal)

2. To assign a site to the permission, select the check box
associated with the desired site. The Security Level drop-down
list will become active.

3. From the Security Level drop-down list, select the security level

you would like to assign to the selected site. When a site is Secuity Level: |Al =

selected, only security levels created for that site will appear in nstaller

the drop-down list. Although there is only one Security Level ggggptimist ] Conce
drop-down list, you can assign a different security level to each Security Guard

selected site. The selected security level will be assigned to the
highlighted site whose check box is selected.

4. Return to step 2 to assign another site and security level or click OK to save and exit.
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Operators

Operators enable you to determine which personnel are authorized to program, control, and/or monitor the Centaur
Integrated Access Control System through the Centaur software. Define the login ID and password, assign a permission, and
select which software modules will be accessible for each operator.

Setting the Operator’s Access Rights

Perform the following to define the operator’s system privileges: Operator Properties
1. From the Operator Properties window, select the Operator Operator Dperaor Detas | bodies |
Details tab. Centeur Satii
ehtaur setiings
2. Inthe Logon ID text field, under Centaur Settings, type the ::i:;:; ,7
operator’s user name that will be used when logging on to the ConfimPasswod |
Centaur server (see “Starting the Centaur Server and Software” o
on page 18) Permissions: | Al hd
DR Settings
3. Inthe Password text field, under Centaur Settings, type the ovR: | =
password that the operator will use when logging on to the LogoniD: [
Centaur server (see “Starting the Centaur Server and Software” Rt | |
on page 18) Confirm Password: ’7
4. Inthe Confirm Password text field, under Centaur Settings,
retype the Password text field to confirm the use of that [k | cancel |
password.

5. Select the permission you wish to assign to the operator from the Permissions drop-down list, under Centaur Settings.
This determines which system characteristics can be viewed, modified, and/or deleted, and which manual controls can
be performed. Also refer to “Permissions” (see page 200).

6. Inthe DVR drop-down list, under DVR Settings, select a DVR from the list. DVRs must be created first from the
Available DVR’s window on page 213

7. Inthe Logon ID text field, under DVR Settings, type the name configured in the DVR device that will be used when
viewing live video (see “Display Live Video” on page 217) or when searching for video (see “Show Archived Video” on
page 215).

8. Inthe Password text field, under DVR Settings, type the password configured in the DVR device that the operator will
use when viewing live video (see “Display Live Video” on page 217) or when searching for video (see “Show Archived
Video” on page 215).

9. Inthe Confirm Password text field, under DVR Settings, retype the Password to confirm the user password.

10. Click OK.
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Assigning Which Software Applications Operators Can Use

All of the software applications listed below are automatically installed

with the Centaur software. Perform the following to enable an operator
to use one or more of the software modules automatically installed Operator | Operator Detals Modes
with Centaur:

Operator Properties

I FrontDesk [User Managment]

™ User & Card Import/E xpart

1. From the Operator Properties window, select the Modules tab. I Database Management

™ Database Backup Scheduler

. ) . I FrontGuard [Visual Athentification)

2. Select the check box(es) associated with the desired software B Lt (U Lt
module(s) to enable the operator to use the selected software I WavePlayer [Event Driven Sounds Player]
mOdU'e(S). ™ Pro-Report [Repaort Generation]

™ Tracker [Time & Attendance)

I Frontyiew [Real Time Graphic)

3. Click OK. I Centaur Service Manager
Iv Diagnostics Tool
FrontDesk (User Management) | Badse o
Centaur’s FrontDesk provides an easy to use interface to program
the user properties and includes an advanced search engine. For
more information, refer to “FrontDesk” on page 75 ok | concel |

User & Card Import/Export
Centaur’s user and card import/export feature (server only) enables you to export Centaur user and card data to a .csv file
or import a .csv file containing user and card data into Centaur’s card database.

Database Management

Centaur’s database file management feature (server only) allows you to control and manage the often large and complex
database files of the Centaur software. You can back up and restore database files, purge events from selected sites during
specific periods, limit the size of database files and delete entire database files. For more information, refer to “Database
Management” on page 258.

Database Backup Scheduler

Centaur’s database backup scheduler (server only) enables you to schedule regular backups of the Centaur databases.
You can back up the Main database and the Event database separately, specify the location of the backup files and select
how often (daily, weekly, or monthly) the backup will occur. For more information, refer to “Database Backup Scheduler” on
page 267.

Front Guard (Visual Authentication)
Centaur’s visual authentication feature uses events generated in Centaur to retrieve a picture and/or video feed to help you
identify users or to view the location where an event has occurred. For more information, refer to Centaur’s Visual
Authentication Software Operator’s Manual.

Locator (User Location)

Designed to function with the system’s Global Anti-Passback feature, Centaur’s Anti-Passback Monitoring feature allows
you to monitorwhen users enter and exit designated doors in real-time, retrieve user/card information and print custumizable
user/card access reports. For more information, refer to Centaur’s Anti-Passback Monitoring Software Online Help.
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WavePlayer (Event Driven Sounds Player)

This utility was designed to enable a .wav file to be played on the computer when an event that requires acknowledgement
occurs. The sound can replay at programmed intervals until the alarm is acknowledged. For more information, refer to
“Centaur Wave Player” on page 270.

Pro-Report (Report Generation)

Centaur’s Report Generation feature provides a user-friendly wizard for generating system and Time and Attendance
reports. Generate quick (one-time), pre-defined and scheduled reports for up to 8 different report types. You can also
search, group, and sort your reports. For more information, refer to Centaur’s Report Generation Software Operator’s
Manual.

Tracker (Time & Attendance)

When the Tracker (Time & Attendance) check box is selected, the time and attendance from the punch device become
available for the Pro-Report module. For more information, refer to Centaur’s Report Generation Software Operator’s
Manual.

FrontView (Real Time Graphic)
Centaur’s real-time graphic interface gives you point-and-click control over doors, relays, inputs, outputs, and controllers
through a graphical floor plan. For more information, refer to Centaur’s Real-Time Graphic Interface Online Help.

Centaur Service Manager

The Centaur Service Manager allows operators to start and access the Centaur Integrated Access Control System. A valid
operator login ID and password are required to start Centaur. For more information on how to use the Centaur Service
Manager, refer to “Starting the Centaur Server and Software” on page 18.

Diagnostic Tool

Centaur’s new Diagnostic Tool allows you to view your system information to ensure all of the components required to run
the Centaur software have been installed. Within the Diagnostic Tool's menu, you may save or copy your system information
to a specific folder on your computer or send it directly to our technical support team in the event that you require assistance.
This tool is also helpful in assessing which prerequisites your computer may require when upgrading to the latest version
of the Centaur software.

Badge Editor
When the Badge Editor check box is selected, the badge designer become available for the User Properties window
allowing to design and print user badges. For more information, refer to “Badge” on page 63.

DELETING A SECURITY LEVEL, PERMISSION, OR OPERATOR

To delete a security level or permission, right-click the security level or permission you wish to delete and click Delete from the
drop-down list. You can also select the desired security level or permission and press the keyboard Delete key. A dialogue box
appears requesting confirmation. You cannot delete the default All and None security levels and permissions.

To delete an operator, right-click the desired operator from the Database Tree View window and click Delete from the drop-down
list. You can also select the desired operator and press the keyboard Delete key. A dialogue box appears requesting confirmation.
You cannot delete the default Administrator.
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204

CCTV Commands

What Will | Find?

When you activate CCTV control, Centaur can send a detailed CCTV command to a video switcher whenever an event assigned
with that command occurs. The CCTV command will tell the video switcher to switch to a specific camera and monitor. You can
even set the cameras to tilt, pan, and/or zoom.

Prior to assigning CCTV Commands to an event (refer to “Event-Activated Video Control” on page 182), you must program the
CCTV commands, which will define how the video switcher will react when selected system events occur.
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ADDING ACCTV COMMAND

Right-click the CCTV Commands branch in the Database Tree View window and select New CCTV Command from the drop-

down list. You can also select CCTV Commands and press the keyboard Insert key. The CCTV Command Properties window will
appear (see “Modifying a CCTV Command”), allowing you to configure the CCTV Command.

MODIFYING ACCTV COMMAND
Right-click the desired CCTV Command from the CCTV Commands branch in the

Database Tree View window and select Properties from the drop-down list. You
can also select the desired CCTV Command from the CCTV Commands branch

Ganersl | Dighady |

in the Database Tree View window and press the keyboard Enter key. The CCTV CLTY Cammand: 001
Command Properties window will appear, allowing you to configure the CCTV e o el 8
Command. B

Robas

General CCTV Command Properties

From the CCTV Command Properties window, select the General tab to record
the CCTV Command’s name and any additional notes.

Typing a CCTV Command’s Name

Use the Name text field in the General tab to identify the CCTV Command. =
We recommend using a name that is representative of the CCTV Command =
such as “Cam1 Vid3”. Also, refer to “Typing Names and Notes” on page 30.

Coreed

Typing a CCTV Command’s Notes

Use the Notes text field in the General tab to record any additional notes that may be required. We recommend that you keep
a log of what settings were changed and when they were changed. Also, refer to “Typing Names and Notes” on page 30.

CCTV Command Settings

A CCTV Command and its programmed settings are assigned to one or more system event (refer to “Selecting the CCTV
Command for an Event” on page 182) and when that event occurs within its assigned schedule (refer to “Selecting the CCTV
Control Schedule for an Event” on page 182), Centaur sends the assigned command to the video switcher connected to the COM
port selected in the site properties (refer to “Selecting a Computer COM Port for CCTV” on page 48.

cdvigroup.com [205



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

Defining a CCTV Command

Perform the following to program a CCTV Command’s settings:

CCTV Command Proparties

1. From the CCTV Command Properties window, select the Details tab. Suneg . Sk

Seect Precet [T ~ |

Sl Carremy | (A1 =]

2. Ifyouwantto use the preset CCTV commands offered by Centaur, follow
step 3 to step 6. If you want to send a CCTV command that is not offered

by Centaur, select the Custom Command check box, type the desired skt Moot 001 =
command in the text field below the check box and go to step 6. When It Pan Zaoen
you select the Custom Command check box, all other options are S| || 2 o | |57 Hard
disabled. :':m ;:‘ _ W

3. From the Select Preset drop-down list, select one of the video switcher’s
preset definitions to be activated when the selected event occurs. When
you select a preset definition, the radio buttons under the Tilt, Pan, and
Zoom headings are unavailable. If you do not want to use a preset - -
definition, select None and use the radio buttons under the Tilt, Pan, and Ll __ Foncel
Zoom headings to select the tilt, pan, and zoom commands you wish to
send to the video switcher’s camera selected in the next step.

[T Cuslom Command

4. From the Select Camera drop-down list, select which camera will be activated when the selected event occurs.
5. From the Select Monitor drop-down list, select which monitor will be activated when the selected event occurs.

6. Click OK.

DELETING ACCTV COMMAND

Right-click the desired CCTV Command from the CCTV Commands branch in the Database Tree View window and select Delete
from the drop-down list. You can also select the desired CCTV Command from the CCTV Commands branch in the Database
Tree View window and press the keyboard Delete key. A dialogue box appears requesting confirmation.
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INTEGRATED ACCESS CONTROL

Assets

What Will | Find?

Each asset can be defined using a name and a picture, and then be assigned to a user.
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ADDING AN ASSET

In the Database Tree View window, right-click Assets from the desired Site branch and click New Asset. You can also select

Assets and press the keyboard Insert key. The asset properties window will appear, allowing you to configure the asset
properties. See “Modifying an Asset” for more information.

MODIFYING AN ASSET

From the desired Site branch in the Database Tree View window, right-click the asset you wish to modify and click Properties from
the drop-down list. You can also select the desired asset and press the keyboard Enter key.

Asset Properties

Asset Properties 3

Asset | Details | Photo |

Asset: 2
Name: Asset 002 j
Owner: Mot Assigned

MNotes:
3

oK | Cancel |

Name
In the asset Name text field, type the desired asset name. We recommend using a name that is representative of the asset.
Owner

Indicates either the name of the owner of this asset or Not Assigned when the asset is not assigned. To assign an asset to a
user/visitor, refer to “Assets” on page 71.

Notes

Use the Notes text field in the Asset tab to record any additional notes that may be required. Also, refer to “Typing Names and
Notes” on page 30

Details
This tab is not supported.
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Photo

You can associate a picture to an asset. Use one of the following methods to associate a picture to the asset.

Asset Properties @
"Asset | Detals Photo |
e - .
= Browse your computer for an existing picture
] : Acquire a picture via a camera
L7 l Crop the picture
%! Delete the picture from the database
oK | Cancel |

Browse your computer for an existing picture
Allows selecting a picture on disk. Click on this button and select the picture file and click on Open.

Acquire a picture via the camera
Allows acquiring a picture from a camera or a scanner. Click on this button and select either Video (Direct Show) or Scan
(Twain).

Crop the picture
Allows cropping the picture proportionally. Click on this button and click-and-drag the appropriate corner(s) to reduce the
picture.

Delete the picture from the database

Allows removing the user’s picture from the database. Click on this button to remove the user’s picture and replace it by the
default picture.

DELETING AN ASSET

In the Database Tree View window, right-click the desired asset and click Delete from the drop-down list. You can also select the
desired asset and press the keyboard Delete key. A dialogue box will appear requesting confirmation.
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What Will | Find?

This section allows to add and configure DVR settings. It also covers how to access archive or live video and how to use the search
video feature.
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ACCESSING THE AVAILABLE DVRS

From the Centaur toolbar, S

click on the Display DVR

Mame Drescription

M anufacturer

Channels

|P&ddress

Fart |

Setting icon. The available
DVR’s window will appear

listing all configured DVR for
this site. Each DVR will be
listed with the following
information: Name,
Description, Manufacturer,
Channels, IP Address,
Port, Search Port, and
Database Path.

DR 001

Infinoea

Refresh

16

Set Time Add

0000

Modify

10000

Delete | ok |

Adding a DVR

From the available DVR’s window, click on the Add button. The DVR settings window will appear (see “Modifying DVR Settings”),

allowing you to configure the DVR settings.

Modifying DVR Settings

To modify the DVR settings, from the Available DVR’s window, select a

DVR from the list by clicking on it then click on the Modify button.
Name

Use the Name text field to identify the DVR. We recommend using a name
that is representative of the DVR such as “Cam1 Vid3”. Also, refer to
“Typing Names and Notes” on page 30

Description

Use the Description text field to record a description for the DVR. Also,
refer to “Typing Names and Notes” on page 30.

D¥R Settings

M ame:

Drescription:
Manufacturer:
Mumber of channels:

IP&ddress:

DB Path:

IEam‘I Vida j

| Infinceva j

18 A

| Part: [00000
Search Port:

[]

=]

Cancel |
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214

Manufacturer

From the Manufacturer drop list, select the DVR manufacturer name corresponding to the physical DVR device. Centaur
supports the following manufacturers:

* Capture

e Dahua

* Dedicated Micros
» Digiop

» Digital WatchDog
* Eneo

* Everfocus

* HIK Vision

* Infinova

* Microcom

* Milestone

« NUUO

» Samsung

» Sphere

* ViewGate

» Vivotek IP Camera
« Vivotek

@ Consult our website at www.cdvi.ca for the complete list of supported DVR.

Number of channels

Select the number of channel available on the selected DVR. Choices are from 1 to 64.

IP Address, Port, and Search Port

From the IP Address field enter the IP address of the DVR, from the Port field enter its port number, and from the Search Port
field enter the port number that will be used to search for the specified IP address.

DB Path

When Vivotek IP Camera is selected as the Manufacturer, select the folder where the Vivotek database is located.

Refresh

The refresh button is used to refresh the list of available DVRs. This may be useful when somebody from another workstation did
some modifications recently.

Set Time

The Set Time button allows to manually set the time of the DVR. Click the Set Time button to establish the communication with the
DVR. Once the communication is established, enter the new time.
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Deleting a DVR

From the Available DVR’s window, select a DVR from the list by clicking on it then click on the Delete button. A dialogue box

appears requesting confirmation.

VIEWING ARCHIVED OR LIVE VIDEO

When an event defined to use DVR occurred
(refer to “Link to DVR” on page 182), an

event is added to the

Real-Time Events/Status Window. A camera
icon to the left of the event name indicates
that this event is a DVR video capture event.

Right-click on the camera icon and select
either Show Archived Video (see “Show
Archived Video” on page 216) to watch
recorded video or Show Live Video (see
“Display Live Video” on page 217) to watch
alive video.

I8 Centaur: All Events
Ple View Opbons Modues Help

[Tl le B 7 & 4 b G

E=N=0"3 1

TS QD WE A |

~ Hceas
= Bsms)
e
T g ke e

o} Rere, Malznden
€ ows, tators
W viskors (0)
2 Urassgred Cards
+ ¢ fooess Levels (2)
8 Hobekeys
% O Schedules (2)
+ 4 controbers (1)
e | Bt

.y G-:\::s

C

Adin

™

Fiedd Tine:

Cards, Controber 001

27172008 15:14:06 P

asdy

Desrption Fied Tve

seavemsn Camera icons indicate DVR video capture events

ght-click on the icon to:
ow Archived Video or Show Live Video
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SHOW ARCHIVED VIDEO

The Centaur DVR allows to watch a saved/archived video.

To watch an archive video, click on the Display Archived Video icon from the Centaur toolbar.

If more than one video is available, a window is displayed allowing you to
choose the desired DVR. Select the DVR and click OK.

The DVR Video Display window appears.
The DVR Name displays the DVR selected.

Selecting an Archived Video

For an archived video, select the start and end time for the video you want to
search for.

Note that the end time is only available when the DVR is supporting the end
time feature.

Using DVR Command Buttons

The DVR command buttons, at the bottom of the DVR Video Display
window, allows to respectively play video, play video frame by frame, pause,
stop, and capture frame. Capture frame is only available when the DVR is
supporting this feature.

Capturing and Saving a Frame
To capture a frame, press the frame capture button.

To save the captured frame, select the Picture Folder and file name,
then press OK.
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DISPLAY LIVE VIDEO

The Centaur DVR allows to watch a live video from a specific camera.

To watch a live video, click on the Display Live Video icon from the Centaur toolbar.

If more than one video is available, a window is displayed allowing you to
choose the desired DVR. Select the DVR and click OK.

Fleaze select equipment:

|ovR 001 |

(0472 Vidhess Dok play B

ISl Mo

The DVR Video Display window appears.
The DVR Name displays the DVR selected.

Select the Channel of the selected DVR and the live video will automatically be
displayed.

Press OK to close the DVR Video Display window.

Charrel
Exat Term

£l T ionaty

Picrure Folder
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INTEGRATED ACCESS CONTROL

Macro

What Will | Find?

Macro is used to send actions (up to 16) to a device whenever an event assigned with that macro occurs. The macro will tell the
device to do specified actions like Activate Relay (timed), Lock Door, etc. Centaur must be running to be able to use the macro’s

functionalities.
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ADDING A MACRO

In the Database Tree View window, right-click Macro from the desired Site branch, and click on New Macro. The macro properties
window will appear (see “Modifying Macro Settings”), allowing you to configure the macro settings.

MODIFYING MACRO SETTINGS

To modify a macro, right-click the macro you wish to modify and click Properties from the drop-down list.

General Macro Properties

From the Macro Properties window, select the Macro tab. This will allow you to

. Macro Properties
view some of the system component addresses as well as record the macro
name and any additional notes. Macra | actions |
Site: 1 Macro: 1
Typing a Macro Name Mame: |Macr0 oo1| j
Use the Name text field to identify the macro. We recommend using a name
that is representative of the macro. Also, refer to “Typing Names and Notes”
on page 30.
Mates:
Typing the Macro Notes v
In the Notes text box, record any important explanations of the macro and its

use. Try to keep an up-to-date record of where the macro is used. This will help
you understand how changing the macro will affect the system. Also, refer to ok Cancel
“Typing Names and Notes” on page 30.

Defining the Macro Actions

From the Macro Properties window, select the Actions tab. This will allow you to

. R Macro Properties
add, delete, modify the action(s).

Macro  Actions

Up to 16 actions can be created. All actions will be executed at the same time,
no order. Action Device Time

There are no items to show in this view.

| | |
QK | Cancel | Apply |
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Adding a New Action

Click on the New button to add a new action. AT -
Select the macro action parameters and click OK. S

Action elay [timed)
Select the macro action from the Action drop list. Time: [00000 (65535 ms. man)

Device: |Relay 001:01 |
Time
Select how long (0 to 65535 ms) the action will be effective. The Time field is only [ ok ] concal |

available with action name ending with (timed) like Activate Relay (timed).

Device
Select the device on which the selected action will take effect.

Deleting an Action

To delete an Action, click on the desired action from the list and click on the Delete button.

Modifying an Action

To modify an Action, click on the desired action from the list and click on the Modify button. See “Adding a New Action” above for
more information.

DELETING A MACRO

To delete an existing macro, right-click the macro and click Delete. You can also click the desired macro and press the keyboard
Delete key. A dialogue box will appear requesting confirmation.You cannot delete a macro assigned/used in other parts of the
system such as event definition.
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Options

What Will | Find?

The Centaur software can be programmed to provide visual and/or auditory feedback when specific events or alarms occur in the
system. You can also determine at what frequency (in seconds) that Centaur will update the Real-Time Events/Status window. The
colours of each event that appear in the Real-Time Events/Status window can be customized to your needs. You can also set the
Centaur administration consoles to automatically log off if no action has occurred after a specified amount of time.
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GENERAL CENTAUR OPTIONS

From Centaur’s main menu bar, select the Options menu and select Options from the

drop-down list. The Options window will appear, allowing you to set Centaur’s visual :
and/or auditory feedback options as well as determine how often Centaur will update :| " Dispag. 8 s oo rotecbm
the Real-Time Events/Status window. The options are detailed below. .

[ Make & beep
™ Play slaw vase non-stop
W

Setting Alarm Acknowledgement Options

The following options are available under the Alarms heading. These options only Ay Vi a b st
apply if alarm acknowledgement is enabled (see “Enabling Alarm Acknowledgement” ‘,ﬁ'r“‘;ﬁm ot
on page 166). u ™ Mk & beep on sl Abnoimal evenis

Updabe svends gvery |05 ] smconds

Display a Notification Message

Shahug

When the Display a notification message check box is selected, a pop-up window SO Updat stabn gy woeey 05 =] smconds
will appear to notify you that an alarm requiring acknowledgement has occurred
when your Centaur integrated access control software is minimized or running in [ ok Carcel |

the background. Therefore, if you are working in another program such as Microsoft
Word, or if the Centaur integrated access control software is minimized, a pop-up
window will appear asking you if you would like to view the alarm now. If you click Yes, it will maximize (return) to the Centaur
integrated access control software. If you choose to ignore the alarm, click No.

Make a Beep

When the Make a beep check box is selected, your computer will beep every time an alarm requiring acknowledgement
occurs.

Play Alarm Wave Non-Stop

When the Play Alarm Wave Non-Stop check is selected, your computer will play the selected Wave file continuously when an
alarm requiring acknowledgement occurs. The computer will stop playing the wave file only when the alarm is acknowledged.

Wave

When the Play Alarm Wave Non-Stop check is selected, select a wave file.
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Setting General System Event Options

The following options are available under the Events heading.

Make a Beep on all Events

When the Make a beep on all events check box under the Events heading is selected, your computer will beep every time an
event appears in the Real-Time Events/Status window.

Make a Beep on All Access Events

When the Make a beep on all Access events check box is selected, your computer will beep every time an Access event
appears in the Real-Time Events/Status window. Access events consist of any event generated that is linked to the status of
the doors in the system such as “Access Granted”, and “Access Denied”.

Make a Beep on All Abnormal Events

When the Make a beep on all Abnormal events check box is selected, your computer will beep every time an abnormal event
appears in the Real-Time Events/Status window. Abnormal events consist of any event generated that is uncommon to normal
site operation such as “Door Left Open”, “Door Forced Open”, “Relay Activated by Operator”, and any troubles.

Update events every

This option determines at what intervals the Centaur integrated access control software will refresh the Real-Time Events/
Status window. From the Update events every drop-down list, select the desired interval of time.

Setting the Event Status Refresh Rate

This option determines at what intervals the Centaur integrated access control software will refresh the Real-Time Events/Status
window when displaying the status of devices in the system such as doors and controllers. For information on displaying the status
of devices in the system, refer to “Manual Controls” on page 246. From the Update status display every drop-down list under

the Status heading, select the desired interval of time.
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EVENT COLOUR DEFINITIONS

Centaur provides the ability to customize the text and background colour of each event

logged in the system. You can set events to use its default colours or a custom colour
definition. When an event occurs, it will appear in the Real-Time Events/Status window
with its defined colours (default or custom).

o - L irev il

ad - Cand bt

d - Cand numesi unkndwr
Cand singsn

o - Do maraally cipabied
Imderineh Artres
Irevrli) sxcrm sds

I ] Flece pngy codemedin
+ Pagaiuach vrolation

| sresd - Pabsback viclahon o
:fcm:: daniad - ScFadule -'r-bto

i b ol Nt P B

Using Default System Event Colours

Perform the following to use an event’s default system colours

1. From Centaur’s main menu, select the Options menu and Event Colours. Tt Cobour: 7|
Backpurd Coio [ -

2. From the Event Colours window, highlight the desired event. Ulps Syeterm Cokiuss

3. Selectthe Use System Colours check box. Il i

4. Repeat steps 2 and 3 until the desired events are set.
5. Click OK.
Customizing Event Colours
Perform the following to set an event to use a custom set of colours.
1. From Centaur’s main menu, select the Options menu and select Event Colours.
2. From the Event Colours window, highlight the desired event.
3. Clearthe Use System Colours check box.
4. Selectthe desired colours from the Text Colour and Background Colour drop-down lists.
5. Repeat steps 2 to 4 until the desired events are set.

6. Click OK.
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Customizing Event Colours
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OPERATOR TIMEOUT

The Centaur administration consoles can be programmed to log off automatically when no action
(i.e. programming, viewing system status, etc.) for a specified amount of time.

Dperator Timeaut

Tirisdscait EE'.’JI(' Miries

Lol

1. From Centaur’s main menu, select the Options menu and select Operator Timeout.

2. The Operator Timeout window will appear. In the Timeout text field, type a value in
minutes from 0 to 65536. To disable this feature, type 00000.

3. Click OK.

LOG FILE

Centaur can automatically save a .xml log file of events to your hard drive. This is convenient in the event th
assistance from our technical support team and a log of recent events is required.

1. From Centaur’s main menu, select the Options menu and select Log File.

2. The Log file options window will appear. Select the Enable Log check box. This feature is
disabled when the check box is cleared.

3. Inthe Log file limit text field, type a value in amount of entries from 10 to 1000.

4. Click OK.
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Parking

What Will | Find?

Using the Centaur software, you can control the access to the parking. The access to the parking may be assigned to specific
users and to members of user and visitor group. Arelay may be activated to indicate that the parking is full.
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OVERVIEW OF PARKING MANAGEMENT

Parking management allows you to define the parking capacity, select a relay that will be activated when the parking is full, and
whom will have access to the parking.

Quick Start Programming

To properly set up Centaur for parking management, several different elements must be programmed as defined here:

1. Access the Site Properties window by right-clicking on the desired site from the Database Tree View window and
selecting Properties from the drop-down list. You can also select the desired site and press the keyboard Enter key. In
the Site Properties window, select the Visitors & Parking tab, activate the parking counter, set the parking capacity, and
select a relay that will be activated when the parking is full (see “Visitors & Parking” on page 45).

2. Program the door’s reader for parking global entry or global exit. The door cannot be used for any other purpose other
than parking management. Access the Door Properties window by right-clicking on the desired door from the desired
controller’s branch within the selected site and clicking Properties from the drop-down list. You can also select the
desired door and press the keyboard Enter key. In the Door Properties window of the desired door, select the General
tab and set the Door Type to Parking Global Entry or Parking Global Exit (see “Door Settings” on page 120). Please
note that you cannot use any doors from the 2-Door Expansion Modules for parking management.

3. You must create a user/visitor group that will have access to the parking. Expand the Users or Visitors branch within the
Database Tree View window, right-click on the desired user or visitor group, and click Properties. Select the Parking tab,
set the parking capacity for this group, and select a relay that will be activated when the parking is full (see “Defining
Parking Rules for the User Group” on page 73 and “Defining Parking Rules for the Visitor Group” on page 87).
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INTEGRATED ACCESS CONTROL

Parcel Pick Up Guide

What Will | Find?

The parcel pick up feature issue a one-time usage PIN code to unlock one storage locker at any time of day or night - any day of
the week, only at specified days and times. Will automatically send an email to advise a client that their parcel is ready for pick up.

Disable the PIN code after one valid use.
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PRE-REQUISITES

1. Centaur 5.2 software.

2. One CT-V900-Adoor controller.

3. One CA-A480-A elevator controller per 16 lockers (maximum 64 lockers).
4. One GALEO/W keypad.

5. Locker compartments.

6. Lock device(s) - one per locker.

7. External power supplies (sufficient for lock devices).
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CONFIGURATION

Email SMTP Settings

1. Inthe Centaur database tree, right-click the site name and select “SMTP Settings”.

j Centaur Admin'lstratitln Conlso[e: All Even

View Options Modules Help

IEEIEN B ¢ &4 b Ad 6P [
]i Centaur Event Mam
E| Servers
EIQ Local Server
- B Sites (2)

2% .4 Laval Eranch

-4 Permissions (2) Connect

- 4% Operators (1) Disconnect
B CCTV Commanc]

m

o Assets Delete [Del] m
SAP Integration .
SMTP Settings
Properties [Enter]
T

2. Enter the required email account information used by Centaur to send emails.

3. Enter the first line of text that will appear in the body of the email in the “Custom Header” section (optional).

User Information

Mame: |Lava| Branch

E -mail Address: |Iavalbranch@email.com

Server Information

Outgoing mail server [SMTP): |smtp. email. com

Fort: 587 IV Secure Connection [SSLATLS)

Lagan Infarmation

Lzer Mame: |Iavalbranch@email.com

Passwiord: |

¥ Requires Authentication

| Custom Header: Laval Branch Distribution Certer

Cancel |

4. Click “OK” to save and exit.

The SMTP settings displayed above are for instructional purposes only. Use your email account SMTP settings to
enable Centaur to send emails.
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Controller Properties

1. In the Centaur database tree, right-click the CT-V900-A controller and select “Properties”.
2. Click on the “Configuration” tab.

3. Select “None” in the “Reader” field.

4. Select “Motorola ARK” in the “Keypad” field.

5. Click “OK” to save and exit.

Controller Properties

Cu:untn:uller Anti-passback ] E:q:uanu:ler]

Door 1

- Keypad: |Matorola ARK
Motorola AHK

Dioor 2 4 E!:rt . .

4 Bit with parity

Reader: |Standard 266t v |  Keypad: |4 Bit buffered

4 Bit buffered with parity

Input configuration
' MN/C Inputs " ATZ 2R (16 Inputs) " ATZ 3R (16 Inputs)

Communication

This guide assumes the CDVI GALEO/W keypad will be connected to the CT-V900-A reader port 1. Other keypads may
@ be compatible but have not been tested. Refer to the GALEO/W manual to configure the keypad with the following
settings:, 26 bit wiegand mode, 5 digit PIN codes, Motorola ARK mode.

CDVI GALEO/W keypad
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Door Properties

1. Inthe Centaur database tree, right-click the door (Door 001:01) and select “Properties”.

E@ Controllers (1)

£

B4 Controller 001
g-F Doors

e

¢ . % Door001:03
---Q Relays
----r| Inputs
...h Outputs

02 Security Levels (2)

Door modified
Site modified

Lock Door
Unlock Door

Unlock Door (Timed)

& Events Unlock Door (Latched)
&2{: Macro Enable Door

[]---ﬂﬂﬂ Guard Tour .

[]'"8 Groups Disable Door

Delete

[Del]

@ Qutput Timings

# Permissions (2)
Y Operators (1)

Download Bioscrypt Templates

2. Click the “Door” tab and rename the door.

Door Properties

General ] Inputs and Outputs ] Users ] Hlevator Control ]

Site: 2 Cantroller: 1 Doar: 1

I Name: |Parcel Fick Up Lockers|

Notes:

QK | Cancel
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3. Click the “General” tab and set:
a) Door Type — Elevator
b) Reading device — Keypad
a) Keypad Schedule —Always
b) Activate (I1) the “Counter” option (located at the bottom-left of the window).

4. Adjustthe “Unlock Time” setting in accordance with the time it will take a client to reach the furthest locker from the
keypad location. Maximum value is 255 seconds (4 min 15 sec).

Uoor Properties

Door Inputs and Outputs] |Jsers ] Blevataor Cl:untn:ull

General
Dioor Type: j J
Reading device: j
Lock Control: |De-energize j
I Keypad Schedule: [Always | '
Unlock Schedule:  |Mewver j
Bxdended Access Relay: |N-:une j
1 Door Forced Open Relay: |N-:une j
Dioor Open Too Long Relay: |N-:une ﬂ I
Activate Relay on Dual Badge: |Nnne ﬂ
Reading Timings
[v Opened Unlock time: ~ |005
v Unlocked Pre-alam time:  |045
Options Opentoolong:  |060 |
[ Unlock on late open Extended access: W
F Sign-Out reader Two Card Rule Delay: IZ"'— !
Dual Badge Activation Time: 005
- ::;:L;:::s Interc:cun'! Lzer validation interval: IT
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5. Select the “Inputs and Outputs” tab and set:

a) Door Input section:

i. Input—None
ii. Relock — Disabled

b) REX Input section:

i. Input—None
ii. Relock — Disabled
iii. Schedule — Never

iv. Unlock on Rex (Normal) — Not checked

6. Click “OK” to save and exit.

=
Door sers ] Elevator Cu:untn:ul]

Door Input
Input: | More ﬂ

Relock: | Digabled j

REX Input
Input: |N|:|ne ﬂ

Relock: | Disabled j

Schedule: | Mever j

[ nlock on REX (Normal)
[ Unlock on REX (Regardless of Door Status)

Interock: Input

Input: | None ﬂ

Schedule: | Mever j

Output Activation

v 1 v 2 [ 3 [ 4 v 5 | 6

QK | Cancel
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Site Properties

7. Inthe Centaur database tree, right-click your site and select “Properties”.

Centaur Administration Censcle: All Eveni_

File View Options Modules Help

£ [@ 0= Iv Yo o b ﬂﬂﬂ éﬂ gs P | |LavalBran

Ei Centaur Event Name
E| Servers
EQ Local Server Communicati
ites (2
uLaval anclﬂ Server Started
te Connect ator lego
m Permissions (2] Disconnect modifie
=43 Operators (1) modified
- CCTV Comman Delete [Del]
.. Assets Started
SAP Integration o
SMTP Settings
1

8. Click on the “Floors” tab.

==

Site: ] Comms zer/Cands ] Custom Fields ]
Vistors & Parking | Floos | cctv | cwer |

'Number of floors: |E-'.1 I®

Floor Name Floor Number
Parcel Pick Up Locker 1

Parcel Pick Up Locker
Parcel Pick Up Locker 3 @

Rename

L0 0O ] £ L e G P —

4 T 3
@ Indicate how many lockers will be controlled (max 64).

@ Right-click the floor name to rename the floor

oK | Cancel

9. Indicate how many lockers will be controlled by the system (1).
For programming purposes, note that each locker is a “floor”.

10. Right-click the default floor name to rename it (2).
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Floor Groups

1. Inthe Centaur database tree, expand “Groups” (click the “+” sign).

2. Right-click “Floor Groups” and select “New Floor Group”.

Centaur Administration Conscle: All Events m ‘%

File View Options Modules Help

1= 1A 1= v CA 2 I ﬂﬂﬂ &ﬂ ﬁg P ||LavalBranch |

E& Centaur Event Mame
E| E‘;EI_ Servers C
EQ Local Server
|_:_| ﬁ Sites (2) Server Started
|_'—_|¥ Laval Branch out
- [f% Users (3) Site modified
0.0 Visitors Site modified
-0 Unassigned Cards
]--@ Access Levels (3) Server Started
8 Holidays
A Schedules (3)
@ Controllers (1)
- Events
*2\: Macro
r‘|;‘| Guard Tour
| =8 GrouEs I Controller communicat
G- [l Companies (1) Controller communicat
[]"'EEE Departments (1)
e s Jobtitles
E Eil FIDDrGrnups €]
© Parcel Pick U "= Fleor Group
- % Parcel Pick Up Locker £
i % Parcel Pick Up Locker 3

A meon il

el Fn I e B e R

-
[

[Ins]

3. Assign an appropriate name to the Floor Group. Note that each “floor group” will be one locker only.

Floor Group Properties

=

Ste: 2  Floor Group: 1

MName: |Parce| Pick Up Locker 1
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4. Click on the “Floors” tab, select the appropriate floor/locker and assign a schedule when access will be permitted to the
locker.

‘ Foor Group I

% Parcel Pickup Locker 1
|_|[Farcel Fickup Locker
[TJParzel Pickup Locker 3

Schedule: | Always

Altemate Floor Group: | None

5. Create a floor group for each locker by repeating steps 2, 3 and 4 listed above.

Access Levels

1. Inthe Centaur database tree, right-click “Access Levels” and select “New Access Level”

Centaur Administration Console: All Evenis_
File View Options Modules

Help
ugﬂﬂgﬂv‘qfﬁ’ﬂhﬂﬂﬁﬁﬁ ﬁap Laval
E‘i Centaur * | Event Mame

E| Servers

Elg Local Server

= [ Sites (2)
E! Laval Branch
Eﬁ Uzers (3)
% Visitors
@ Unassigned Cards
E@ Access Level

Mew Access Level [Ins]
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2. Give an appropriate name to the access level.

Access Level Properties lﬁ
Doors and Schedules ] Users l

Site: 2 Access Level: 3 ¥ Active

| Name: I Parcel Pick Up Lockers Access Levell ﬂ

| MNotes:

3. Click on the “Doors and Schedules” tab, select the locker area door (refer to point 2 in the Door Properties section
described previously in this document) and select the “Always” schedule.

Access Level Properti

Access Level | Doors and Schedules B sers ]

Dioor Schedule

QK | Cancel
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Site Properties

1. Inthe Centaur database tree, right-click your site and select “Properties”.

Centaur Administration Conscle: All Even_

File View Opticns Modules Help

1= 18 1= Iv e

@& + b ﬂﬂﬂ éﬂ g’,s P | |LavalBran

Ei Centaur
E| SR Servers
EQ Local Server

- ] Sites (2

ite

u Laval anclﬂ

Event Name

Communicati

Server Started
Connect ator logo

ﬁi Permissions (2) s modified
- Operators (1) modified
7). CCTV Comman Delete [Del]
[P Assets Started
SAP Integration o
SMTP Settings
frten

1

2. Click on the “Users/Cards” tab and select Parcel Pick Up Lockers Access Level as the “Default Access Level”.

Site Properties

Visitors & Parking | _Flogrs | cmer |
Site ] Comms l Custom Fields li

[ Unigue PIN Numbers

[ Distributed Card Programming

[ Bdended Access Levels (Levels 3/4)

Max Family Number  [65535 Ra

Global Arti-Passback Reset Schedule:

| | Mever j i

Reset Antipassback |

{* Order by: First Name, Last Name
" Order by: Last Name, First Name

Default Access Level:
|F'an::e| Pick Up Lockers Access -

cdvigroup.com |241



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

Issuing a PIN code - Sending an email

1. Click on the “Parcel Pick Up” button located on the Centaur toolbar above the events window.

g & € & W EE

@K

—__
User/ (8

L (AP e i
file Yiew Optiens  Modeles Help

el 8 7 @4 » .,“ﬂ_f&_gp;.wn.m -ﬂ'—'uﬁ"ﬂ'@’-"*i‘dfﬁﬁ':‘hﬂﬂ.li@n 2

[E B Contas Event Name Descrption User/ vl

2. The following “Pick —Up (One Time Usage)” window will appear.

FPick-UP (One Time Usage

hezzage

| k. | Cancel

3. Thedrop-down buttons are used to select an existing User, Card and Locker.

4. The drop-down button is used to automatically generate a unique Personal Identification Number (P.1.N) code as shown
below (step 9).

5. To edit an existing User, select a User with the drop-down button and click the browse button .
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6. To create a new User, click the “add” button j Enter the User's Name and email address (required). Other information
may also be added (optional).

7. Click “OK” to save and exit.

T s NN
First Name:  |ABC I Group: | Iinassigned ﬂ
Lazt Mame: |Security Location: |L|nknl:|wn ﬂ
Title: M.« ik | Status Valid ~|
Company: | Default Company ~|  StatDate: [1g/07r2ma < | | zem0sPM = I
Department | Default Department ~|  ErdDate es72ma <) | zsm0sPM =
Jobiitle: | Default JobTitle x| Teat | -

I Personal Irrf-:-rrnati-:-nl] Custom Fields | Badge | Cards | Door Access Rights | Last Access | Visitors | Assets | Notes |

Address:
City:

State/Province:

ZIP/Postal Code:

|
|
|
Country/Region: |
|
|

o (2 (s [

Phone: Pl
I E-Mail: |abcsecunt5r@email.com ﬂ I
Signature:
Frint | 0k | Apply Cancel
L o)

8. Create, edit or select cards in the same fashion as a User. Note that no “physical” card will be issued. Only a PIN code will
be required to access the locker.
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9. Click the drop-down button j to select the locker the parcel has been placed in.

10. Manually enter a P.I.N. code or click the drop-down button to have Centaur automatically generate one for you.

[ Pick-UP (One Time Usage i N

"
Pick-UP [One Time Usage -

|Jzer
Card:
Locker:

PLM.:

Meszage

Izer:

Card:

|N|:|ne

Parcel Pick Up Locker 1
Parzel Pick Up Locker 2
Farcel Pick Up Locker 3

ak | Cancel

=1L

Locker: |None

IP.I.N.:

Mezsage

E[HE
=l

Generate unique 5 digit P.LMN.
Generate unique b digit P.LMN.
Generate unique 7 digit P.LM.
Generate unique & digit P.LM.
Generate unigue 26 bit Wiegand P.LN.

| (] 4 '| Cancel '|

» Since the Galeo/w keypad was configured in 5-digit PIN mode, select “Generate unique 5 digit P.I.N.”

» Only generate 6, 7, 8 or 26 bit Wiegand P.I.N. codes if they are supported by the keypad.

» Ifentering a P.I.N. code manually, only P.I.N. codes between 00001 and 65595 are valid. This will be the case with the

current configuration of the Galeo/w.
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11. Enter a personalised message that will be included in the email (optional).

Pick-UP (One Time Usage) [

Uzer. ABC Security
Card: |Tempnra_l,l Locker Aiccess PIN ﬂ Jj

I Locker: |F'ar|:e| Fick Up Locker 1 j |
PIN:  [1943¢ -

tMeszage | Thank wou for ordering Centaur 5.2, ’

(] 8 | Cancel

Email received by the Client

! Fie Edt View Insert Format Jook Actions Hep
g Reoly | gReplytoll | g Forwerd | o |3 ¥ (S| 3 X|» -9 A5 @f

From:  javalbranch@email. com
Ta:
Cc
Sitbject:  Padkage Pidwp

abceecurity@email.com

r[‘his e-mail was auto-generated by the Centaur Access Control System @

ABC Security @

Your package is ready Zor pickup in locker: Parcel Pick Up Locker 1 @
PIN: 19434 @

Date & Time: 11:23:35 - 23/07/2014

Message

Thank you for ordering Centaur E£.2. @

1. Default Header text. Can be modified. Refer to “Email SMTP Settings” section.
2. Client Name

3. Locker Name

4. One-time usage P.I.N. code

5. Textentered in the “Message” area of the Pick-Up (One Time Usage) window. Refer to step 10 in the “Issuing a PIN Code
— Sending an email” section
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INTEGRATED ACCESS CONTROL

Manual Controls

What Will | Find?

Centaur includes an intuitive toolbar that you can be use to display the status of specific output and input devices as well as control
the activation and deactivation of those devices. In each site, you can view and control the status of the controllers, doors, inputs,
outputs, and relays.
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EVENT DISPLAY

The following sections describe how an operator can view some or all of the events in the system. For details on how they are
displayed, refer to “Events” on page 161. Make sure you select the appropriate site from the desired site branch in the Database
Tree View window. Appropriate operator permissions and security levels must be enabled (see “Operators” on page 196).

Display All Events

When you click on the All events icon, the last 1000 events that occurred in the selected site will appear along with its
ﬂ details in the Real-Time Events/Status window.

Display Access Events

When you click on the Access events icon, any of the last 1000 events generated that is linked to the status of the doors
ﬂ in the selected site (i.e. “Access Granted”, “Card Traced”, etc.) will appear along with its details (i.e. company name and
information about the user) in the Real-Time Events/Status window.

Display Abnormal Events

— When you click on the Abnormal events icon, any of the last 1000 events generated that is uncommon to normal site
u = | operation (i.e. “Door Left Open”, “Relay Activated by Operator”, troubles, etc.) will appear along with its details in the
| Real-Time Events/Status window.

Display Acknowledged Events

Any of the last 1000 events in the site can be programmed to require operator acknowledgement (see “Alarm
ﬂ\/ Acknowledgement” on page 166). When you click on the Acknowledged events icon, any event that requires
| acknowledgement and has been acknowledged by an operator will appear along with its details in the Real-Time Events/
Status window.

Display Guard Tour Events

~ When you click on the Guard Tour Events icon, the last 1000 guard tour events that occurred in the selected site will
]ﬂﬁ ﬁappear along with its details in the Real-Time Events/Status window.

cdvigroup.com |247



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

248

MANUAL CONTROLS

The following sections describe how an operator can view the status of the devices in the system and how they can remotely

control these devices (i.e. enable or disable a relay, etc.). Make sure you select the appropriate site from the desired site branch in
the Database Tree View window. Appropriate operator permissions and security levels must be enabled (see “Operators” on page
196.

Displaying and Controlling the Status of a Door

When you click on the Door status icon, Centaur will display the current (live) status of the doors in the system. If you
wish to manually change the status of a door, right-click the desired door. You can also select multiple doors to manually
1 change in the same way by clicking on the doors while holding down the Shift or Ctrl keys and right-clicking on one of the
selected doors. A drop-down list will appear. Select one of the following actions from the list. Also, refer to figure “Door
Status and Manual Controls” on page 249
Lock Door

Locks the selected door if it was unlocked on schedule, manually or by an operator.

Unlock Door

Unlocks the selected door for the period specified by the door’s Unlock Time (see “Setting the Door Timers” on page 125).

Unlock Door (Timed)

Unlocks the selected door for a programmed period of time. When you select this action, the Activation Time window will
appear. In the text box, type a value from 1 second to 65535 seconds, and click OK.

Unlock Door (Latched)

Unlocks the selected door until an operator re-locks the door using the Lock Door manual command (see “Lock Door” above)
or until locked by the door’s schedule (see “Unlock Schedule” on page 123.

Enable Door

When an operator manually bypasses a door (see “Disable Door” below), this command will reinstate the active state of the
selected door.

Disable Door

Allows the operator to manually bypass the selected door. The active state of the door is reinstated when the operator uses the
Enable Door command (see above) or when enabled by the door’s enabling schedule (see “Unlock Schedule” on page 123).
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Door Status and Manual Controls

Click the Door Status icon.

& Cantaur: Door 512 ue
Fin Yew Oplions Mofues ok
F@EK 8 7 &4 k| P[5 rmoF e idSCHOAWE T 8 ¢

EJ Cortnr [oar | ackdroes | abue

- Bl se=s(1) B fiser c02:01 il Cicoad and Lockad [pacure)
T -] p—
& g..-.---.m B tusce 00200 13 Ofire A
« W visieoas () B Coor 00804 14 hinke ..:.J D { Trwedly
v AP Unassigned Cards {0} I8 iee 008:05 LS Cflire dsch Disex FLahichee
B re—— I Croor 0805 Lk Ffire ek e

B Hokizys B Coor C03:07 1:7 i Fomtin Ssbeched Do 1o Ehe Srooge e Sched s
« 1 Schecles [ 8 oo 001203 13 Offire Enabis Dooe
+ B Cottbroles d2) B Eroor D001 Zl OFfire Cesable Diocr
e 1 Events B Do 0002 x2 #thre
e Pacrg n == ]
5 8 Grogs T A—
o iy Securty Leveks (7) . i . .
' ot ks Visual display and text Right-click the
: %*:::;': " description of current (live) desired door(s),
= ——— door status. then select
the desired action,

Displaying and Controlling the Status of a Relay

When you click on the Relay status icon from the menu bar, Centaur will display the current (live) status of the relays in
.1} the system. If you wish to manually change the status of a relay, right-click the desired relay. You can also select multiple
relays to manually change in the same way by clicking on the relays while holding down the Shift or Ctrl keys and right-
clicking on one of the selected relays. A drop-down list will appear. Select one of the following actions from the list. Also,
refer to figure “Display Relay Status” on page 250.

Activate Relay

Activates (toggles) the selected relay for the period specified by the relay’s Activation Time (see “Setting the Relay Activation
Timer” on page 153). If a relay’s Delay on Activation Time is programmed (see “Setting the Relay Delay Time Before
Activation” on page 140), the relay will only activate after this delay has elapsed.

Activate Relay (Timed)

Activates (toggles) the selected relay for a programmed period of time. When you select this action, the Activation Time window
will appear. In the Time (seconds) text box, type a value from 1 to 65535 seconds and click OK.

Activate Relay (Latched)

Activates (toggles) the selected relay until an operator deactivates the relay using the Deactivate Relay manual command (see
“Deactivate Relay” below or until deactivated by the relay’s schedule (see “Selecting a Time Relay Activation Schedule” on
page 152).

Deactivate Relay

Deactivates the selected relay.
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Display Relay Status

Click the Relay Status icon.

B Contanr: Relay Stafis
File Ve Cptiow Modusr | e

Displaying Controller Status

PEEy B e QP CooRebisS0IAWE - alt
H certas Eiehay didem | R ]
B e it ¥ Rl 004 011 ' Inacther
+ Wk Visibors {4 P Ry 00804 0 it I-M".-h“--p-.l.:-
e ¥ e O3 e e
: ﬁ:‘a;ﬁ-..._-‘; [ T et Selected Rty 40 e Frogrssmed Scheciles
+ [0 Shedses (¥ .
+ M Contraens (2) ]
o Visual display and text Felsy prapestes
description of current Right-click the

relay status (live).

desired relay(s), then
select the desired action.

When you click on the Controller status icon from the menu bar, Centaur will display the current (live) status of the

@ controllers in the selected site.

Display Controller Status

Click the Controller Status icon.

Il Centanr: Conlealler Status
s Wew Opeiose  Modder Help

o P Uracsgres Cude B)
v o e Lewes 14

250
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Displaying and Controlling the Status of an Input

When you click on the Input Status icon from the menu bar, Centaur will display the current (live) status of the inputs in
"'| the system. If you wish to manually enable/disable an input, right-click the desired input. You can also select multiple inputs
to manually enable/disable in the same way by clicking on the inputs while holding down the keyboard Shift or Ctrl keys,

and right-clicking on one of the selected inputs. A drop-down list will appear. Select one of the two following actions from
the list. Also, refer to “Inputs” on page 156.

Enable Input

When an operator manually bypasses (disables) an input, this command will reinstate the active state of the selected input.

Disable Input

Allows the operator to manually bypass the selected input. The active state of the input is reinstated when the operator uses the
Enable Input command or when enabled by the input’'s enabling schedule (see “Selecting the Input Enabling Schedule” on
page 162).

Display Input Status
Click the Input Status icon.

& Centawr: Input Status

Fie Wiew Options Modules Help
IEBIEN B ¢ & 4 k| @ P [sw ‘lmo ekl issSCcoBEE n e
~ E] Contans [ gt [ ndgress | status [
= B 5tes (1) | Do 00000 Contacs I Sealed
T =1 | Dioor 001:01 REX 1:3 Al
< [} ussas 5) glocorconozcomac s Seded pueeeseany
= 0k Viskers (3) | Door 001:02 REX 1:11 Alarrs Choable
wkalle [rput
= (B Unassigned Caeds (3) == Door 00703 Contact 1:17 Fagbed
= & Access Leveks (8) = Door 000:07 REX 1:24 Smaberd Delata
B Holcays == Dioor 004 1063 Conlact 127 Saaled Propestiss
[ Scheddes {3 | Cioxor 001 105 REY 1:28 Sealed
o £ Costrolers (2) | Door 0201 Contact 2 Offirs Right-click the
Py o T T desired input,
5 § Gows then select the
= ) Securky Luveks (2 . . L desired action.
& cutonk Tiorgs Visual display and text description
= R Peimssions (2) of current (live) input status.
« W} Cpecators (1)
- B COTV Commanads (1)
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Displaying and Controlling the Status of an Output

When you click on the Output Status icon from the menu bar, Centaur will display the current (live) status of the outputs
in the system. If you wish to manually change the status of an output, right-click the desired output. You can also select
——— multiple outputs to manually change in the same way by clicking on the outputs while holding down the keyboard Shift or
Ctrl keys, and right-clicking on one of the selected outputs. A drop-down list will appear. Select one of the following actions
from the list. Also, refer to “Outputs” on page 166.

Activate Output

”»

Activates the selected output for the period specified by the output’s Activation Time (see “Setting the Output Activation Events
on page 169).

Activate Output (Timed)

Activates the selected output for a programmed period of time. When you select this action, the Activation Time window will
appear. In the text box, type a value from 1 to 99999 seconds, and click OK.

Deactivate Output

Deactivates the selected output.

Display Output Status
Click the Output Status icon.

& Contaur: Dutput Status
Fls iy Cphiond Modues Help

iEjEiE B ¢ &+ k| @ P[wm "Zmog el iTdSCrAWE T 8 ¢
= E] Centar Cutput Address Satus | -
= B sees (1) I+ Do 00IL-01 fGresen LED: 1l off
T = b Door 00101 Fed LED 1:2 on

w1 I Users (5) [ Do (0L 02 Green LED -
+ 0 Viskors (3 b Doon 001202 Ried LED 104 o ?rlr“":_f"
# &) Unassigned Cards (8) I+ Dooe 001:01 Buzzer 1:5 O e ot (T
s R Access Lvels (4) b+ Docr 00102 Buzzer 1:6 oot B —
B Hobdarys e Lo D011 506 Gresen LED 115 off|  Delste
¥ [ Schedues (3) b Dooor 0011204 Fred LED 1:16 < I
5 .@ Conbrolers (2) = s 0011 505 Buczzar 1:17 if
i R T T Right-click the
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Displaying Guard Tour Live Rounds

When you click on the Guard Tour Live Rounds icon from the menu bar, Centaur will display the current (live) status of
lthe rounds in the system. If you wish to start, end, or view round details, right-click the desired round and select one of the
following actions from the list. Also, refer to “Guard Tour” on page 190.

Start Round

Starts the selected guard tour round and displays its check point details.

End Round

Ends the selected guard tour round.

View Round Details

Displays check point details of the selected round.

View Round Details
Coortwar Gassrd bows vistus - m
Pile Vs Optiors  Modole  Mslp
Tt 8 704 kifhed 6P moR e A SCIAWE - a ¥
| Ty iohw, Dos = [ Rewnd Name T Stetin T Seherhe T Lath R Dot ]
A Unastigred Cath = [Rmundier i _—

B Fucd art Faurd e Marwer LU 729
Eredl Riused

Wi Rorand Detad

St Adurn Mame Inftructizng Deccriptizn Fuld Tma | [WR Chasnal

Extend Time

If you wish extend the time of a check point, right-click on the desired check point, select Extend Time and enter the new time.

Validate Check Point

To manually validate a check point, right-click on the desired check point and select Validate Check Point.

cdvigroup.com [253



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

Displaying Visitor Status

currently (live) signed in. If you wish to manually change the status of a visitor, right-click the desired visitor’'s name. A
drop-down list will appear. Select one of the following actions from the list. Also, refer to “Visitors and Visitor Groups” on
page 78.

ﬁa When you click on the Displaying Visitor Status icon from the menu bar, Centaur will display the list of visitors that are

View Current Visit Details

Displays the visitor’s picture, reference signature and notes.

Sign-Out

Signs out the selected visitor. The operator will be prompted to ask for a signature and the visitor will be erased from the list if
the option Require signature upon departure is checked. The visitor's card(s) will be disabled when the option Disable
visitor’s card(s) upon departure is checked. The visitors’s card(s) will be unassigned when the option Unassign visitor’s
card(s) upon departure is checked. Refer to “Options” on page 222 for more information.

Properties

Displays the Visitor Properties window with the History tab selected displaying the event’s history for the current visitor.

Display Visitor Status
8l Centaur: Visitor Status E]@

File Wiew Options Modules Help
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Displaying Global Parking Status

When you click on the Display Global Parking Status icon from the menu bar, Centaur will display the list of sites and
user groups that have the Parking Counter option enabled. If you wish to manually allocate or free parking spaces,
right-click the desired site/user group’s name. A drop-down list will appear. Select one of the following actions from the list.

Allocate Parking Space

Allocates parking for a specific user for a specific period.
iocale Farkin dce

Select a user from the list and select the allowed parking £op

period (date and time). Click OK to confirm. IR Groug: Site

(WES=T | ohiry Smiith

Date/Time: |10/ 5/2008 v || 90%55PM  —

Reset Parking Count for Selected Group

()3 | Cancel

Resets the parking counter freeing up the used places.

View Detailed View

Displays the list of all users currently present in the parking for the selected group.

Display Global Parking Status
& Centaur: Global Parking Status E]@

File Wiew Options Modules Help
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Group Marme

Site Alarm Mame Instructions Description Field Time

cdvigroup.com [255



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

Free Parking Space
To free parking space for a specific user, double on the site or user group, right-click the desired user/visitor and select Free
Parking Space.

Display Global Parking Status

& Centaur; Detailed Parking Status

SEES
File Wiew Options Modules Help

BIEl B 2 @ + b € P st = oge Y e € E M|
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INTEGRATED ACCESS CONTROL

Database Management

What Will | Find?

Centaur’s database file management feature is automatically installed with Centaur Server. This database utility was designed to
control and manage the often large and complex database files of the Centaur software. You can back up and restore database
files, purge events from selected sites during specific periods, limit the size of database files and delete entire database files.
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WHAT ARE THE CENTAUR DATABASES?

Before starting, you need to understand how the Centaur databases are used and what information is saved in them. These

databases are attached to the SQL Server application used by Centaur. Whenever something is programmed or an event occurs in
the system, the information is downloaded to the SQL Server and saved in the Main and/or Event databases. The Main and Event
databases are saved on your hard drive in the following default path C:\Program Files\CDV Americas\'Centaur\'Centaur Server\Data
while the Pro-Report and Tracker databases are save in the path c:\Program Files\Microsoft SQL ServerMSSQL\Data. Only
databases currently used by SQL and Centaur will be saved in the above-mentioned directory path. The backup files can be saved
wherever you wish.

Main Database

The Main database (Centaur3Main) contains all the system characteristics of the Centaur software (i.e. sites, controllers,
schedules, cards, etc.). The more sites, cards and controllers you have programmed, the bigger this file will be.

Event Database

” o«

The Event database (Centaur3Events) contains all events that have occurred in the system (i.e. “Access Granted”, “Door Forced”,
alarms, etc.). For more information on how you can manage the size of the Event database, please refer to “Limiting the Event
Database’s Size” on page 263. Also, refer to “Disk” on page 177.

Pro-Report Database

The Pro-Report database (Pro-Report) contains all Pro-Report configuration such as predefined report, schedule report, etc.

Tracker Database

The Tracker database (Tracker) contains all tracker (time and attendance configuration / punches modification) access events
copied from the event database.
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DATABASE MANAGEMENT MODULE

The Centaur Database Management Module is automatically installed with Centaur and can only be run on the Server. This

database utility was designed to control and manage the often large and complex database files of the Centaur software. You can
back up and restore database files, purge events from selected sites during specific periods, limit the size of database files and
delete entire database files.

Starting the Database Management Module

The Database Management Module can be started using one of two methods. To start the module from within Centaur, click the
Open Database Management Module icon from the main menu bar. If you open the Database Management Module from within
Centaur, the Restore, Attach, Detach, and Remove database options will not be available. To access all database options, run the
Database Management Module as described below.

1. Make sure the SQL Server is running and that the Centaur Administration Console isn’t running and the Centaur Service
Manager is stopped and exit (refer to “Starting the Centaur Server and Software” on page 18).

2. Click Start, point to Programs, CDV Americas, Centaur, and click Centaur Database Manager.

3. From the SPXDBase Logon window, type the appropriate Logon ID and Password. Centaur’s database file
management utility uses the same Logon ID and Password as Centaur.
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Backing Up Databases

Performing a backup will save all information in the selected database(s) into a file with a .bak extension. These files can later be
restored to the SQL Server application used by Centaur (see “Restoring Databases” on page 262). Also refer to “What are the
Centaur Databases?” on page 259.

We highly recommend that you back up your databases regularly and that these backup files are saved on a form of removable
media (i.e. tape backup, zip disk, etc.) as well as on your computer’s hard drive. This safety precaution is an important part of
keeping your data safe. If for any reason a database becomes corrupt, you will be able to restore a backed up file. Creating a
backup is also useful for keeping a log of events, especially if the size of the Event database is limited (see “Limiting the Event
Database’s Size” on page 263), or to save as a default programming database for future applications.

1. After starting the Database Management Module as
described in “Starting the Database Management
Module” on page 260, the SpxDBase (Centaur Backup | Size | Advanced|
Database Utility) window will appear.

‘I’ SPXDBase [Centaur Database Utility)

Backup Make a backup of the cument Centaur databases as selected below.

2. From this window, select the Backup tab.
Festare Fiestore previously made backups of the current Centaur databazes az
zelected below. Please cloze the Centaur server before restaring.

3' SeIeCt the databases you wish to back up by Werify Werifies previously made backups. This checks only that the backup set is
CliCking the Main Database, Event Database, complete and that all volumes are readable. However, it does nat atternpt to

werify the structure of the data contained in the backup volumes.
Pro-Report Database, and/or Tracker Database
check boxes. For more information refer to “What

are the Centaur Databases?” on page 259.

Main Databaze Backup Path:
|c:\main.bak oo | ¥ Main Database

Ewent Databaze Backup Path:

. . A t.bak. oo | ¥ Event Datab,
4. Inthe text field corresponding to the selected Joteverttal [=-]| (2 Brteetzs
database(s), type the full path (location where you Pro-Report Database Backup Path:
would like to save the backup) and desired file |c:\PraReport. pib J ¥ Fro-Repart Database
H 13 ”
name. You.can glso click the “...” button to browse Tracker Database Backup Path:
for the desired file. [e:\Trackerib

MOTE: Spaces are not supported in the path or in the file names.

5. Click the Backup button.

@ Spaces are note supported in the path or in the file names.

cdvigroup.com (261



REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

262

Restoring Databases

Restoring databases will bring back all information saved in a backed up database file (.bak) so it can be used with the Centaur
software. Performing a restoration will attach the back up files to the SQL Server application and save them in C:\Program Files\
CDV Americas\'Centaur\’Centaur Server\Data. This will overwrite any databases currently attached.

If you are having problems with a database, or if you have experienced a loss of data, or if your database is corrupted due to a
computer hardware failure, you can restore any database that you have backed up. Please note that you will have to add any
programming changes that were done since the last backup was created. If events are also restored, all events that have occurred

since the last backup will be lost.

1. After starting the Database Management Module as
described in “Starting the Database Management
Module” on page 260, the SpxDBase (Centaur
Database Utility) window will appear.

2. From this window, select the Backup tab.

3. Select the databases you wish to restore by clicking
the Main Database, Event Database, Pro-Report
Database, and/or Tracker Database check boxes.
For more information refer to “What are the Centaur
Databases?” on page 259.

4. In the text field corresponding to the selected
database(s), type the full path and the name of the file
from which you want to restore the database. You can
also click the “...” button to browse for the desired file.

5. Click the Restore button. Wait until you get the restore
successful message.
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Limiting the Event Database’s Size

With this feature, you can define the maximum size of the Event database. This feature will not affect the Main database, only the
Event database (see “What are the Centaur Databases?” on page 259). When the Event database has reached its maximum

size, each subsequent event will be followed by a “Failed to Process Event” event, which will appear in the Real-Time Events/
Status window. At this point, events will not be saved because the database has exceeded its maximum size. You should perform a
backup of the Event database (see “Backing Up Databases” on page 261), and then truncate (see “Truncating Events” below) the
database to reduce its size. Perform the following to define the size of the Event database:

1. After starting the Database Management Module as described in “Starting the Database Management Module” on page
260, the SpxDBase (Centaur Database Utility) window will appear.

2. From this window, select the Size tab and click the Size button.

3. Inthe Restrict growth of Event database to text field, type the maximum size of the Event database in MB, or select the
Unlimited Growth check box. If using MSDE, growth is limited to 2GB.

Do not select the Unlimited Growth check box unless the full version of SQL server is installed. Do not enter more than
1800MB when using MSDE.

4. Click OK.

Truncating Events

When the Event database has reached its maximum size

(see “Limiting the Event Database’s Size” on page 263), each
subsequent event will be followed by a “Failed to Process Event”
event which will appear in the Real-Time Events/Status window.

% SPXDBase (Contaur Databats Ltility) EIoE

Backup 520 | Advared

At this point, events will not be saved because the database has | FEINLE Fh A i S L STK C St S 0

exceeded its maximum size. When the Event database Towcsgs | Posti ol vocisds e e e ctabiasn and ik the s 1 thee
iy al Use thn o wbsan B vend dalishase has become

becomes too large, you can use the Truncate feature to delete = ~ e Ml i s el

all records (including events and alarms) from the Event I v with b s e vends i the datshase for fubre sthtrence make
database. This will reduce the database file to its original size. EESIN ISR P n e

The Truncate feature will not affect the Main database, only the
Event database. Perform the following to truncate events from
the Event database:

before truncating it. For more information, see
“Backing Up Databases” on page 261.

% We recommend you make a backup of the database

1. After starting the Database Management Module as described in “Starting the Database Management Module” on page
260, the SpxDBase (Centaur Database Utility) window will appear.

2. From this window, select the Size tab.
3. Click the Truncate button.

4. Click Yes to confirm the truncate action, or click No to cancel the truncate operation.
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Attaching Databases

This feature is for advanced users only and should not be
used frequently. Attaching a database will tell the SQL Server
application used by Centaur to begin using the databases
located in C:\Program Files\CDV Americas\'Centaur\'Centaur
Server\Data. Make sure that the Centaur3Main.mdf,
Centaur3Events.mdf and the spxDBase.exe files are located in
the above-mentioned path. Please note that before attaching the
database, the database files currently used by Centaur need to
be detached or removed (see “Detaching Databases” on page
265 or “Removing Databases” on page 265). Verify that
Centaur and the Centaur Service Manager applications are
closed and that the SQL Server is running. Perform the following
to attach the database:

1. After starting the Database Management Module as
described in “Starting the Database Management
Module” on page 260, the SpxDBase (Centaur
Database Utility) window will appear.

2. From this window, select the Advanced tab.

3. Click the Attach button.
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Detaching Databases

This feature is for advanced users only and should not be
used frequently. Before attaching a database (see “Attaching

-1' SPMDRase (Centaur Datahes LIEility)

Databases” on page 264), you must tell the SQL Server Backig | Sen  Advanced

application used by Centaur to stop using the current databases

by detaching them. Detaching the database will allow you to  Mitach | I*;_-_'f;?:; :;f!:: :-“r;gr:m; i t:;‘;‘_l ke s that
keep a manual backup of the current databases. If you perform a iﬁﬂmm:“mmu Lavmes dnechony 45 thit

detachment, the databases will be detached from SQL, but will

still exist. You must move them from the current path C:\Program
Files\CDV Americas\'Centaur\'Centaur Server\Data to another Fiemore | Linvegisten the databaves hom SOL Server and emove ihe fles complebely
path. Perform the following to detach the database:

eetach Lirsmgpeten tha clalafusie bl e 501 Senom

(k] Pt bt et s em it
1. After starting the Database Management Module as e e el e
described in “Starting the Database Management Aioch ogrese

Module” on page 260, the SpxDBase (Centaur

Database Utility) window will appear. IL_E=

2. From this window, select the Advanced tab.

3. Click the Detach button.

Removing Databases

If you remove the databases, it will detach the database and

delete it completely. You will not be able to restore or re-attach
databases that have been removed. Perform the following to ShaE] S
remove the database:

-1' SPXDRase (Centaur Datahete LIEility)

Advanced

Abtack | Fiemeim tos databuace B e ST Serem Plasse makn s thal
3 e s wing wish Do afach [Coribai 3E verl sl ane

1. After starting the Database Management Module as e RS U
described in “Starting the Database Management
Module” on page 260, the SpxDBase (Centaur
Database Utility) window will appear. Remove | Linmoivter the delobamss from 501 Sorver and iemovie ihe fles complebel)

eetach Lirsmgpeter the clalalusie it i 501 S

e 3 g | Chelele events fnom the evert database by Dale. Flaate do rdl use e

|££I Fiad huting thes e of the dalsbusis of cusgend laigs rumbeds of svénti
11 the @verd diatsbiass i 40 Laige then uhe e Tounc ahe oofon i he doe
el

2. From this window, select the Advanced tab.

3. Click the Remove button. Aacherrees
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Purging Databases

Using this feature, you can delete events that occurred between a
specified period of time and within a selected site or within all
sites. The purge feature will not affect the Main database, only
the Event database. Perform the following to purge events from

-1' SPMDRase (Centaur Datahes Lility)

Backup | Sen  Advanced

syl Bros clalabusim B wah 500 Seveni. Plaacs maks s thal

the Event database: L0 i i o i B Rk (Gt 6 v sl
Db o b ] e boc e iny the bt cesschiny Bk Bk
Bl s
Dhpkach Lirsmgpeton the clislidusie s i 501 S
Do not use the purge feature to reduce the size of the : ;
database or to delete large numbers of events. Romevs | Uneagisit the dalabares hom 0L Sorver and femarvs e e comletely
Instead, use the Truncate feature (see “Truncating [Page i) Do evorks o the everddeabase by D ke Plase ot s
»” i f péachang the &2 I b reaibes of dvendi
Events” on page 263). Also, any alarms that require AR et e A it S i W RIS P A
acknowledgement (see “Alarm Acknowledgement” on ok
Algch peoapeny

page 180 that have not been acknowledged will not

= T
|_Ew

Slat Dale | conpdey , Febouay 02,2000 =

1. After starting the Database Management Module as

EndDabe' | o o by (L 2 )
described in “Starting the Database Management ST e 1.m
Module” on page 260, the SpxDBase (Centaur . e
Database Utility) window will appear. o Carced

2. From this window, select the Advanced tab and click
the Purge Events button.

3. From the Purge Events window, use the Start Date and End Date drop-down lists to select the period.
4. Select the site from the Site drop down list or click the All Sites check box.

5. Click OK. Centaur will delete events that occurred in the selected site(s) during the selected period.
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DATABASE BACKUP SCHEDULER

Centaur’s database backup scheduler enables you to schedule regular backups of the Centaur databases. You can back up the

Main database and the Event database separately, specify the location of the backup files and select how often (daily, weekly, or
monthly) the backup will occur.

When the database backup scheduler saves the backup file, it will overwrite the previous file. If you want to

& create backup files that do not overwrite each other, refer to the document from the c:\Program Files\CDV
Americas\’Centaur\Administration Console\MSDE Management\MSDE_How to create a schedule task.doc or
contact technical support (see “Free Technical Support” on page 11).

Creating a Scheduled Database Backup

Multiple scheduled jobs can be created to save database backups in different locations, with different names and using different
schedules. Perform the following to run Centaur’s database backup scheduler and create scheduled job:

1. Make sure the SQL Server is running (see “Starting the Centaur Server and Software” on page 18).

2. Clikstar, programe

CDV Americas, Centaur, Pl e
Administration Console, and =R 7
click MSDE Management [= T Serv T Mot isn gt e o
. s = ] Datibuatns
Console, qr directly from within Sched- § Coreisiroar
Centaur, click the Open baL(J:IKGUp [ Centsstverts
= 1] Mahapimant
Database Backup Scheduler button = o) SCuStever At

icon from the main menu bar.
Choose the language from the
pop-up window, click OK, and
the MSDE Management
Console window will appear.

3. Click the Schedule backup button from the main menu bar. The Create Database Backup Wizard window will appear.
4. Click Next.

5. From the Database drop-down list, select the database you would like to backup. For more information, refer to “What
are the Centaur Databases?” on page 259. Click Next.

6. Inthe Name text box, type the job name of the scheduled backup. In the Description text box, type the description of the
backup. Click Next.

7. Inthe Select backup file text field, type the full path (location where you would like to save the backup) and the desired
file name. You can also click the “...” button to browse for the desired path and/or file. Click Next.

8. Select Create a scheduled job to be performed periodically. Atext field will appear indicating the current schedule.
Click the Change button to change the schedule and click OK. After changing the schedule, and click Next.

9. Click Finish.
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Editing a Scheduled Database Backup

You cannot edit a scheduled job. If you need to change the scheduled job’s settings, you must delete the existing job (see “Deleting
a Scheduled Database Backup” below) and then re-create a new one (see “Creating a Scheduled Database Backup” on page

267).

Deleting a Scheduled Database Backup

Perform the following to delete a scheduled job:

1.

Make sure the SQL Server is running (see “Starting the Centaur Server and Software” on page 18).

Click Start, Programs, CDV Americas, Centaur, and click MSDE Management Console, or directly from within
Centaur, click the Open Database Backup Scheduler icon from the main menu bar. The MSDE Management Console
window will appear.

From the Database Tree View window (left-hand portion of your screen), double-click the Jobs branch.

From the Details window (right-hand portion of your screen), right-click the desired job and click Delete job. A dialogue
box will appear requesting confirmation.
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Centaur Wave Player

What Will | Find?

This utility was designed to enable a .wav file to be played on the computer when an event that requires acknowledgement occurs.
The sound can replay at programmed intervals until the alarm is acknowledged.
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CENTAUR WAVE PLAYER

This utility was designed to enable a .wav file to be played on the computer when an event that requires acknowledgement occurs
(see “Alarm Acknowledgement” on page 166). The sound can replay at programmed intervals until the alarm is acknowledged.

Starting Centaur Wave Player

1. Make sure that Centaur is running. Click Start, Programs, CDV Americas, Centaur, Administration Console, and
click WavePlayer.

2. From the Wave Player Login window, type the appropriate Login ID and Password. Centaur Wave player uses the same
Login ID and Password as Centaur. If you are trying to log in to a Centaur Server that is on a network, type the computer’s
network name or IP address in the Computer text field.

3. Click OK.

Assigning a WAV File

When an event that requires acknowledgement occurs and it has been assigned a .wav file as detailed below, the associated
sound will play. The event that occurs will also appear in Centaur Wave player Real-Time Events/Status window until the alarm is
acknowledged (refer to “Alarm Acknowledgement” on page 166 for more information). If the alarm event is not acknowledged, the
sound will replay every 1 to 60 minutes depending on the set value.

The .wav file will only play if the selected event has been set as an alarm in Centaur. The event’s alarm
acknowledgement feature must be enabled (refer to “Alarm Acknowledgement” on page 166 for more information).

“Starting Centaur Wave Player”.

enersl |
2. From the main menu bar, select File and click Flapest tound avent. [l s
Settings. The Wave Player Settings window appears. Evend Digfrdticn
[Evenitome | fisPah -

| Acceas deried - Covd enpaed
| abs deread - Catd rrvald
oy, charmed « Caned lenit
1] i« Cawed s
+ Caed aholen
ad - Do maria

3. Inthe Repeat Sound Every text field, type a value
between 1 and 60 minutes. This value applies to all
events with an associated .wav file.

LR
4. Inthe Event Definition list, double-click the event you e i
wish to assign a .wav file to. The Select Wav file path

window appears.

5. Click the “...“ button and select the .wav file and [F————T———
. . | Auccemas granted
location. Click OK. | Accsa crarusd - Ancpassha
| fcenss grarded - Foor ofmen
| Beceas :WM Floaw ':'h' L

6. Repeat these steps to assign further .wav files to .
events. Click Apply. [ Cawel
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DCOM Configuration

What Will | Find?

DCOM Configuration for Windows Vista
DCOM Configuration fOr WINAOWS XP .........coiiiiiieiie ettt ea et h et b e h et e bt ea bt e bt e e s bt st et e eesb e e ebeesabeenbeeeabeentne s

DCOM Configuration for WIiNAOWS 2003 SEIVET.........cocuiiiiiiiuiiitieeie ettt ettt ettt ettt e sas e bt e b et e bt e sa et ettt e bt e sae e e ateesae e et e e seneesaeenareeenes 289
DCOM Configuration for Windows 2000 Pro @nd SEIVET ...........c.ioiiiiiiiiie ittt ettt ettt ettt e sb e et e e sae e et e e e s e e sreenaneenees 314

Centaur uses Distributed Component Object Model (DCOM) to communicate between its software components. DCOM is a
protocol that enables software components to communicate directly across multiple network transports, including Internet
protocols such as HTTP, in a reliable, secure, and efficient manner.

Itis necessary to configure the DCOM only when operators need to access the Centaur Server computer from remote computers.
DCOM configuration is performed on the Centaur Server computer only and sets Windows to allow access from remote
workstations creating Windows user accounts.

Before configuring the DCOM, the Centaur Server must be installed (refer to “Installation Overview” on page 10) and the users
that will access the Centaur Server must be programmed in the server. The DCOM Configuration Utility is automatically installed
with Windows 2000/2003/XP/Vista operating systems. We recommend this settings to be done by a network administrator.
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DCOM CONFIGURATION FOR WINDOWS VISTA

To be able to configure the DCOM on Windows Vista operating system, you have to be logged in as Administrator.

Verifying DCOM

Before going on with the DCOM configuration, you can perform the following steps to verify the integrity of your DCOM:

1. From the taskbar, click Window icon -> in the Search field type
dcomcnfg.exe in the text box and then click OK.

dcomenfg| x s (@] a =

2. The Component Services window will ]

L == C t Servi : -IEI :
appear. Within the Console Root folder — =
(left side of your screen), expand the T il =L
Component Services branch, the =2 2@ 086 D&

Computers branch, and then the My (0 ConsoleRoot Actions

c t b h E th tth - | Component Services el Ry N

omp.u er brancn. Ensure tha e . . E Event Viewer (Local) Computers .

Running Processes folder appears in . 3, Senvices (Local) More Actions '

the My Computer branch. If it does not

appear, you must repair DCOM (see

below).

. + C .

3. Click t:t_er:OM Appllcatlc;nhg s =T an

branch. he components of this I R T S

branch will appear on the right .o | 2 X JEM _M==ns

of your screen. If you get an . = = _

—J Consale Roet L8 _.i A tiens
error message and/or cannot a % Componert Seniees ip : COM» Applications .
access this branch of 4 2 Computen COM-  COM-OC Mote Bictians '
B a 1B My Computer Expleser  Dhead Lebt. vinoe Acieng
components, you must repair S - ?
DCOM (see below). e g ©
Runranig Peogesses CObbe a———
Drstnibuted Teansaction Coprdinator LiTikfirs Applicabsan
[ Event Viewer (Local)
Terdces {Lozal]

If your DCOM configuration is found corrupted then follow the steps below; if not, skip the next section and go directly to “Setting
the firewall” section.
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Reparing DCOM

Perform the following steps to repair your DCOM configuration:

1. From the taskbar, click Window Icon-> in the Search field type
cmd in the text box and then press Enter.

2. The C:\WINDOWS\ —
System32\cmd.exe window will e
appear. Type cd oﬁsystemrooﬂ/o \ Copyright (c)> 2886 Microsoft Corporation. A1l rights reserved.
system32 and press the keyboard C:\Users:Thecnical support>cd xsystemroot’ “system32
Enter key Then’ type msdtc C:xWindows~Systend2>msdtc —uninstall_
-uninstall and press the keyboard
Enter key.

3. Reboot your computer.

4. From the taskbar, click Start -> Run.
The Run window will appear. Enter cmd in the text box and then
press Enter.

5. The C:\WINDOWS\ BN C:\Windows\systern32\cmd.exe m] 3]
System32\cmd.exe window will Microsoft '.-Jdous TUersion 6.0.60011 =

appear. Type Cd %Systemroot% Copyright (c) 2886 Microsoft Corporation. All rights reserved.
\System32 and press the IC:xUserssThecnical support>cd xsystemroot “system32

keyboard Enter key Then‘ type C: Windows~System32>msdtc —install_

msdtc -install and press the
keyboard Enter key.
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Verifying if the DCOM has been repaired
Perform the following steps to verify that DCOM has been repaired:

1. 1. From the taskbar, click Window Icon ->

in the Search field type dcomcenfg in the text box and then press - i
Enter. :

2. 2.The Component Services window

. G t Servi El
will appear. In the Console Root folder (left | , — Poro e =T
ide of your screen), expand the el Action y Yiow e iinsion b ==
si ,
Component Services branch, the 2@ =4
Computers branch, and then the My = F””C“'ER”“ - Name Actions
. Pl omponen Eervices 'y - -
Computer branch. If there is a red arrow L C‘;mputm # Component Services || Console Root
next to any of the components of this 4 18 My Computer gz"e"_tv'e(":e’ (;“a” More Actions  +
- . . wp 2EMNVICES (LoCa
folder, DCOM has not been successfully - [ COM+ Applications
: o | DCOM Cenfig
repaired and you must repeat the repairing 2 Running Processes
process. . || Distributed Transaction Coordinator
. Event Viewer (Local)
- L Services (Local)
Setting the Firewall

Firewall settings need to be altered on the Centaur Server computer and on any workstation connecting to the Centaur Server
computer through DCOM.

In your firewall you need to:
Open the port 135 (DCOM port)

Allow access (in Inbound and Outbound) for the program SPXSVR.exe found on
C:\Program Files\CDV Americas\ Centaur\Centaur Server on BOTH workstation and server.

On the server only you need to allow access (in Inbound and Outbound) for the program sqlsevr.exe found on
C:\Program Files\Microsoft SQL ServerMSSQL\Binn\.

Please refer to your firewall documentation if you need help. If you are using the Windows firewall follow these steps to alter your
settings:

1. From the taskbar, click Windows icon -> Control Panel.
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2. The Control Panel

window will appear. -
Double-click on the (I ~[B » ControlPancl » -4 | scarch o

Allow a program

+ Control Panel Home

through Windows e System and Maintenance User Accounts
Firewall S Get started with Windows ¥ Change account type
: Back up your computer
. Appearance and
Securi .
Checkfct?{upclater. Personalization

Change desktop background
Change the color scheme
Adjust screen reselution

@ Allow a program through
L 2Py

Windows Firewall

Clock, Language, and
Region

Change keyboards or other input
methods

Change display language

View network status and tasks
Set up file sharing

Hardware and Sound
Play CDs or other media
automatically

Ease of Access

Let Windows suggest settings
Optimize visual display

Printer

=
&2

Network and Internet -
.
|®I
'z \-\-_‘/

Mouse

Programs
Uninstall a program
Change startup programs

Additional Options

12,

3. The Windows Firewall settings window will appear.

From the Exceptions tab, click Add Port. WP Windows FirewallSeitings &=

| General | Exceptions | Advanced

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the domain network location.

To enable an exception, select its check box:

Program or port

[]BITS Peercaching

[ Connect to a Network Projector
Core Networking

[ Distributed Transaction Coordinator
File and Printer Sharing
[isCsI Service

[OMedia Center Extenders

[ netlogon Service

Network Discovery

[ Performance Logs and Alerts
[JRemate Administration
[JRemote Assistance

LI L PRy PP Py

m

[Addpgogram... ][ Add port... H Properties ] Delete

Motify me when Windows Firewall blocks a new program

[ oK ][ Cancel ] Apply
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4. The Add a Port window will appear. In the Name field, enter ad ot =
DCOM. In the Port number field, enter 135. Select TCP as your =
Protocol type and then click OK Use these settings to open a port through Windows Firewall. To find the

port number and protocol, consult the documentation for the program or
service you want to use,

Mame: Dcom

Port number: 135

Protocol: @ TCP
UDP

What are the risks of opening a port?

Change scope... OK ] | Cancel

5. The Windows Firewall settings window will re-appear.
From the Exceptions tab, make sure that the DCOM :
checkbox below the Program or port section is check. Esgegly| Bveptons adyageed

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the firewall,

i Windows Firewall Settings ==

If you are configuring/repairing the firewall settings on a

workstation connected to the Centaur Server computer, click Windows Firewall is currently using settings for the domain network location.
OK What are the risks of unblocking a program?

To enable an exception, select its check box:

Program or port

If you are repairing your firewall settings on the Centaur
[1BITS Peercaching
Server CompUter‘ go to the next Step' [ Connect to a Network Projector

Core Networking

[ Distributed Transaction Coordinator
File and Printer Sharing

[isCsI Service

[JMedia Center Extenders
[netlogon Service

Network Discovery

[ Performance Logs and Alerts
[JRemote Administration

TN mrmndm & mmicd-

m

| Add program... | | Add port... | | Properties | | Delete

| Motify me when Windows Firewall blocks a new program

| oK | | Cancel | Apply
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6. From the Exceptions tab, click Add Program. Add 2 Program -

7. The Add a Program window will appear. Click Browse... and S Cl e Dl s L

select the spxsvr.exe file (located by default in C:\Program Files\
CDV Americas\Centaur\Centaur Server) and then click OK.

Programs:

Iélnternet Explorer -
QLocahDr
| Mahjong Titans

Minesweeper
ﬁ‘ MSDE Management Console
EE Problem Reports and Solutions
£ Pro-Report
S Purble Place
'+ solitaire
W | spider Solitaire
e -

m

Path: C:\Program Files\CDV Americas\Centaur\Cent Browse. ..

Change scope... [ OK ] | Cancel |

8. The Windows Firewall settings window will re-appear.
From the Exceptions tab, make sure that the spxsvr.exe
checkbox below the Programs or Port heading is check.

& Windows Firewall Settings (=3
General | Exceptions | Advanced

Exceptions control how programs communicate through Windows Firewall, Add a
. . program or port exception to allow communications through the firewall,

9. From the Exceptions tab, click Add Program.
Windows Firewall is currently using settings for the domain network location.
What are the risks of unblocking a program?

To enable an exception, select its check box:

Program or port

[Jremote Event Log Management

[Jremote Scheduled Tasks Management
[Jremote Service Management

[Jremote Volume Management

[JRouting and Remote Access

[ 5ecure Socket Tunneling Protocal

I SHMP Trap

[ windows Collaboration Computer Name Registration Service
[ windows Firewall Remote Management

[ windows Management Instrumentation (WMI)
[ windows Media Player

| KT Blmim Pl msimre Lo Chmrienn s size

m

| Add program... | | Add port... | | Properties | [ Delete

| Motify me when Windows Firewall blocks a new program

| OK | | Cancel | Apply
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10. The Add a Program window will appear. Click Browse... and
select the sqlsevr.exe file (located by default in C:\Program Files\
Microsoft SQL ServerMSSQL\Binn\) and then click OK.

11. The Windows Firewall settings window will re-appear.
From the Exceptions tab, make sure that the sqlsevr.exe
checkbox below the Programs or Port heading is check.

12. Click OK.

Add a Program ==

Select the program you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Programs:

'élnternet Explorer -
QLocahDr
| Mahjong Titans
Minesweeper
ﬁ‘ MSDE Management Console
E% Problem Reports and Solutions
£ Pro-Report
¥ Purble Place
'+ solitaire
@ | spider Solitaire
.

m

Path: C:\Program Files\Microsoft SQL ServerMSSQL Browse. ..

Change scope... OK ] | Cancel |

& Windows Firewall Settings (3]
General | Exceptions | Advanced

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the firewall.

Windows Firewall is currently using settings for the domain network location.
What are the risks of unblocking a program?

To enable an exception, select its check box:

Program or port

[Jremote Scheduled Tasks Management

[Jremote Service Management

[Jremote Volume Management

[JRouting and Remote Access

[ 5ecure Socket Tunneling Protocol

[ SMMP Trap

spxSvr

3
[ windows Collaboration Computer Name Registration Service
[ windows Firewall Remote Management

[ windows Management Instrumentation (WMI)

[ windows Media Player

[ KT Bl im Ml s

[Add program. .. ] | Add port... | | Properties | | Delete

| Motify me when Windows Firewall blocks a new program

[ oK ] | Cancel | Apply
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Configuring DCOM on Windows Vista

Follow these steps to enable the Network discovery and File sharing on the server and the workstation.

1. Click on the Windows icon, right click on
Network and select Properties.

2. Setthe Network discovery and
File Sharing are ON. Click on the arrow to
setto ON.

3. From the taskbar, click Windows icon then
right click on Computer and select Manage.

280
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Recent Items

Computer

Open
Connect Explore

Map Metwork Drive...
Disconnect Network Drive...

Control P

Default Pre =
Properties

All Programs Help and Support

T

== Es
n\v:‘/u\:/l |:J_L: <« Metwork and Sharin... - | 3 | | Search o
" Conecton’ (EN [
View computers and devices
2% Sharing and Discovery
::n:::::n::\r:r i o MNetwork discovery @ On v
Manage etinathconnc it File sharing @ On v
3 = Public folder sharing @ Off v
Printer sharing @ Off v |
Media sharing @ Off v 1
Show me all the files and folders I am sharing
Show me all the chared netinrk folders on thic comnoter

Recent Items

Open

Network Explore

Manage

Connect To

Map Metwork Drive...

Control Panel Disconnect Network Drive...

Default Programs Show on Desktop

Rename

»  AllPrograms Help and Support
Properties
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4. The Computer Management window

. é; Computer Management : -:
will appear. Expand System Tools —— -

File  Action View Help
and expand Local Users and

Groups. = |E = BHE

A Computer Management (Local) Name Actions

@l ;

4 ([} System Tools 'ﬁ". System Tools Computer Management (Local) «
@ Task Scheduler

§2] Event Viewer gStor.age N~ More Actions '
5 Shared Folders T Services and Applications
4 P Local Users and Groups
| Users
| Groups
@9 Reliability and Performance
&4 Device Manager
=5 Storage
=f Disk Management
= Services and Applications

5. Rightclick on the Groups and select New Group to created the = U
Centaur group that will be used for DCOM.\ j“:m;l::; a;::me::lp

5| 1B = HE

& Computer Management (Local)
a {f} System Tools
3 @ Task Scheduler
3 Event Viewer
- | Shared Folders
4 P Local Users and Groups
| Users
| Groups
- @ Reliability { New Group...
. JS:_i;:;r[:e\rlce Ma e .
[ ge

=f Disk Mana Refresh
- s Services and A Byl

Help

6. Inthe Group Name field type Centaur Group.
Click on the Add... button. HewGroup e

Group name: Centaur Group
Description:

Members:

Create ] | Close
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7. The window Select Users pops-up.

. Select Users 7]
Click on Advanced... button.

Select this object type:

Users or Built4n security principals | Object Types... |

From this location:
COVIVISTA | Locations... |

Enter the object names to select (zamples):

[ | Check MNames |
| Advanced. .. QK ] | Cancel |
8. Check ifthe Object Types ... and Locations ... are
properly set then click on the Find Now button. elect Users re =
Select from the list the users you want to access =
the Server. For a multiple selection, keep pressed — [ Optect Types...|
the Ctrl key while selecting the names from the ZEmT e
list. Click OK. COVHVISTA [ Locations.. |

Comman Queries

Find MNow

e
Search results: K ] | Canod) |
Mame (RDN) In Folder i
2. Administrator CDVIVISTA
H2 ANONYMOUS LOGON
i_-E;ALrthenticated Users L
82 BATCH 3
f XContaur User _ COVIVISTA |
% CREATOR GROUP
£ CREATOR OWNER
82 piaLuP
i_-e Everyone
2Guest CDVIVISTA
B INTERACTIVE
82 1usR
fJiohnDoe  CcOVIVISTA | -
9. The selected users will appear in the Select Users,
. PP Select Users ==
under the Enter the object names to select (examples)
section. Click OK. odecisohea e
Users or Buittin security principals| | Object Types... |
10 C||Ck c|°se. From this location: -
CDVIVISTA [ Locations.. |
Enter the object names to select (zamples):
COVIVISTACentaur User; COVI-VISTANohn Doe | Check Mames |
[ Advanced.. | ok | [ cancel |
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11. From the computer management

window, under Groups, double-click on the
group named Distributed COM Users.

A Computer Management

File  Action View Help

e’ »BX0= 6

A Computer Management (Local|| Name
4 [[’j Systemn Tools
: @ Task Scheduler
- 2] Event Viewer
2| Shared Folders

Pl Administrators
% Backup Operators
Pl Cryptographic Operators

Description

Administrators have complete an...
Backup Operators can override se...
Members are authorized to perfor...

P & Local Users and Groups ' Distributed COM Users Members are allowed to launch, a...

P Event Log Readers
| Groups i Guests
. @ Reliability and Performe|| & IS IUSRS

| Users

&% Device Manager

4 22 Storage Pl Performance Log Users

= Disk Management
5 Services and Applications P Power Users

#% Remote Desktop Users

Pl Replicator

& Performance Monitor Users

Members of this group can read e...
Guests have the same access as m...
Built-in group used by Internet Inf...

&% Network Configuration Oper... Members in this group can have s...

Members of this group may sche...
Members of this group can acces...
Power Users are included for back...
Members in this group are grante...
Supports file replication in a dom...

k_, Users Users are prevented from making ...
12. Click on the Add button then add the Centaur group. Dl Com e
13. Click OK. General

& Distributed COM Users
T

Description: Members are allowed to launch, activate and use
Distributed COM objects on this machine.

Members:

Changes to a user's group membership
are not effective until the next time the
user logs on.

QK | | Cancel Apph Help

14. From the taskbar, click Window icon ->
in the Search field type dcomenfg.exe in the text box and then
press Enter.

dcomenfg| x s (@] a =
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15. The Component Services window will appear. Expand the Component Services, Computers and My Computer
branches, then click DCOM Config.

284

= Component Services o= =
#. File Action View Window Help =&
€= 2EXE BB D IE
[Z1 Console Root Ei Ei Ei Ei Ei + | Actions
4 . Component Services DCOM Config -
a4 [ | Computers Yesysternro.. %aSysternR. Accessibili..  AccStore  acppagedll = More Acti .
a & My Computer Class ore Actions
| COM=+ Applicatio T T T T T
ocomcaris | W W F F B
:_ Running Processe | ap Client  appwiz.cpl  appwiz.cpl Authentica.. Background
| Distributed Transi | HxHelpPan... Ul Termina... Intelligent...
. Event Viewer (Local)
. Services (Local) :i :i L L :i
BitLocker Bitmap BRCpl BRCpl CElevateW...
Drive En... Image SafeDocs D... System Ima...
CLSID_CS... CMLUAUTIL CMSTPLUA COM+ Event ComEvents...
Systemn
$ & & & B
ComEvents... COpenCo.. CTapilualib  CustReg Defrag FAT
Class Class engine
Defrag NTFS  Detection... dfrgifc DfsShiEx.dll  DictationH...
engine Class
e & & &F F B !
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16. Right-click the SpxSvr file then click Properties.

= Component Services =2 EcR(E=")
2. File Action View Window Help ==
e sBAXE HE DIDEEE
(23 Console Root E; ‘; E; E; E; = | Actions
.8 C.DmponentSemces RegisterCo... RemotePro.. rsh32.dll  rundll32.exe  SBEServer DCOM Config -
4 || Computers Class .
4 {8 My Computer More Actions 3
| COM+ Applicatio ;i ;i ;i ;i ;i
| DCOM Config
© Runni Scan sdchange sdclt SDRSVC Set User
| Running Processe .
L SEMVICE Defaults ...
- || Distributed Transi
. Event Viewer (Local) Ei Ei Ei tdi Ei
- L Services (Local)
ShapeColle... Share SharedAcc..  Sharing Shell
Manager Elevat... Chkdsk...
¥ & 8 B B ]
Shell Shell Shell Execute  Shell FMIFS Shell
Comput..  Comput.. Hardware.. Wrapper Hardwa...
Shell Security ShellWindo... SLLUA SLUT SPPSurrogate
Editor
g F I
SPXComms m Properties nter S)rnc.Center
3] (Private)
d Jil L Svnc Center Sunc Center Sunc Center Sune Center  Swune Center S
17. The SpxSvr Properties window will appear. =
. . . SpxSvr Properties - :
From the Authentication Level drop-down list, select (None). e ;
General | Location | Security | Endpoints | Identity
General properties of this DCOM application
Application Name: SpxSvr
Application ID: {E2199D32-D198-11D2-A6F3-00105A1335A1}
Application Type: Local Server
Authentication Level: |{None v|

Local Path:
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18. Click the Location tab and select the

B j . SpxSvr Properties 7 ==
Run application on this computer check box.

General | Location | Security | Endpoints | Identity

The following settings allow DCOM to locate the comect computer for this
application. ff you make more than one selection, then DCOM uses the first
applicable one. Client applications may overide your selections.

| Run application on this computer.

Run application on the following computer:

19. Click the Identity tab and then select The interactive user

SpuSvr Properties @
check box.

General | Location | Security | Endpoints | |dentity

Which user account do you want to use to run this application?

The launching user.

This user.

20. Click the Security tab to configure the user that will have the

. SpuSvr P rti -‘? :
right to access the Centaur Server. S—— -2

General | Location | Security | Endpoints | Identity

* Under Launch and Activation Permission, click Custom- Launch and Activation Permissions
ize. Use Default
* Under Access Permissions, click Customize. Edit..
» Under Configuration Permissions, click Use Default.
Access Permissions
Use Default
@ Customize  Edt. |

Configuration Permissions
@ Use Default

Customize
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21. Under Launch and Activation Permission, click the Edit button.

22. The Launch and Activation Permission window will appear.

Click the Add button to add the Centaur Group.

23. Check if the Object Types ... and Locations ...
are properly set then click on the Find Now button.
Select from the list the Centaur Group, previously
created. For a multiple selection, keep pressed the
Ctrl key while selecting the names from the list.
Click OK.

Launch and Activation Permission @
Security

Group or user names:

iz
52, Administrators (COVI-VISTA\Administrators)
52, INTERACTIVE
Add... | | Bemove
Pemissions for SYSTEM Allow Deny
Local Launch v
Remate Launch v
Local Activation v
Remote Activation v

oK ] | Cancel

2 =

Object Types...
Locations...

Select Users or Groups

Select this object type:

Users, Groups, or Built4n security principals

From this location:
CDVI-VISTA

Common Queries

7

Search results: Ok | | Canod) |
Mame (RDN) In Folder it
2, Administrator CDVIVISTA |
82 Administrators CDVIVISTA 1
2 ANONYMOUS LOGON
i_-E,ALrthenticated Users
2 Backup Operators CDVIVISTA
82 BATCH

2, Centaur User CDVIVISTA
H CREATOR GROUP
%CREATOR OWNER il
£ ~ . . . ~ran s aeT
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24. The Centaur Group appear in the Select Users, under the Entg= = - - = : =
Papp Select Users or Groups a ==
OK.
Select this object type:
Users, Groups, or Builtin security principals | Object Types... |
From this location:
COVIVISTA | Locations... |
Enter the object names to select (zamples):
COVIVISTACentaur Group | Check Names |
Advanced. .. QK | | Cancel |
25. Select Centaur group then check the check box Allow to
g P . . Launch and Activation Permission 5-1=3]
Local Launch, Remote Launch, Local Activations and Remote
Activations. Click OK. Secury
Group or user names:
52, SYSTEM
52, Administrators (COVI-VISTA\Administrators)
4 4 Centaur Group (COVI-VISTACentaur Group)
52, INTERACTIVE
Add... | | Bemove
Pemissions for Centaur Group Allow Deny
Local Launch v
Remate Launch v
Local Activation v
Remote Activation v
oK ] | Cancel
26. Under Access Permissions, click the Edit button.
Access Permission 7 |==
27. The Access Permissions window will appear. Click the Add button to Sscurty
add The Centaur group. Group or user names:

T
52, SYSTEM
52, Administrators (COVI-VISTA\Administrators)

Add... | | Bemove
Pemissions for SELF Allow Deny
Local Access v
Remote Access v

oK ][ Cancel
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28. Check if the Object Types ... and Locations ... are prof— o e
. . Select Users or Groups ==
the Centaur Group, previously created. For a multiple
selection, keep pressed the Ctrl key while selecting =
the names from the ||St ClICk OK Users, Groups, or Built4n security principals | Object Types... |
From this location:
COVIVISTA | Locations... |
Commen Queries
| Find Mow |
Search results: Ok | | Canod) |
Mame (RDN) In Folder it
2, Administrator CDVIVISTA .
82 Administrators CDVIVISTA
2 ANONYMOUS LOGON
i_-E,ALrthenticated Users
2 Backup Operators CDVIVISTA
82 BATCH
2, Centaur User CDVIVISTA
H CREATOR GROUP
K2 CREATOR OWNER il
[ SN -y . A n e
29. The Centaur Group app_ear in the Select Users, T ER
under the Enter the object names to select (examples)
section. Click OK. —_—
Users, Groups, or Builtin security principals | Object Types... |
From this location:
COVIVISTA | Locations... |
Enter the object names to select (zamples):
COVIVISTACentaur Group | Check Names |
Advanced. .. QK | | Cancel |
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30. Check the check box Allow to Local Access and Remote Access. Click ¢ e Permieeion ——

31. Click OK, to close the SPXSVR.exe properties and close the Securty

Component services window. Group or user names:

52, Centaur Group (COVI-VISTACentaur Group)
52, SELF

52 SYSTEM

52, Administrators (COVI-VISTANAdministrators)

Add... | | Bemove

Pemissions for Centaur Group Allow Deny

Local Access
Remote Access

oK ] | Cancel

32. From the taskbar, click Window icon ->
in the Search field type administrative tools in the text box and
then press Enter.

administrative tools

33. The administrative tools E——
window appear. Doubleclick | .~ : M.
on the Local security koot | < Start Menu » Programs » Administrative Tools - | +4 | | Search P
policies.

Eavor MName Date modified Type Size

T' Documents @ Computer Management 2008-03-20 12:16 Shortcut 2KB

———— |2 Data Sources (ODBC) 2006-11-02 08:52 Shortcut 2KB

:L Pictures {3 Event Viewer 2006-11-0208:53  Shortcut 2KB

& Music f isCslInitiator 2006-11-02 08:53 Shortcut 2KB

% Recently Changed [ Local Security Policy 2008-03-2012:17 Shortcut 2KB

"Ef Searches [##] Mermory Diagnostics Tool 2006-11-02 08:51 Shortcut 2KB

Public Epprint Management 2006-11-02 08:54 Shortcut 2KB

@Reliabilit}r and Performance Monitor 2008-03-20 12:16 Shortcut 2KB
[2): Services 2008-03-20 12:16 Shortcut 2KB
[7H Systern Configuration 2006-11-02 08:51 Shortcut 2KB
&]Task Scheduler 2006-11-02 08:53 Shortcut 2KB
@Windows Firewall with Advanced Security 2008-03-20 12:16 Shortcut 2KB

Folders ~

= Local Security Policy Date modified: 2008-03-2012:17

) Shortcut Size: 1,59 KB
i% Date created: 2008-03-2012:17
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34. The Local
Security Settings
window will appear.
Double Click on
Local policies then
select Security
options.

35. Double-click
Network Access:
Sharing and
security model for
local account.

= Local Security Policy
File  Action View Help

ol ARl n NEYN 7 B

= EE=

T Security Settings
2 Account Policies
4 [ 4 Local Policies
4 Audit Policy
7 User Rights Assignment
2 Security Options
" Windows Firewall with Advanced Seci
| Metwork List Manager Policies
| Public Key Policies
. [ ] Software Restriction Policies
: .g IP Security Policies on Local Compute

Policy

Accounts: Admi

nistrator account status

Accounts: Guest account status

Accounts: Limit local account use of blank passwords to conscle logeon only

Accounts: Rename administrator account

Accounts: Rename guest account

Audit: Audit the
Audit: Audit the

Audit: Force audit policy subcategory settings (Windows Vista or later) to o...
Audit: Shut down system immediately if unable to log security audits

DCOM: Machine Access Restrictions in Security Descriptor Definition Lang...
DCOM: Machine Launch Restrictions in Security Descriptor Definition Lang...

Devices: Allow u

access of global system objects
use of Backup and Restore privilege

ndock without having to log on

Devices: Allowed to format and eject removable media

Devices: Prevent
Devices: Restrict
Devices: Restrict
Domain controll
Domain controll
Domain controll

Domain member: Digitally encrypt or sign secure channel data (always)
Domain member: Digitally encrypt secure channel data (when possible)
Domain member: Digitally sign secure channel data (when possible)

users from installing printer drivers

CD-ROM access to locally logged-on user only
floppy access to locally logged-on user only
er: Allow server operators to schedule tasks

er: LDAP server signing requirements

er: Refuse machine account password changes

m

Security Setting *
Disabled
Disabled
Enabled
Administrator
Guest

Disabled
Disabled

Mot Defined
Disabled
C:BAG:BAD: (A
C:BAG:BAD: (A
Enabled

Mot Defined
Disabled

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Enabled

Enabled

Enabled =

m

= Local Security Policy
File  Action

x| 2EIXE = HE

View Help

== Es

T Security Settings
2 Account Policies
4[4 Local Policies
2 Audit Policy
7 User Rights Assignment
7 Security Options
| Windows Firewall with Advanced Seci
| Metwork List Manager Policies
| Public Key Policies
| Software Restriction Policies
: .g IP Security Policies on Local Compute

Policy
MNetwork access:

MNetwork access:
MNetwork access:
MNetwork access:
MNetwork access:

MNetwork access:

MNetwork access:
MNetwork access:

MNetwork access:

MNetwork access:

Ll Metwork access: Sharing and security model for local accounts  Classic - local user...

: Allow anonymous 5I0/MName translation

Do not allow ancnymous enumeration of SA..
Do not allow ancnymous enumeration of SA..
Do not allow storage of credentials or MET Pa...
Let Everyone permissions apply to ancnymou...
: Named Pipes that can be accessed anonymou...
Remotely accessible registry paths

Remotely accessible registry paths and sub-pa...
: Restrict anonymous access to Mamed Pipes a...
Shares that can be accessed anocnymously

MNetwork security: Do not store LAN Manager hash value on ne...

54 Network security: Force logoff when logon hours expire
MNetwork security: LAN Manager authentication level
MNetwork security: LDAP client signing requirements

[

I ccsieibo Ml e cmrcioe cocieibe £oe MITIAA CCN Lioe

Security Setting i
Disabled

Enabled

Disabled

Disabled

Disabled

netlogon, lsarpe,sa...
System‘\CurrentCo...
System‘\CurrentCo...
Enabled

Mot Defined

m

Enabled

Disabled

Send NTLMvZ resp...
MNegotiate signing

| P
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36. The Network AC.CGSS. sharlng and securlty model for. ) MNetwork access: Sharing and security model for local accounts P...
local account window will appear. From the drop-down list, click

. . Local 5 ity Setti i
on Classic - local users authenticate as themselves and then ool Secutly Seltng. | Eapian
click Ok.

3' Metwork access: Sharing and security model for local accounts

Classic - local users authenticate as themselves -

Classic - local users authenticate as themselves
Guest only - local users authenticate as Guest
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DCOM CONFIGURATION FOR WINDOWS XP

To be able to configure the DCOM on Windows XP operating system, you have to be logged in as Administrator.

Verifying DCOM
Before going on with the DCOM configuration, you can perform the following steps to verify the integrity of your DCOM:

= Type the name of a program, folder, document, or
Inkernet resource, and Windows will open it For wou,

1. From the taskbar, click Start -> Run. The Run window will
appear. Enter dcomcnfg.exe in the text box and click OK.

21|

Oper: I drarnenf gl j

2. The Component Services window will appear.
Within the Console Root folder (left side of your
screen), expand the Component Services branch,
the Computers branch, and the My Computer
branch. Ensure that the Running Processes folder
appears in the My Computer branch. If it does not
appear, you must repair DCOM. If your DCOM
configuration is found corrupted then follow the
steps in “Reparing DCOM” on page 265; if not, skip
the next section and go directly to “Setting the
Firewall” on page 267. +

Component Services
@ File Acton View Window Help

& m B 2

Console Rook

MName

= D Computers
= @ My Computer
+-[Z] COM+ Applications
+-[Z] DCOM Config
+-[_1] Distributed Transaction Coordinator
+ D Running Processes
+ @ Event Viewer (Local)

@Component Services
@Event Viewer {Local)
%Services {Local)

Services {Local)

3. Click the COM+ Applications branch. The components of s ;
get an error message and/or cannot access this 2, Eomponant Seovices
branch of components, you must repair DCOM. If

@ Fie  Acton WVew Window Help

your DCOM configuration is found corrupted then <_= 2D [% - _

follow the steps in “Reparing DCOM” on page 265; if Ef,%”;ﬂfngff;t o Lo Reledore, bR
not, skip the next section and go directly to “Setting =I-( Computers @ é? @
the Firewall” on page 267. = ’%g . NET Utilities Eiggr; con+ae

+[Z3 DCOM Corfig
+-[21] Distributed Transaction Coordinator
+ l:_'] Running Processes

+ L@J Event Viewer {Local)

+ % Services (Locd)

2 4 @

COM+Utilites  MS Software System
Shadow Co...  Application
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Reparing DCOM
Perform the following steps to repair your DCOM configuration:

1. From the taskbar, click Start -> Run. The Run window will _ 2] x|

appear. Enter cmd in the text box and click OK.

= Tvpe the name of a program, Folder, docurment, or
Internet resource, and Windows will apen it For you,

open: I crmd j

2. The C:\WINDOWS\System32\cmd.exe window will appear. ok I Cancel i Browse... |
Type cd %systemroot% \system32 and press the keyboard
Enter key. Type msdtc -uninstall and press the keyboard
Enter key.

Select C:\WINDOWS\system32\cmd.exe

Microsoft Windows HP [Uersion 5.1.26801
(C>» Copyright 1985%-2081 Microsoft Corp.

C:“\Documents and Settings:\Technical Support>cd xsystemrootx “system32

C S WINDOWEsystem3Z >medtc —unistall

3. Reboot your computer.

4. From the taskbar, click Start -> Run.
The Run window will appear. Enter emd in the text box and
click OK.

run 2|

= Type the name of a program, Folder, document, or
Internet resource, and Windows will open it For vou,

Qpen: I crd j

[l 4 I Zancel i Browse, ., |

5. The C:\WINDOWS\System32\cmd.exe window will appear.
Type cd %systemroot% \system32 and press the keyboard
Enter key. Type msdtc -install and press the keyboard Enter key.

Select C:\WINDOWS\system 3 2\cmd.exe

Microsoft Windows HP [Uersion 5.1.268081
(C>» Copyright 1285-2881 Microsoft Corp.

C:“Documents and Settings:Technical Support>cd xsystemrootx “system3d2

C:WINDOWUS system32 *medte —install_
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Verifying if the DCOM has been repaired
Perform the following steps to verify that DCOM has been repaired:

1. From the taskbar, click Start -> Run. _ 2] x|

The Run window will appear. Enter dcomcnfg.exe in the text

box and click OK.
= Tvpe the name of a program, folder, docurment, or
Internet resource, and Windows will open it For you,

Open: I deomenfal j

a4 I Cancel | Browse, .. I

2. The Component Services window will appear.
In the Console Root folder (left side of your screen),

omponent Services

expand the Component Services branch, the B de Acin Vew | vindow | teb =181x]
& E2

Computers branch, and the My Computer branch. If

there is a red arrow next to any of the components of | e Console Root
this folder, DCOM has not been successfully repaired  — g"c“:mponem T
and you must repeat the repairing process. = @ gcc%m;:‘:;micaﬁms [ Event viewer (Local)

4[] DCOM Canfig %Serwces {Local)

+-[_1] Distributed Transaction Coordinator
+ [:l Running Processes
(= \
+ % Event Viewer (Local)

+ Services {Local)
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Setting the Firewall

Firewall settings need to be altered on the Centaur Server computer and on any workstation connecting to the Centaur Server

computer through DCOM.
On the server you need to :

* Open the port 135 (DCOM port)

» Allow access (In bound and Out bound)) for the program SPXSVR.exe found on C:\Program Files\CDV Americas\

Centaur\'Centaur Server .

» Allow access (In bound and Out bound) for the program sqlsevr.exe found on C:\Program Files\Microsoft SQL

ServerMSSQL\Binn\.
On the workstation you need to :

* Open the port 135 (DCOM port)

@ Please make sure that all your network devices allow DCOM (port 135).

Please refer to your firewall documentation if you need help. If you are using the Windows firewall follow these steps to alter your

settings:
1. From the taskbar, click Start -> Control Panel.

2. The Control Panel window will appear. Double-
click on the Windows Firewall icon.
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? --'Sesrd'- {7 Folders -
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G’ Centrol Fanel
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| ol AT Sk

&l =4 =

G Sniitch to Category View Scanmersard  Scheduled
Cameras Tasks

: == . Fei
See Also E) u ,.'

SoundMAX  Seurds and
Audio Devices

a 82

Teskbar and  User Accounts
Start Menu

& Vindows Update
(7] Help ard Suppart

Configure the Windaws Fircwall

W[ a GO
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Systemn

Wireless
Metwork Set...
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3. The Windows Firewall window will appear. From the Exceptions ta

Gerernl | Dicéptions | Advanced

Wirndows Feawal i lumed o, Your compuler i & sk of aliacks o rirusons
frrem e miele ot rees auch a0 the letemet W menmmen that yeu chelc the
Genecal lal arad wete] Or

Frograma &l Servces

Mame -~
A rtermat Dplorer

B Java(THE 2 Pladfiom Standard Cdtion bineny

anfl Managemert Cnnasals

Fastance

[ Rsemrli skl o

A Sy

(=
[ Windows Live Messanger 8.0 (Phons)
A Windows Live Messanger .1

Bl Whindiows Live Messenger 1.1 (Phona)

F Framwik,

| Al Program.. | | AcdPet. | B, || Dsiste |

[+] Display & notfication when Windows Firewsl blocks a poges

Wihat goe the ek of showind excaphors?

K Cancel

4. The Add a Port window will appear. In the Name field,

) Add a Port X|
enter DCOM. In the Port number field, enter 135. Select TCP as &
i i i LUze these settings to open a port throuch Windows Firewall. To find the port
your communication type and click OK. number and protocol, consult the documentation for the program or service you
want to use.
MName: :DCOM

Port number: | 135

®TCP (C UDP

What are the risks of opening a port?

(o] (o
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5. The Windows Firewall window will re-appear.
From the Exceptions tab, make sure that the DCOM
check box below the Programs and Services General | Exceptions | Advanced
heading is selected.

Windows Firewall is tumed off . Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the

If you are configuring the firewall settings on a St et Gecy O

workstation connected to the Centaur Server }
computer, click OK and your done with this computer. st Sk
Name

If you are configuring your firewall settings on the [ cdshisgSenver

Centaur Server computer, go to the next step. ms""amese"'e‘

[ File and Printer Sharing

Irtemet Explorer

Java{TM) 2 Platform Standard Edition binary
B Microsoft Managemert Console

[ Remote Assistance

[ Remote Deskiop

[ Skype

R erwSur ave

[ Add Program.. ] [ Add Port... ]] Edit... l [ Delste

[+] Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

oK || Cancel

6. From the Exceptions tab, click Add Program. :

7. The Add a Program window will appear. Click Browse... and To allow communications with 3 program by adding it to the Exceptiors list,
. X zelect the program, or click Browse to sezrch for onethat iz not isted.
select the spxsvr.exe file (located by defaultin C:\

Program Files\CDV Americas\'Centaur\'Centaur Server) and 'Pl?.:;nm for Windomns »
click OK. ' ProRepot
%1 Quck Time Player
8. The Windows Firewall window will re-appear. From the &:0uckTor
. #E Set Corfiguration
Exceptions tab, make sure that the spxsvr.exe check box @ Sipe
below the Programs and Services heading is selected. lil Soltaire
$>50|JBLIQ
9. From the Exceptions tab, click Add Program. %j;giﬂm
| ﬁSta‘sReader 21 w

Patn: | C:\Program Files'CDV Amerizas’Cantaur\Cent |

) (o)
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10. The Add a Program window will appear. Click Browse...
and select the sqlsevr.exe file (located by default in C:\ 2. LTSI,
Program Files\Microsoft SQL ServerMSSQL\Binn\) and To allow communications with a program by adding it to the Exceptions list,

click OK select the program, or click Browse to search for one that is not listed.

Programs:

I raBoct y
L;‘.s PQBoot for Windows

% Pro-Report

A Quick Time Player

EQuickTour

ﬂ Set Configuration

& sime

] Solitaire

% SoloBug

&] Spider Solitaire

v

)

Path: |C:\Program Files'Microsoft SQL ServerMSSQL

o] oo ]

11. The Windows Firewall window will re-appear.
From the Exceptions tab, make sure that the sqlsevr.
exe check box below the Programs and Services General | Exceptions | Advanced
heading is selected.

"= Windows Firewall

Windows Firewall is tumed off. Your computeris at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the
12. Click OK. General tab and select On.

Programs and Services:

Mame

DCOM

File and Printer Sharing

Intemet Explorer

Java(TM) 2 Platform Standard Edition binany
Microsoft Management Console
O —
[ Remote Deskiop

Skype

spc ST exe

sqlservr exe

M1 IPAP Framewnrde

[ AddProgam... | [ AddPot. |[  Edit.

Display a notification when Windows Firewall blocks a program

What are the rsks of allowing exceptions?

oK ] [ Cancel
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ENABLING NETWORK ACCESS ON WINDOWS XP

In order to be able to setup the DCOM on computers running on Windows XP, the network access must be enabled.

1. From the taskbar, - -
click Start -> Settings [MSaMREL -_|@

B 1 Wew  Fgewiles  Took b
-> Control Panel. ookl il il calicndlit ol
- 3 i Smarch Fokers | [T23]-
2. Double-click * EYse
Administrative Tools. | - = " = . 3 &
Rt X D BE D S
B Aocescbity AddmMardmare  Addor R r ] Adobe Gamma  Automabic  Dabe and Time
3 Openns Remay..., Tonia Lipdates
i 5 r) 2 -
) SeeAlsa % Ly e - = —
Drpday ehder Dpbens Iants AT Insérnat Asva Kayboard
ﬂ Wirnios Uiakabe Contralers Cpsnns
i) el aned Bugrpar ] 1 i, ’ ﬁ g
‘-:m 2 e_ < B %'J e
sl T Metwork  MVIDTAnViEw  Ploneand  Power Cplons  Privters ardd
Connecenns  Diesicing M. Sindem . Faves
q - . A ;
) 'Gl ‘_ ':_g o/ @ %‘;
Program CuskTore  Regonal aml  Samers el Sdheduled Sevaily Soltware
Updabes Language ., Camaras Tasks Cervier Exgiprers
O @  © 9 @ =
SoumBAY  Sounds and Spmedh Symanlec Syslem Taskher arnd  Lser Accouris
Bk Do Livel ipdabs Siart Many
&
Wirherars Wircless
Firgyesd Mmook TeL.
Carifigure sdrenetrative setings o your Sompuber,
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3. Double-click Local Security Policy.

File Edit View Favorites Tools Help ;?
O Back - 2 tr >~ Search Folders Ev
Address |43 Administrative Tools -k
@Component Services
File and Folder Tasks R @Computer Management
EHData Sources (CDBC)

q’ﬂ Rename this file desktop.ini
Gy Move this file Event Viewer
|j Copy this file Local Security Policy

@ Publish this file to the Web Performance
() E-mail this file %SEWICES

¥ Delete this file

Other Places 2 B

[+ Control Panel
j_‘j My Documents
i My Computer

& My Network Places
=

Details

View and modify local security policy, such as user right: 1,56 KB _é My Computer
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4. Expand the Local Policies branch, and click Security Options.

& Local Security Settings

File Action View Help
8
5 Security Settings Policy A
#- (8 Account Polices 88 Accounts: Guest account status
(8 Local Polces Accounm: Limit local account use of blank passwords to console logon anly
# (@ audtpolicy Accounm: Rename administrator account
+)-(18 User Rights Assignment TN "
: : : guest accoun
-6 %hhsl:ﬁ:t:ﬁ::ns Audit: Audit the access of alobal system objects
. N Audit: Audit the use of Backup and Restore privilege
+-[L] Software Restriction Palidies =y BT o
: g IP Security Polices on Local Audlt: Shut down system immediately if unable to log security audits
DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax
DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SD0L) syntax
Devices: Allow undadk without having to log on
Devices: Allowed to format and efect removable media
Devices: Prevent users from installing printer drivers
Devices: Restrict CD-R.OM access to locally logged-on user only v
{ X |4 b

Double-click Network Access: Sharing and security model for local account.

& Local Security Settings

File Acton View Help
@

I@ Security Settings
+-[Z8 Account Policies
—1-28 Local Policies
+-8 Audit Policy
+-[Z8 User Rights Assignmen

Paolicy

Microsof't network server
Microsof't network server
Microsof't network server

: Amount of idle time required before suspending session
: Digitally sign communications (always)
: Digitally sign communications (if dient agrees)

Microsof't networ
Network access:
Network access:
Network access:
Network access:
Network access:
Network access:
Network access:

Metwork access:

@ Security Options
+-(Z3 Public Key Policies
+-[Z1] Software Restriction Policie
+ .g IP Security Policies on Loca

Network access:
Network security:

Metwork security:
Network security:
Network security:
Network security:
Network security:
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REIRecnvery consle: Allow A tamatic administrative lnnon

k server: Disconnect dients when logon hours expire

Allow anonymous SID/MName translation

Do not allow anonymous enumeration of SAM accounts

Do not allow anonymous enumeration of SAM accounts and shares

Do not allow storage of credentials or JMET Passports for network authentication
Let Everyone permissions apply to anonymous users

Mamed Pipes that can be accessed anonymously

Remotely accessible registry paths

Shares that can be accessed anonymously
Sharing and security model for local accounts

Do not store LAN Manager hash value on next password change

Force logoff when logon hours expire

LAM Manager authentication level

LDAP dlient signing requirements

Minimum session security for NTLM 55P based (induding secure RPC) dients
Minimum session security for NTLM 55P based (induding secure RPC) servers
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6. The Network Access: Sharing and security model for  crmm T T el @@
local account window will appear. From the drop-down list, EWOIR CEEERR: SNELIE 210 EEE R IMY MOCE O ER .- B 1

click on Classic - local users authenticate as themselves Local Secunty Setling
and click OK.

Metwork access: Shating and security model for bocal accounts

il

Classic - local users authenticate as themselves b

Clagsic - local useis suthenticate as themzelves
Guest only - local uzers authenticate as Guest

ok [ cancel |
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Configuring the DCOM on Windows XP

1. In Control Panel open the Administrative Tools -> Computer Management.

2. Open Local Users and Groups. -
P P = Computer Management E@
-

3. Ifthe computers belongto a ) Fla Adion Vew Wrdow Heb

workgroup, you have to create meFE @

the users locally before starting; DY computer Management (Local) IR SR

if the computers belong to a = ¥ u‘*[““ ':'_-‘: | e Ssteem Tools

. . e .- s :E'I?_xw
domaln’go to Step4. ; Shared Fodders . '_#Er.lu.nanlﬂ-ﬁhalvn
. Local Users and Groups
Peiformanis Logs and Alerts

a) Create the users locally on 2 Devcn Hanager

the server. For this, right- - [ steesge

click on Users and choose * jgif Removable Storage
. ¢ Dusk Defragmenter

Ngw User. In thIS. new Disk Management

window, type the information ¢ 8 Services and Applcations

about that user and click
OK. Pay special attention to
the user name and
password that you are using
to open the Windows
session.

b) Repeat the previous step for all the users you want to add, then go to the next step.
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4. To create the group to be used for DCOM you
have to click on the Groups and select New Group.

Select Users, Computers, or Groups

Celect this obiect upe

5. Inthe field Name type Centaur Group. Click on the el e
Add... button to add the users that you want to have AL Gl SE—
access to the Centaur Server. i Lt d

Common Quenes

6. The window Select Users, Computers or Groups Name [ Stalswih v | Colururs.. |
pops-up. Click on the Advancec.i ... button and check if L E— [Fretom ']
the Object Types ... and Locations ... are properly set
and click on the Find Now button. Select from the list
the users you want to access the Server. For a multiple
selection, keep pressed the keyboard Ctrl key while
selecting the names from the list. Click OK.

7. The selected users will appear in the Select Users, ok [ cawel ]
Computers or Groups, and the Enter the object Mame [RON] EMalddiess | Desciglion In Foider -~
names to select (examples) field. Click OK. b adacmnistiatr AdnirisiAo@c.. Buillin acoount 1. exicas.loc

Q Ara Maria cdvamenicas. loc...
7 Ardis Coté acrreEedyvamer. covamenicas loc
8. Click Close. €7 Centaur Group cdvamericas.loc...
& Cert Pubizhers Members of thiz .. cdvamericas.loc...
. € Cosmin Floes,. cloescu@edva .. civamenicas. o .
9. From the taskbar, click Start -> Run. €} Dzris T awik cvamericas loc..
!ﬁ DHCP Admir... Membear: who .. cdvamericas.lac...
g} DHCR Ueers tember: who b cdvamenicas. loc .
ﬂz Dnsddming DM3 admniztrat..  cdvamesicas.loc...
7Dl Ddu_t:l"‘l... DM5 clierts wheo..  cdvameicas.loc... s

10. In the Run window type dcomcnfg.exe. T

Click OK or press the keyboard Enter key. _ 21

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For wou.

Open: I dromenf| j

QI I Cancel | Browse. .. |
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11. The Component Services window will appear.

Expand the Component Services,

Computers, and MyComputer branches,

and click DCOM Config.

12. Right-click the SpxSvr file and
click Properties.

@ Component Services

M=%

@ File Action View Window Help

& @ 2

==

[_1 Console Root
= @ Component Services
=[] Computers
= @ My Computer
+-[Z0 COM+ Applications
+-=3 DCOM Config

+ [:I Running Processes
(= \
¥ g Event Viewer {Local)

+] Services (Local)

+-[_] Distributed Transaction Coordinator

DCOM Config 215 objeckis)

® & @ ¢

AccStore Class  Acrobat  Acrobatiwri...
WebCapture

AcroDistX  AcroExch.P... AcroPDF

ADM Adobe Adobe

Document Acroba... InDesig...

B b &b

@ Component Services

BEX]

@ File Action View Window Help
& 2

(Z1 Console Root
-] @ Component Services
= u Computers
= @ My Computer
(23] COM+ Applications
+-23 DCOM Config
(2] Distributed Transaction Coordinater

=131 ]

2 & & &

+ [:l Running Processes
= el \
+1-|&1] Event Viewer (Local)
¥ Services (Local)
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13. The SpxSvr Properties window will appear. From the Authenticatio' 1

2l
. R . . . General | Location | Secuity | Endpoints | |dentity
14. Click the Location tab and select the Run application on this | I I ! !
computer check box r— General properties of this DCOM application
NB: The Run application on this computer check box is selected Application Name:  SpeSwr
by default. Application ID: {E2199032.01138-11 D 2-46F3-001054133541}

Application Type: Local Server

uthenticaton Levet: [TERRGGG—_— - |

Local Path:

Ok I Cancel | Appll |

15. Click the Identity tab and select the 21X
The interactive user check box.

Generall Locationl Securit}ll Endpoints  Identity I

Which user account do you want ko use to run this application’?

 The launching user.

 This uger.
User I Browse... |

Eazzword: I
Canfirm pazsword: |

) Tihe system acoaumt [senvices oyl

ak. I Cancel Anply
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16. Click the Security tab to configure the user(s) that have(s) the right

2lx]
R R . . General | Location  Security | Endpoints | 1dentit
a) Under Launch Permissions, click Customize. I l ol | v
r~ Launch and Activation Permizzions
b) Under Access Permissions, click Customize. € Use Detaul
. . .. . & Customize i
c) Under Configuration Permissions, click Use Default. B &l

17. Under Launch Permissions, click the Edit button.

Access Permissions

€ Use Default

% Customize Edi... |

r— Configuration Permissions

" Customize Edit... |

aK I Cancel | Apply I

18. The Launch Permission window will appear. s Pasiarec
Click the Add button to add users..

Security |

19. The Select Users or Groups window will appear. Verify that the Group of user names:

Object Type and the Location is correct and click Find Now. Select €
the desired user from the list. Hold down the keyboard Ctrl key to €7 SYSTEM

select multiple users. Click OK.

Add... | Hemaove |
Permissions for Administrator Allow Deny
Access Permission E

| 0K Cancel !
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20. The Centaur Group appears now in the Select Users or
Groups window. Click OK. i

Sefect this object lype:

21. Click OK. Users, Groups, or Bull-in secuely prncipals Dbject Types
Erom this location
22. From the taskbar, click Start -> Control Panel -> AEEROENG [ Locatons |
Administrative Tools -> Local Security Policy. Eer the obiect names 1o selec! (examplest
F-FRD ENG\LDershue, ¥ FAD ENG\MS nders. " [[Check Names
P-PREO-EMG\NFontana : ¥P-PRO-ENG\NMabe:

i:KF'-PRQ-E NGARC oringes

Advanced . [—10K i E'anceiwj

23. The Local Security Settings
window will appear. Double-click
DCOM: Machine Access

¢ Local Security Settings

Fle Acton Yiesw Help

Restrictions in Security R &
Descriptor Definition Language [ szaumty setings Policy »
p g g #1 [ Account Poidies ﬁ_j;':'licc-mna: fuest account status
(SDDL) syntax. =8 -_':'L'E‘ 3':'_1'-1&9 E-f]ﬁ.cc:t.l'l::-: Limit local sccount use of blank passrords to corsole logon only
+1 (8 Audic Poicy b Accounte: Rename adminisrator sccount

=1 {28 User Rights Assigrent
(B searity cphans
[ 2] Public Key Palicies
-] Suftware Restriction Poldes
+ g [P Security Poides on Local [

_-‘El_-!].'\cc:u'l' i Rename guest account
_-_T-;_{].\Luci'.: Audit the zccece of global eystem objacte
Al Audit: Audit the Ls= of Backup and Restore oriviece
o] Audit: Shut down system mmediately if unable to log searity audits
DCOM;: Maching Access Restrictions in Security Desciplor Definition Language (SDOL) syntax
| DCOM: Machine Launch Restricions in Security Desciptor Defiriton Language (SDDL) syntax
ii{l[)exices: Allow undack without having to ogon
8\ Devices: Allowed to format and eject removable media
fi|Devices: Prevertusars from nstaling printer crivers
@Deaices: Restrict CO-ROM access to localy logged-on user only w
& | =% 5

24. The DCOM: Machine Access
Restrictions window will appear. Click Edit Security.

DCOM: Machine Access Restrictions in Security Descri... Ej@

Template Security Policy Setting

g. DCOM: Machine Access Restrictions in Security Descriptor
ig"' Diefinition Language (SDDL) syntax

If the security descriptor is left blank after defining the policy setting in the
template, the policy setting will not be enforced.

Security descriptor:

|

[ OK H Cancel ]
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25. The Access Permission window will appear.
Beneath the Group or user names heading, select the desired users

Access Permission

who will be granted access to the Centaur Server computer through Secuiy |
DCOM and CI'Ck Add Giroup of user names:
@
26. Beneath the Centaur Group heading, ensure all Allow check boxes €1 S TEM
are selected.
27. Click OK.
Add [ Bemove |
Permissions fo' Sdministrator Allow Deny__
Access Pernission El

| 0K Cancel !
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DCOM CONFIGURATION FOR WINDOWS 2003 SERVER

To be able to configure the DCOM on Windows 2003 operating system, you have to be logged in as Administrator.

Verifying DCOM

Before going on with the DCOM configuration, you can perform the following steps to verify the integrity of your DCOM:

1. From the taskbar, click Start -> Run. The Run window will appear.

Enter dcomcnfg.exe in the text box and click OK.

2. The Component Services window will appear.
Within the Console Root folder (left side of your
screen), expand the Component Services
branch, the Computers branch, and the My
Computer branch. Ensure that the Running
Processes folder appears in the My Computer
branch. If it does not appear, you must repair
DCOM. If your DCOM configuration is found
corrupted then follow the steps in “Reparing
DCOM” on page 283; if not, go directly to “Setting
the Firewall” on page 285.

3. Click the COM+ Applications branch. The
components of this branch will appear on the right
of your screen. If you get an error message and/or
cannot access this branch of components, you
must repair DCOM. If your DCOM configuration is
found corrupted then follow the steps in “Reparing
DCOM” on page 283; if not, go directly to “Setting
the Firewall” on page 285.

Cpen:

i Type the name of a program, folder, document, or

Internet resource, and \Windows will open it For wou.

Ok H Cancel ][ Browise, ..,

- Component Services

B Fie
& 2

Action  View  Window Help

== %]

-|- B Component Services
=-[Z] Computers
=] @ My Computer

+]-(Z] COM+ Applications
+-[Z] DCOM Config
+-[_7] Distributed Transaction Coordinator
+ [:I Running Processes

+] @ Event Viewer (Local)

+] Services (Local)

Console Rook

Mame

@Component Services
Event Viewer (Local)
%Services {Local)

@ Fle  Acton  vew
L]

C;] Censoke Root
= @ Component Services
=1-[L] Computers
=& My Computer
+-((1 DCOM Config
+-(Z]] Distributed Transaction Ceordnator
+-(Z Running Processes
+|{fd] Event Viewer (Local)
+ % Services (Locd)

Window Help

BT

===

COM+ Applications & objectis)

$ ¥ B

. MET Utilites COM+ COoM+QC
Explorer Dead Let...
@
COM+Utilides M5 Software Sysiem
Shadow Co...  Application
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Reparing DCOM

Perform the following steps to repair your DCOM configuration:

1. From the taskbar, click Start -> Run. The Run window

ill appear. Enter cmd in the text box and click OK. _ 2| x|

— Type the name of a program, folder, document, or
: Internet resource, and \Windows will open it For wou.

Cpen: I cmd j

2. The C:\WINDOWS\System32\cmd.exe window will appear. I—I
Type cd %systemroot% \system32 and press the keyboard oF
Enter key. Type msdtc -uninstall and press the keyboard
Enter key.

Cancel | Browse. .. |

e Select C:\WINDOWS\system32\cmd.exe

Microsoft Windows XP [Uersion 5.1.26081
CC>» Copyright 1985-2881 Microsoft Corp.

C:“\Documents and Settings:Technical Support>cd xsystemrootx “system32

C:sWINDOWS s systen3dZ *medtec —unistall

3. Reboot your computer.

4. From the taskbar, click Start -> Run. The =
Run window will appear. Enter cmd in the text box and _ 2=

click OK.

= Type the name of a program, folder, document, or
2 Internet resource, and \Windows will open it For wou,

Cpen: | cmd j

(0] 4 I Cancel | Browse. .. |

5. The C:\WINDOWS\System32\cmd.exe window will appear.
Type cd %systemroot% \system32 and press the keyboard Enter key.
Type msdtc -install and press the keyboard Enter key.

Select C:\WINDOWS\system32\cmd.exe

Microsoft Windows XP [Uersion 5.1.26H81]
<G> Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settings“:Technical Support>cd xsystemrootx “system32

C:WINDOUWS N system3d2 *medtec —install_
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Verifying if the DCOM has been repaired
Perform the following steps to verify that DCOM has been repaired:

1. From the taskbar, click Start -> Run. The Run window will appear.
Enter dcomcnfg.exe in the text box and click OK.

Tpa the rame of a program, Folder, dooument, o
Inihenrest resoiree, and Windows will nnen i For you,

| o Il caws [ —

2. The Component Services window will appear.
In the Console Root folder (left side of your screen),
expand the Component Services branch, the
Computers branch, and the My Computer branch.
If there is a red arrow next to any of the components { s (coolsihioo:
of this folder, DCOM has not been successfully B Gt g"c’:mponem T

repaired and you must repeat the repairing process. =I-{8} My Computer []Event Viewer (Loca)

+-[Z] COM+ Applications %Services 'loca\l\ g
+-[Z] DCOM Config e
+-[_1] Distributed Transaction Coordinator
+ D Running Processes

+ Event Viewer (Local)
+ Services {Local)

omponent Services
@ File  Action View Window Help & x|
& E2
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Setting the Firewall

Firewall settings need to be altered on the Centaur Server computer and on any workstation connecting to the Centaur Server
computer through DCOM.

In your firewall you have to:
Open the port 135 (DCOM port)

Allow access (in entry and exit) for the program SPXSVR.exe found on: C:\Program Files\CDV Americas\'Centaur\'Centaur Server
on BOTH workstation and server.

On the server only you need to allow access (in entry and exit) for the program sqlsevr.exe found on C:\Program Files\Microsoft
SQL ServerMSSQL\Binn\.

Please refer to your firewall documentation if you need help. If you are using the Windows firewall follow these steps to alter your
settings:

1. From the taskbar, click Start -> Control Panel.

B Control Panel

File  Edt View Favortes Tools Heb o

2. The Control Panel window will appear. Double- :
click on the Windows Firewall icon. - S B S search [ Folders | [TTE]-

: G E_'cmni Fanall ) v a Go

M~
| = = ;i' "
[}. Sriitch b CatEgory View Scannzreard  Scheduled Secunty Software
Cameraz Tagks Centar Exnlorers
See Also A u ;' &) g.g
r it SoundMAX Sourds and Speech System
@ VHomows Moot Audio Devices

) Felp ard Support
2 )
= 82 @ <

Teskbar and  User Accounts (GGG Wireless
Start Menu Fireweall Metwork Set... 3

Configure the Windaws Firewall
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3. The Windows Firewall window will appear.
From the Exceptions tab, click Add Port.

Windows Firewall

General | Exceptions | Advanced

Windows Firewall is tumed off. Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the
General tab and select On.

Programs and Services:

Name 25
Intemet Explorer

[#] Java(TM) 2 Platform Standard Edition binary
Microsoft Management Conscle

Remote Assistance

[ Remaots Desktop

Skype

O UPnF Framewark

[ Windows Live Messenger 8.0 (Fhone)

] Windows Live Messenger 8.1

] Windows Live Messenger 8.1 (Fhone)

v
[ AddProgam.. | [ AddPor. |[ Edt. | [ Delete
Display a notification when Windows Firewall blocks a program
What are the risks of allowing exceptions?
oK ] [ Cancel
4. The Add a Port window will appear. In the Name field, T 'g]
enter DCOM. In the Port number field, enter 135. Select TCP = al
as your communication type and click OK. Use these settings to open a port throuch Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want to use.
Mame: ibCOM

Port number; | 135

@ TCP (C UDP

What are the risks of opening a port?

o) (oo
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5. The Windows Firewall window will re-appear.
From the Exceptions tab, make sure that the DCOM
check box below the Programs and Services General | Exceptions | Advanced
heading is selected.

indows Firewall

Windows Firewall is tumed off . Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the

If you are configuring/repairing the firewall settings on General tab and select On
a workstation connected to the Centaur Server
computer, click OK and your done with this computer. Fmgrama:and senioes:
Name »
If you are repairing your firewall settings on the M cdsMsgServer
Centaur Server computer, go to the next step. “’s"""'mese“'e‘

[ File and Printer Sharing

Irtemet Explorer

Java{TM) 2 Platform Standard Edition binary
B Microsoft Managemert Console

[ Remote Assistance

[ Remote Deskiop

[ Skype
| B e Gur ove b
[ Add Program.. ] [ Add Port... ] ] Edit... l [ Delste
[+] Display a notification when Windows Firewall blocks a program
What are the risks of allowing excegtions?
oK || Cancel

6. From the Exceptions tab, click Add Program. :

7. The Add a Program window will appear. Click Browse... and To allow communications with 3 program by adding itto the Exceptiors list,
select the SPXSVr.exe file (located by defaultin C:\ select the program, or click Browse o search for onethat is not isted.

Program Files\CDV Americas\'Centaur\'Centaur Server) and L i
click OK. £ 3 PORoot for Windows e
% Pro-Report
1 Quick Time: Player
8. The Windows Firewall window will re-appear. From the & Quick Tour
Exceptions tab, make sure that the spxsvr.exe check box $EE Set Configuration
below the Programs and Services heading is selected. 3 Skype
Il Soltaire
. i 4 SobBug
9. From the Exceptions tab, click Add Program. ) Spider Solitaire
ﬂspxSvr.e:r.e
w0 StztsReader 2.1 "

Path:  |C:Program Files'CDV Amerizas’Centaur\Cent |

) (o)
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10. The Add a Program window will appear. Click Browse... and
select the sqlsevr.exe file (located by default in C:\ :
Program Files\Microsoft SQL ServerMSSQL\Binn\) and click e Excontons (s

OK Windows Firewall is tumed off. Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the
General tab and select On.

ndows Firewall

11. The Windows Firewall window will re-appear. From the

Exceptions tab, make sure that the sqlsevr.exe check box iogams zd Sevices:
below the Programs and Services heading is selected. {ETE -
DCOM
X File and Printer Sharing
12. Click OK. Intemet Explorer

Java(TM) 2 Platform Standard Edition binany
Microsoft Management Console

[W} Remote Assistance

[ Remote Desktop

Skype

sprSvr.exe

sqlservr.exe

[1IPnP Framswnds

[[Add Progam... ] [ AddPor.. ][  Eit.

Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

oK ] [ Cancel
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DCOM Configuration

1. Goto Start->

Settings -> Control

Panel and double- File= Edit iew Favorites Tools  Help

click on JBack - £3 ~ i F | - Search |~ Folders | B (o X ) | -

Administrative - =

Tools. Address |3 Contral Panel
Marne = I Camments i
‘?!,-. Accessibility Options Adjust your computer sektings Far vision, ..
2 Add Hardware Installs and troubleshoots hardware
:.:I' Add or Remove Programs Install oF remove programs and windows ...
LY = e Too Configure administrative settings For vour, .,
‘u Automatic Updates Set up Windows to automatically deliver ...
‘_,.v'J Date and Time Set the date, time, and time zone Far you...
_-_‘i}n Displaw Change the appearance of vour deskkop, ...
[ Folder Options Customize the display of files and Folders, ...

St B AdministrativeTools
. . . i Administrative Tools
click on Active Directory Users
and Computers. File Edit Wew Favarites Tools  Help

OBack L I |_,-- Search Folders | B (B u,l [

Address |1_g Adrministrative Tools

Mame = I Size I Tvpe

g’.’gnctive Directary Domains and Trusts 1KE Shaorbeut
ﬁ.ﬁ.ctive Directary Sites and Services 1KE Sharkcuk
neinctive Directory Lsers | 1 KB Shorkcuk
%Certiﬁcatiun Autharity 2KE Shorkcuk
Cluster Adriniskrakor 2KB Shorkcut
@CDmpunent Services 2KB Shorkcuk
@Cumputer Management ZKE Shorbcut
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3. Here, right-click on Users,
point to New and choose

-."‘5 Active Directory Users and Computers

Group. < File  Action  Wiew Window Help
& gillvan
@ Active Directory Users and Computer
EI 121 Saved CQueries -
= test — hiZs
-3 Builtin ﬂ Administratar User
:' (27 Computers mCentaur Security Group - Doms
u”ﬂ Darmain Cantrallers ﬁf:ert Publishers Security Group - DomeE
[#-(27 ForeignSecurityPrincipals €2 Drisadmins Security Group - Dams
| W fﬁDnsUpdatePruxy Security Group - Globs
Delegate Cantral,.. armain Sdrmins Security Group - Glabe
Find... omain Compubers Security Group - Globs
Frmn Security Group - Globz
Security Group - Globz
Al Tasks 3 Contack :
- Security Group - Globz
. .
= 3 Security Group - Glabe
= ) InetCrgPerson .
Mew Window From Here ) rs Security Group - Globs
M3MO Queue Alias
fresh Prinker el
Reires Security Group - Dames
Export List. .. Liser : 3
Securiby Group - Doms
shared Folder {
Properties Security Graup - Glabs
CUPPORT_3588945a0 User
Help : TelnetClients Security Group - Dome

Rttt v x|
type a name in the Name field and il |55
click OK.
@ Create in:  test2flsers

GrOUR Nanne:

I Cenkadr Group

Group name {pre-Wwindows 2000):

I Centaur Group

Group scope | Group kype

£ Domain local &+ Security
' global " Distribution
£ Universal

[0]'4 I Cancel
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5. Inthe Active Directory — Users and
Computers window double-click on

Users. In the right panel, right-click < Ele  Action  View ‘window Help
= I .l w. e
onthent_ewcreatedgroupandchoose - "’|I| % E|X B @“ﬁ) ’ﬁﬁz&?@ o
Properties.
@ Active Directory Users and Compuker |
-2 Saved Queries
i ame wpe
El- testz —
[gjm Buwilkin Administratar User
El:l Computers sheeniat : Mowe.., ';‘.e-:ur't';.-' .
E*ﬁl Diomain Controllers ﬁCert F'IJ|:.I|IS|'|E Send Ml Secur!t';.f =
El::l ForeignsecurityPrincipals ﬁDns.ﬁ.dmlns —  — PBeourity Gh
id 5] Users ﬂEDnsUpdateF‘r All Tasks b Eecurity Gh
ﬁDomain Admii o Security Gr
ﬁDumain Comp DUI_ : Becurity G
ﬁDumain Canki EE e Fecutity G
eMame
ﬁDumain Gues o Becurity G
ﬂEDDmain USEI’E ECurity G
ﬁEnterprise Ar ECurity Gr
: Help :
ﬁGrDup Policy ecurity G
%Guest Lser

6. Inthe Members tab, click on the Add button. 2] x|

General Members I termber Elfl M anaged B_I,II

Members:

M anme | Active Directony Falder

Bemoyve I

k. | Cancel Apply
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7. Inthe Select Users, Contacts,
Computers or Groups window type
the domain’s user name in the Enter
the Object Names to Select.

Select Users, Contacts, Computers, or Grm.lp_f 2=l

Select thiz object type:

IUsers, Groups, or Other abjects Dhbject Types...

From thiz location:

itest2 Locations...

Enter the object names to select [examples]:
Fdugd Check Mames

G

Advanced... | k. I Cancel

8. Click on the Check Names button to
validate the user’s name and click
OK to add the user into the group.

Select Users, Contacts, Computers, or Groups. d

Select thiz object type:

Uzerz, Groupe, or Other objectz Object T
9. Redo the step 6 for all the | : : =
authorized users. Fram thiz location:
Itest2 Locationz...

Enter the object names to select [examples]:
Franciz Dudre [fdugredaitest?]| Check Mames

FEG

Advanced... | 0k I Cancel

é
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10. In the new group’s properties, -
the Member of tab, click on the Add button. 2lx]

Generali Members  Member OFf I tanaged Eyi

Member of:
Mame | Active Directory Folder
Add.. Hemave
Thiz lizt dizgplayz only groups from the local domain.

Ok I Cancel I Applhy |

11. In the Select Groups window, —
type the model's users in the Enter 2
the Object Names to Select. Select this object type:

||3n:|ups or Built-in gecunity principals Object Types. .

Erom thiz location:

|test2 Locations...

Enter the object names to zelect (examples):
distrib Check Hames

il

Advanced . I (] | Cancel I

S
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12. Click on the Check Names button to o _ e
validate the group’s name and click _ ECELCItES .

OK.

Select thiz object type:

|Gruup$ ar Builk-in secunty principals Dhject Types. .

From thiz location:

|test2 Locations...

Enter the object namesz to zelect [examples]:
Diiztributed COM Users| LCheck Mamesz

il

Advanced. . I ] | Cancel |

i

13. Click on Start in Windows, type dcomenfg and click OK.

= Type the name of a program, Folder, dacument, or
Internet resource, and Windows will open it for you.

Open: ¥

| Ok I[ Cancel ][ Browse..,

14. From Console Root expand the Component Services, Computers, and My Computer.

:Component Services

@ File  Action Wiew Window  Help
&= | OE XEFD|2E| | &
(£ Console Rook

!'—_1 @ Component Services
= Computers

COM+ DCOM Config Distributed Running

P
5 RIS}y Computer Applications Transack..., Processes
_ %J Active Directory Users  Stop M5 DTC

Refresh all components

Eas Services (Local)

4 % Ewent Wiswer (Local)

View 4
Mews Window From Here

Properties

Help
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15. In the Default Protocols tab, check if the Connection-oriented TCP/IP exists in the DCOM Protocols window; if not,

add it clicking the Add button.

General i Optiong I Default Properties
Default Protocols i WMSOTE I COM Securty I

DCOR Protocols

Add Remove Movellp | (MoveDown| | Properties...

Dezcription

The zet of netwark. pratocaolz available to DCOM on thiz mackine. The
ordering of the pratocolz reflects the priarity inwhich theg will be uzed,
with the top protocal having first priority.

k. I Cancel il
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16. In the MSDTC tab, check if the Service Control Status for MSDTC is running.

My Computer Properties ] i] jj

General I Optiohz ! Detault Propertiez I
Drefault Protocals MSDOTC l COM Securty i

— Default Coordinator

Select, .

— Log Infarmation [Currently owned by 2K 3R25P2-WIRT]

Location: |E: S IMDOWS epstem32sM S Dte Browse... |
Caparity: |4 B Reszet log |

— Client Metwork Protocaol Configuration
TCPAP ~|

 Service Control Status for MSDTC version 52,3790 2825
Status: Started at 14:15:46 - 2007-10-15

Shart Stop I

 Trangaction Configuration

- 1~ Tracing Optiohs
Tracing Options... i

Secunty Configuration...

Ok l Cancel i Epply I
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17. In the Default Properties tab, check if the Enable Distributed COM on this computer check box is selected.

My Computer Propetrties 2]

Default Protocols | MSDTC | COMSecuwiy |
General ] Optiorn: Default Properties

¥ Enable Distibuted COM on this computer

[” Enable COM Intermet Services on this computer

— Default Distributed COM Communication Properties

The Authentication Level specifies secunty at the packet lewvel

Default Authentication Lewvel

Connect L!

The imperzonation level specifies whether applications can determine
who iz caling them, and whether the application can do operations
uzing the client's identity.

Default |mpersonation Lewvel:

[Identify =l

Securty for reference tracking can be provided if authentication iz used
and that the default imperzonation level iz not anonymous.

[ Provide additional security for reference triacking

18. Click on Start in Windows, type dcomcenfg, and click OK.

= Type the name of a program, Folder, document, or
Internet resource, and Windows will open it for wou,

Open: v

| oK H Cancel ][ EBrowse. ..
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19. The Component Services windc
branches, and click DCOM & Component Services Q@
Config. (B Fle Acon View Window Help =] x|
- 2 =
(L1 Console Root DCOM Config 215 object(s)
= @ Component Services -~
- [[1 Computers @ @ @
= g My Computer
E AccStore Class Acrobat Acrobatiri...
+-[_7] COM+ Applications WehCapture

+-£3] DCOM Config

+-|_] Distributed Transaction Coordinator
+ [:l Running Processes

= e "
+I-{f] Event Viewer (Local) AcroDistX  AcroEwch.P...  AcroPDF
+ Services (Local)
Adobe Adobe
Document Acroba... InDesig...

20. Right-click the
SpxSvr file and click & Component Services M=%
Properties. (B Fle Acton View Window Help == =]
&= £ Bo|i =
[_] Console Roat DCOM Config 215 object(s)

= @ Component Services 7 e

-1+ Computers @ @ @ @

Q My Computer , 7 :
i SPXComms SpxSyr SD¥LIT Stitch
+-((1] COM+ Applications . View r Documend

+-423] DCOM Config
+-(_7] Distributed Transaction Coordinator Properties
+-(_ Running Processes \6‘/

[— ot "
+ % Event Viewer (Local) Symdlbrg SymLTCOM  SymProtect...  SymSHAx

Services (Local)

SymUndao SyncMan Systran50... SystranDMA
SyncStatus Class

b3 ¥
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21. The SpxSvr Properties window will appear. = =
From the Authentication Level drop-down SpuSvr Properties 21|
list, in the General tab click None. General | Locatianl Securit_l,ll Endpaintsl Identit_l.JI

— General properhies of this DCOM application

Application Mame: SpeSwr
Application 1D: {E2193032-0198-11 D 2-A6F9-001 054133541

Application Type: Local Server

Authentication Level:

Local Path:

()4 I Cancel Apply
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22. Click the Security tab to configure the user( - _——
SprSyr Properkies

¢ Under Launch Permissions,
click Customize.

* Under Access Permissions,
click Customize.

* Under Configuration Permis-
sions, click Use Default.

23. In the Select Users, Contacts,
Computers or Groups window
type the group’s name you have
created in the Enter the Object
Names to Select.

Generali Location  Security I Endpu:uintsi Identit_l,ll

21

~ Launch and &ctivation Permizzions

" ze Default

i

Edit...

~ Accesz Peimiszions

i Lze Default

— Configuration Permissions
' Usze Default

" Customize

Apply |
Select Users, Contacts, Computers, or Groups 2xl
Select thiz object type:
|L|$ers, Groupsz, or Other objectz Object Types... |
From this location:
Itest2 Locations... I
Enter the object names to select [examplez):
Cent Check Mames I
Advanced... | (]S | Cancel |
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24. Click on the Check Names button to

. Select U Contacts, C L , OF Grouj il
validate the name of the group and L 2
click OK. Select thiz object type:

|L|sers, Groupsz, or Other objects Object Types. ..

From this location:
|lest2

Enter the object names to select [examplez):

FhG

Locations...

Centaur Groug LCheck Mames

Advanced... | (1] I Cancel I
o
25. Select the four check boxes in the
L hP T x
Permisions for Centaur window and click OK. b ]
Security |
Group or user names:
!ﬁ Administrators [TES T WAdministrators)
!ﬁ Centaur [TESTSCentaur]
€7 INTERACTIVE
Add... | Bemove I
Permizzions for Centaur Allow Deny
Lacal Launch a
Remate Launch O
Local Activation O
Remate Activation a
(1] I Cancel
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26. In the Security tab click on the
Modify button to change the Access
Permisions section.

27. In the Select Users, Contacts,
Computers or Groups window
type the group’s name you have
created in the Enter the Object
Names to Select.

SpHSyr Properties . l]i(j
General | Location Security I Endpaintz I |dentity I
~Launch and Activation Permizzionz
" Use Default
Edit... |
—Accesz Permizzionz
" Use Default
Edit
~ Configuration Permiszions
s ze Default
" Customize Edi... I
k. I Cancel | Apply |
Select Users, Contacks, Computers, uerup; 2] =]
Select thiz object type:
!Llsers, Groupz, or Other objectz Dbject Types... |
From thiz lncation:
itest2 Locations... I
Enter the object names to select [examples]:
Cent Check Mames I
Advanced... | (1]8 | Cancel |
A
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28. Click on the Check Names button to
validate the name of the group and

click OK. Select this abject tupe:

Select Users, Contacts, Computers, or Grou

2%

|L|sers, Groups, or Other objects

From thiz location;

Dhject Types...

Itest2

Enter the object names to select [examples]:

Locationz...

Certaur Group

Advanced... |

i

Check Mames

)4 I Cancel I

/’E

29. Select the two Allow check boxes in
the Permissions for Centaur window.
Securiby I

Group or uger names:

Add.. | Bemaove |

Permizgionz for Centaur Allow Drery
Local Access a
Femaote Acceszs a

Ok I Cancel

332| cdvigroup.com




REFERENCE MANUAL

CENTAUR
Integrated Access Control V7.0

30. Click the Identity tab and select 2] x|

The interactive user heck box.

Generall Locationl Securit_l,ll Endpaintz  |dentity |

If the option is grayed out, close the SpxSvr Properties “Wwhich user aceount do you want to use bo run this application?
window and go to \Program Files\

CDV Americas\'Centaur\'Centaur Server folder and run the
Reg Centaur.bat file. This command will deactivate the auto-
start service when the OS starts for the Centaur Service
Manager. € This user.

Iser: I Browse. . |

7 The launching uzer.

Re-open the SpxSvr Properties window (see step #19) and

from the Identity tab, select The interactive user option, and i I
click OK. Eonfirm passward: I
To reactivate the auto-start service when the OS starts for € The system accaun (s=rvices i)

the Centaur Service Manager, run the service.bat application
from the \Program Files\
CDV Americas\'Centaur\'Centaur Server folder.

[ ok | cancel Apply
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Enabling the Network Access

1. From the task bar click on Start -> Settings -> Configuration Panel -> Administrative Tools -> Local Security Policy.

B Local Security Sattings

Fis  Adloh  Yenr  Felp

¢ BB 2

el Mk Accesss esrrchons o Seo,

T

E:.'h\'H: ey unedock vithong huvsineg ba boa on Frahied
ﬁ.‘rwﬂ' Elessnd bo Pt s edert remaresbls recks Ackraneitral g
E:_.'f'.'n‘H! Preedand wres From et aling rewd o deroers Frubient
ﬁ.‘ﬁrﬁr Foestrick CTHROM accass ta kcally keaoed-on user arky Fruhidert
ﬁ"'.‘.f-.f--':: Restret Regene sovess to lealy lagoad onosesr ondy Fashdert
E.‘fwr—’.: Liresagree] deroer vt allate beshorvan Slerihy amvesd
ﬁ'.‘.ﬂ'rm cortreles | Al sapver gt shor s bo schede faaks M dedired
RE}Comain corbroes: LD $erver skgrrd regurements ek defined
E::l.'msr-mlalﬂ Refuse machirs aooount passveed changss Mex defrad
2R Comsin mamber: Cugtady encryph o pon senme channed dats (ks Ensbiad
E"'}:-\:\mmmmt,ﬂ' Dot sl enerypd saoues chareed daka (when possible} Enathed
ES)Caomair member: Cugtaly sign seouen channed dats (when possble) Enabled
,'il:-\vr-an mearkaar: Corable moschare Boooond pos susnd dharages Cagabdead

BB Comen member: Madmum machine acoount paseeord age ¥ days
E:mmm-embﬂ Require strorg (Wircoss 2000 o later) sesson key Dossbided

B Inter achive logon: Do rof display last user name Digabiad
ﬂlﬂ:ﬁ-&cl‘ht koo D mocd nepore CTRL#+ALT+EL ok, defired

| ERYinberactive bogon: Message tet for users sthempting tolog on

sescripior Defindtion Languesge (5008 ) syriax
Marhing Launch Bestictors in Seounky Desorgor Dfindion Language (S000) sonbay

P ey Seatrgs [poy = Toeontysomng | &
+ (08 Aot Poloss B Aceourts: Admirstraber acrount sahus Frushied
= ) Lecsl Pokcns Bl Aconorks: Gunst nocount shahus Cosahded
o ) ude Pokey Bl heeorts: Limdt ksl aocoune (s of Blark passese s bo eonsnle bagon ey Frushied
- I3 # v o
5] user Rights Assepniart R Acoourts: Rename administrabnr scomunt Admiriskratos
o L&) sy Ooniors .
1 P iy P Bl iwcoarts: Dename pue aocount Cuet
L o i — T & L
Loupde: Sule the acress of giohal syshem objects Diahilerd
+ (1] Softwars Rastriohon Pobtes o : oy .u-.-:lf i .
o B, 5 sty Pobeies on Local Computer Eiliusit: Lkt the wrss of Backup and Restore perdegn Feishien
ﬁﬂu.ﬂr Sha cloawn Fysiem immadately F unable to g seouriy sucdis Db

Mk e
ek delfired

2. The Local Security Settings window will pop-up. Expand the Local Policies filed to Security Options an click on this
folder. Double click on the DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL)

syntax.

3. Inthe new window click on the Edit Security ... button.

DCOM: Machine Access Restrictions in Security Desc

Template Security Policy Setting

.. DCOM: Machine Access Restrictions in Security Descriptor
g-‘? Definition Language [SDOL) syntax

If the security descriptor iz |left blank after defining the policy setting in the
template, the policy setting will not be enforced.

Security descriptar:

0k ” Cancel ]
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4. Click onthe Add ... button and select the

Centaur group that has been created before. Under

Permissions for Centaur, check if the two Allow Security I
check boxes are selected and click OK.

[Eroup or USEr hames:
5. Redo the step 2 to step 4 for DCOM: Machine Certaur (TEST YCertaur)
Launch Permissions in Security Descriptor
Definition Language (SDDL) syntax.

Add... | Remove |
Permizsions for Centaur Al Drerm
Local Access a
Femaote Access O

(]9 I Cancel
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DCOM CONFIGURATION FOR WINDOWS 2000 PRO AND SERVER

To be able to configure the DCOM on Windows 2000 operating system, you have to be logged in as Administrator.

1. F h k lick ->Run.
rom e fasibar, clk Start = Run Run K ES

2. Inthe RUN window type dcomcnfg.exe. Click
OK or press the keyboard Enter key. = Type the name of a program, Folder, document, or
Internek resource, and Windows will open it for wou,

Cpen: I deomncnifal j

ok Cancel | Browse, ., |

3. The Distributed COM Configuration
Properties window pops up. Highlight
SpxSvr from the list and click on
Properties.

Distributed COM Configuration Properties 2 x|

applications | Defaul Properties | Default Security | Default F'rl:utl:ucculsl

Applications:

SEMS Logon Events ;I
SEMS Metwork Events

SEMS OnMow Events

SEMS Subszcriber for EventSystem EventObjectChange events

Sound Recorder

SpeCard. Application

SPComms

o o T
SFE=UI
TInESwr
Yoice Dictation M anager

YWindows Management [nstrumentation

Windows Media Player

YWindows Update Agent - Remote Access

YWindows Lpdate Agent [1]

Windows Lpdate Agent [2]

YWindows Update Agent User Interface for Publizhed Applications
WiordPad Document

WSHRemote el

Properties... |

k. I Cancel Spply
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4. The SpxSvr Properties window
i )
pops up. In the Authentication SpxSvEEREEESS —IEI
Level drop-down list, choose . - : :
None. P General I Location | Security | 1dentity | Endpoints |

— [eneral properties of thiz DCOM application

Application name: SpHS T
Application tppe: local server

Authentication Level:

Local path: C:APROGRA™TSCDWAME ~145CentaursCEH T AL

] I Cancel Spply
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5. Click on the Location tab and select the
Run application on this computer check

SpxSyr Properties ﬂﬂ

box. General Location | Securty | [ dentity | Endpairts I
NB: The Run application on this computer
check box is selected by default. The following zettings allow DCOM to locate the correct computer Far this

application. If you make mare than one selection, then DCOM uses the first
applicable one. Client applications may overrde your zelectionz.

[ Run application on the camputer where the data iz located

[+ Bun application on this computer

™ Bun application on the following computer;

Browee,.. I

kK I Cancel Apply
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6. Click on the Identity tab and select The 2] x|

interactive user check box.

GEHE[EﬂI LDcatiDnI Security  |dentity |Enl:||:n:|ints|

Which uger account do pou want to uge borun thiz application’?

™ The launching user

i This user:
[dzer: I Browse,.. |
Eazzwand: I
Eantirm Passwond: I

£ The System Aceaurt [services anly)

0Ok I Cancel Apply
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7. Click the Security tab to configure the
user(s) that have(s) the right to access the
Centaur Server computer. Select the following
check boxes:

» Use custom access permissions

» Use default launch permissions

* Use custom configuration
permissions

8. Under Use custom access permissions,
click the Edit button.
NB: The Use default launch permissions
and Use custom configuration permissions
check boxes are selected by default.

9. The Registry Value Permissions window

pops up. To add users, click on the Add button.

The Use default launch permissions and
Use custom configuration permissions
check boxes are selected by default.

The Registry Value Permissions window
may be empty, depending on the previous
DCOM configurations.

340
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SpHSYr Properties

Generall Location  Security |I|:Ientity| Endpu:uintsl

™ Use default access permissions

2%

— 1% Use custom access permissions

You may edit who can access this application.

Edit... |

% Usze default launch permissions

" Use custom launch permissions

You may edit who can launch thiz application.

Edit.. |

" Usze default configuration permissions

— 1% Use custom configuration permissions

You may edit who can change the configuration information for this
application.

Edi... |

o ]

Cancel |

Apply |

Registry Yalue Permissions

Registy Yalue:  AccezsPermizzion
Owner: Account Unknown

Mame:

Allows Soocess
Allows Soocess

€ Lser #2 (Uzer #2)

Type of Access: |Alluw Access

(] 4 I Cancel | Add... | Remove | Help
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10. The Add Users and Groups window pops uj _ _— :
domain. To view the list of users, either Add Lisers aEEtES ﬂ

click Show Users or if the user is part of

a user group, select the group and click Letllonsshin I WEDVT” j

Members. Select the desired user from Hames:

the list. Hold down the keyboard Ctrl {TYRESTRICTED Restricted code ;|

key while left clicking to select multiple @ SYSTEM The operating system

users. Click Add and OK. |zers |Jzerz are prevented from making accide
ﬁ Administratar Built-in account for administenng the con

Built-in account for guest access to the ¢

Add Show Uzers tembers... Search... |

Add Mames:

Tupe of Access: |Allow Access j

(] 4 | Cancel | Help |

I e e x|
. =
Registry Value Permissions window. Registry Yalue EEtHES .
Click OK. Reqizty Yalue:  AccezsPemizgsion

12. Click Apply and OK. Dwrer; Account Unknown
Marme:

# John Doe [John Doe)

ﬁ dzer #1 [User #1) Allow Access
ﬁ zer §2 [Uszer #2] Allow Access
Type of Access: I.-'l'«llnw Arncess j

(] I Cancel | Add... | Eemuvel Help |
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Warranty

CDVI Americas Ltd. (“Seller’) warrants its products to be free from defects in materials and workmanship under normal use for the
period of one year. Except as specifically stated herein, all express or implied warranties whatsoever, statutory or otherwise,
including without limitation, any implied warranty of merchantability and fitness for a particular purpose, are expressly excluded.
Because Seller does not install or connect the products and because the products may be used in conjunction with products not
manufactured by Seller, Seller cannot guarantee the performance of the security system and shall not be responsible for
circumstances resulting from the product’s inability to operate. Seller obligation and liability under this warranty is expressly limited
to repairing or replacing, at Seller’s option, any product not meeting the specifications. Returns must include proof of purchase and
be within the warranty period. In no event shall the Seller be liable to the buyer or any other person for any loss or damages
whether direct or indirect or consequential or incidental, including without limitation, any damages for lost profits, stolen goods or
claims by any other party, caused by defective goods or otherwise arising from the improper, incorrect or otherwise faulty
installation or use of the merchandise sold.

Notwithstanding the preceding paragraph, the Seller’'s maximum liability will be strictly limited to the purchase price of the defective
product. Your use of this product signifies your acceptance of this warranty.

BEWARE: Dealers, installers and/or others selling the product are not authorized to modify this warranty or make additional
warranties that are binding on the Seller.

For technical support in Canada or the U.S., call 1-866-610-0102, Monday to Friday from 8:00 a.m. to 8:00 p.m. EST. For technical
support outside Canada and the U.S., call 00-1-450-682-7945 , Monday to Friday from 8:00 a.m. to 8:00 p.m. EST. Please feel free
to visit our website at www.cdvi.ca.

©2006-2008 CDVI Americas Ltd. All rights reserved. Specifications may change without prior notice. One or more of the following
US patents may apply: 6215399, 6111256, 5751803, 5721542, 5287111, 5119069, 5077549, 5920259, 5886632. Canadian and
international patents may also apply.

Centaur is a trademark or registered trademark of CDVI Americas Ltd. or its affiliates in Canada, the United States and/or other
countries.
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CDVI Group

FRANCE (Headquarter/Siége social)
Phone: +33 (0)1 48 91 01 02
Fax: +33 (0)1 48 91 21 21

CDVI

FRANCE + EXPORT

Phone: +33 (0)1 48 91 01 02
Fax: +33 (0)1 48 91 21 21

CDVI AMERICAS

[CANADA - USA - LATIN AMERICA]
Phone: +1 (450) 682 7945
Fax: +1 (450) 682 9590

cDVI
BENELUX

[BELGIUM - NETHERLAND - LUXEMBOURG]
Phone: +32 (0) 56 73 93 00
Fax: +32 (0) 56 73 93 05

CDVI

TAIWAN

Phone: +886 (0)42471 2188
Fax: +886 (0)42471 2131

CDVI

SUISSE

Phone: +41 (0)21 882 18 41
Fax: +41 (0)21 882 18 42

cDVI
CHINA

Phone: +86 (0)10 62414516
Fax: +86 (0)10 62414519

cpvI
IBERICA

[SPAIN - PORTUGAL]

Phone: +34 (0)935 390 966
Fax: +34 (0)935 390 970

CDVI
ITALIA
Phone: +39 0321 90 573
Fax: +39 335 127 89 96

cDVI
MAROC

Phone: +212 (0)5 22 48 09 40
Fax: +212 (0)5 22 48 34 69

cDVI
SWEDEN

[SWEDEN - DENMARK - NORWAY - FINLAND]
Phone: +46 (0)31 760 19 30
Fax: +46 (0)31 748 09 30

cDVI
UK

[UNITED KINGDOM - IRELAND]
Phone: +44 (0)1628 531300
Fax: +44 (0)1628 531003

CDVI DIGIT
FRANCE

Phone: +33 (0)1 41 71 06 85
Fax: +33 (0)1 41 71 06 86

All the information contained within this document (pictures, drawing, features, specifications and dimensions)

could be perceptibly different and can be changed without prior notice. December 2021
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